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This document contains new and revised commands for the Cisco implementation of IP version 6 (
in the Cisco IOS software. All other commands used with IPv6 are documented in the Cisco IOS Re
12.2 command reference publications.

The following sections are included in this document:

• Documentation Specifics, page 1

• New and Revised Commands, page 2

Documentation Specifics
IPv6 features are supported only in the 12.0 ST and 12.2 T Cisco IOS software release trains, star
Cisco IOS Release 12.0(21)ST and Release 12.2(2)T, respectively. Subsequent releases of the 
and 12.2 T Cisco IOS software trains will support additional IPv6 features. This document along 
the following IPv6 for Cisco IOS Software feature documentation in either the New Features in
Release 12.2 T or New Features in Release 12.0 ST area of Cisco.com will be updated with inform
about additional IPv6 features at each subsequent release of the applicable Cisco IOS software 
trains:

• Start Here: Cisco IOS Software Release Specifics for IPv6 Features

• IPv6 for Cisco IOS Software, File 1 of 3: Overview

• IPv6 for Cisco IOS Software, File 2 of 3: Configuring

• IPv6 for Cisco IOS Software, File 3 of 3: Commands(This document)

Note TheStart Here: Cisco IOS Software Release Specifics for IPv6 Featuresdocument details which IPv6
features are supported in each release of the 12.0 ST and 12.2 T Cisco IOS software trains.Not all IPv6
features may be supported in your Cisco IOS software release. We strongly recommend that you read
the entireStart Here: Cisco IOS Software Release Specifics for IPv6 Featuresdocument before reading
the other IPv6 for Cisco IOS Software feature documentation.

The other IPv6 for Cisco IOS Software feature documentation provides IPv6 overview, configura
and command reference information for IPv6 features in each release of the 12.0 ST and 12.2 T
Cisco IOS software trains.
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New and Revised Commands

Note The following list of new and revised commands for the Cisco implementation of IPv6 in the Cisco
software is not inclusive. Some commands that have been modified to support theipv6-addressargument
are not included in the following list. To determine if a command that is not in the following list suppo
the ipv6-address argument, use the question mark (?) online help function. Additionally, in Cisco IO
Release 12.2(8)T or a later release, a literal IPv6 address enclosed in square brackets ([ ]), such
[FE80::260:3EFF:FE11:6770], can be used wherever theipv6-address argument is supported.

• address-family ipv6, page 6

• address-family ipv6 (IS-IS), page 8

• adjacency-check, page 9

• clear bgp ipv6, page 10

• clear bgp ipv6 dampening, page 12

• clear bgp ipv6 external, page 13

• clear bgp ipv6 flap-statistics, page 14

• clear ipv6 neighbors, page 16

• clear ipv6 prefix-list, page 17

• clear ipv6 route, page 19

• clear ipv6 traffic, page 20

• copy, page 22

• debug bgp ipv6 dampening, page 38

• debug bgp ipv6 updates, page 40

• debug ipv6 icmp, page 42

• debug ipv6 nd, page 45

• debug ipv6 packet, page 48

• debug ipv6 rip, page 51

• debug ipv6 routing, page 54

• default-information originate (IPv6 IS-IS), page 56

• dialer-list protocol, page 58

• distance (IPv6), page 61

• distribute-list prefix-list (IPv6 RIP), page 62

• frame-relay map ipv6, page 63

• ip name-server, page 67

• ipv6 access-class, page 68

• ipv6 access-list, page 69

• ipv6 address, page 71

• ipv6 address eui-64, page 73

• ipv6 atm-vc, page 75
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• ipv6 enable, page 77

• ipv6 hop-limit, page 78

• ipv6 host, page 79

• ipv6 icmp error-interval, page 80

• ipv6 mtu, page 82

• ipv6 nd dad attempts, page 83

• ipv6 nd managed-config-flag, page 86

• ipv6 nd ns-interval, page 87

• ipv6 nd other-config-flag, page 88

• ipv6 nd prefix-advertisement, page 89

• ipv6 nd ra-interval, page 91

• ipv6 nd ra-lifetime, page 92

• ipv6 nd reachable-time, page 93

• ipv6 nd suppress-ra, page 94

• ipv6 neighbor, page 95

• ipv6 prefix-list, page 97

• ipv6 redirects, page 100

• ipv6 rip default-information, page 102

• ipv6 rip enable, page 104

• ipv6 rip metric-offset, page 105

• ipv6 rip summary-address, page 106

• ipv6 route, page 108

• ipv6 router isis, page 110

• ipv6 router rip, page 112

• ipv6 traffic-filter, page 113

• ipv6 unicast-routing, page 114

• ipv6 unnumbered, page 115

• match ipv6 address, page 117

• match ipv6 next-hop, page 119

• match ipv6 route-source, page 121

• maximum-paths (IPv6 IS-IS), page 123

• neighbor activate, page 124

• neighbor override-capability-neg, page 126

• neighbor update-source, page 128

• ping, page 130

• poison-reverse (IPv6 RIP), page 134

• port (IPv6 RIP), page 135

• protocol ipv6 (ATM), page 137
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• redistribute (IPv6), page 139

• set ipv6 next-hop (BGP), page 142

• show atm map, page 144

• show bgp ipv6, page 147

• show bgp ipv6 community, page 150

• show bgp ipv6 community-list, page 153

• show bgp ipv6 dampened-paths, page 155

• show bgp ipv6 filter-list, page 157

• show bgp ipv6 flap-statistics, page 160

• show bgp ipv6 inconsistent-as, page 163

• show bgp ipv6 neighbors, page 165

• show bgp ipv6 paths, page 173

• show bgp ipv6 quote-regexp, page 175

• show bgp ipv6 regexp, page 177

• show bgp ipv6 summary, page 179

• show cdp entry, page 181

• show cdp neighbors, page 183

• show frame-relay map, page 186

• show ip sockets, page 188

• show ipv6 access-list, page 190

• show ipv6 cef, page 192

• show ipv6 interface, page 194

• show ipv6 mtu, page 198

• show ipv6 neighbors, page 199

• show ipv6 prefix-list, page 201

• show ipv6 protocols, page 204

• show ipv6 rip, page 207

• show ipv6 route, page 209

• show ipv6 route summary, page 213

• show ipv6 routers, page 214

• show ipv6 traffic, page 217

• show ipv6 tunnel, page 219

• split-horizon (IPv6 RIP), page 221

• ssh, page 222

• summary-prefix (IPv6 IS-IS), page 224

• telnet, page 226

• timers (IPv6 RIP), page 231
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• traceroute, page 233

• tunnel mode ipv6ip, page 240
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address-family ipv6
To enter address family configuration mode for configuring routing sessions such as Border Gate
Protocol (BGP) that use standard IPv6 address prefixes, use theaddress-family ipv6command in router
configuration mode. To disable address family configuration mode, use theno form of this command.

address-family ipv6 [unicast]

no address-family ipv6[unicast]

Syntax Description

Defaults IPv6 address prefixes are not enabled. Unicast address prefixes are the default when IPv6 addre
prefixes are configured.

Note Routing information for address family IPv4 is advertised by default for each BGP routing sessio
configured with theneighbor remote-as command unless you configure theno bgp default
ipv4-unicast command before configuring theneighbor remote-as command.

Command Modes Router configuration

Command History

Usage Guidelines Theaddress-family ipv6 command places the router in address family configuration mode (promp
config-router-af), from which you can configure routing sessions that use standard IPv6 address pre
To leave address family configuration mode and return to router configuration mode, enter the
exit-address-familycommand.

Within address family configuration mode, use the question mark (?) online help function to displ
supported commands. The BGP commands supported in address family configuration mode con
the same functionality as the BGP commands supported in router configuration mode; however, the
commands in router configuration mode configure functionality only for the IPv4 unicast address pr
To configure BGP commands and functionality for other address family prefixes (for example, the I
multicast or IPv6 unicast address prefixes), you must enter address family configuration mode for
address prefixes using theaddress-family ipv4command or theaddress-family ipv6command.

unicast (Optional) Specifies IPv6 unicast address prefixes.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example places the router in address family configuration mode and specifies unic
address prefixes for the IPv6 address family:

Router(config)# router bgp 100
Router(config-router)# address-family ipv6 unicast
Router(config-router-af)#

Related Commands Command Description

address-family ipv4 Places the router in address family configuration mode for configuring
routing sessions, such as BGP, that use standard IPv4 address prefixes.

address-family vpnv4 Places the router in address family configuration mode for configuring
routing sessions, such as BGP, that use standard VPNv4 address prefixe

bgp default
ipv4-unicast

Enables the IPv4 unicast address family on all neighbors.

neighbor activate Enables the exchange of information with a BGP neighboring router.
7
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address-family ipv6 (IS-IS)
To enter address family configuration mode for configuring Intermediate System-to-Intermediate
System (IS-IS) routing sessions that use standard IPv6 address prefixes, use theaddress-family ipv6
command in router configuration mode. To reset all IPv6-specific global configuration values to th
default values, use theno form of this command.

address-family ipv6 [unicast]

no address-family ipv6[unicast]

Syntax Description

Defaults IPv6 address prefixes are not enabled. Unicast address prefixes are the default when IPv6 addre
prefixes are configured.

Command Modes Router configuration

Command History

Usage Guidelines Theaddress-family ipv6 command places the router in address family configuration mode (promp
config-router-af), from which you can configure IPv6-specific settings. To leave address family
configuration mode and return to router configuration mode, enter theexit-address-familycommand.

Within address family configuration mode, use the question mark (?) online help function to displ
supported commands. Many of the IS-IS commands supported in address family configuration mod
identical in syntax to IS-IS commands supported in router configuration mode. Note that comman
issued in address family configuration mode apply to IPv6 only, while the matching commands in ro
configuration mode are IPv4-specific.

Examples The following example places the router in address family configuration mode for IS-IS and spec
unicast address prefixes for the IPv6 address family:

Router(config)# router isis area01
Router(config-router)# address-family ipv6 unicast
Router(config-router-af)#

unicast (Optional) Specifies IPv6 unicast address prefixes.

Release Modification

12.2(8)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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To allow Intermediate System-to-Intermediate System (IS-IS) IPv6 protocol-support consistency ch
performed on hello packets, use theadjacency-checkcommand in address family configuration mode
To disable consistency checks on hello packets, use theno form of this command.

adjacency-check

no adjacency-check

Syntax Description This command has no arguments or keywords.

Defaults Enabled

Command Modes Address family configuration

Command History

Usage Guidelines IS-IS performs consistency checks on hello packets and will form an adjacency only with a neighbo
router that supports the same set of protocols. A router running IS-IS for both IPv4 and IPv6 will
form an adjacency with a router running IS-IS for IPv4 only.

Use theno adjacency-checkcommand to suppress the consistency checks for IPv6 IS-IS and allow
IPv4 IS-IS router to form an adjacency with a router running IPv4 IS-IS and IPv6. IS-IS will never fo
an adjacency between a router running IPv4 IS-IS only and a router running IPv6 only.

Tip Use thedebug isis adj packets EXEC command to check for adjacency errors. Error messages in 
output may indicate where routers are failing to establish adjacencies.

Examples In the following example, the network administrator wants to introduce IPv6 into an existing IPv4 IS
network. To ensure that the checking of hello packet checks from adjacent neighbors is disabled un
the neighbor routers are configured to use IPv6, the network administrator enters theno
adjacency-check command.

Router(config)# router isis area01
Router(config-router)# address-family ipv6
Router(config-router-af)# no adjacency-check

Related Commands

Release Modification

12.2(8)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

debug isis adj packets Displays debug information on all adjacency-related
activity.
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clear bgp ipv6
To reset IPv6 Border Gateway Protocol (BGP) sessions, use theclear bgp ipv6 command in privileged
EXEC mode at the system prompt.

clear bgp ipv6 { *  | autonomous-system-number | ip-address | ipv6-address| peer-group-name}
[soft] [ in | out]

Syntax Description

Defaults No reset is initiated.

Command Modes Privileged EXEC

Command History

Usage Guidelines Theclear bgp ipv6command is similar to theclear ip bgp command, except that it is IPv6-specific.

Use of theclear bgp ipv6command allows a reset of the neighbor sessions with varying degrees o
severity depending on the specified keywords and arguments.

* Resets all current BGP sessions.

autonomous-system-number Resets BGP sessions for BGP neighbors within the specified
autonomous system.

ip-address Resets the TCP connection to the specified IPv4 BGP neighbor an
removes all routes learned from the connection from the BGP table

ipv6-address Resets the TCP connection to the specified IPv6 BGP neighbor an
removes all routes learned from the connection from the BGP table

This argument must be in the form documented in RFC 2373 wher
the address is specified in hexadecimal using 16-bit values betwee
colons.

peer-group-name Resets the TCP connection to the specified IPv6 BGP neighbor an
removes all routes learned from the connection from the BGP table

soft (Optional) Soft reset. Does not reset the session.

in | out (Optional) Triggers inbound or outbound soft reconfiguration. If the
in or out option is not specified, both inbound and outbound soft
resets are triggered.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
10
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Use theclear bgp ipv6 * command to drop all neighbor sessions. The Cisco IOS software will then re
the neighbor connections. Use this form of the command in the following situations:

• BGP timer specification change

• BGP administrative distance changes

Use theclear bgp ipv6 soft outcommand to drop only the outbound neighbor connections. Inboun
neighbor sessions will not be reset. Use this form of the command in the following situations:

• BGP-related access lists change or get additions

• BGP-related weights change

• BGP-related distribution lists change

• BGP-related route maps change

Use theclear bgp ipv6 soft incommand to drop only the inbound neighbor connections. Outbound
neighbor sessions will not be reset. To reset inbound routing table updates dynamically for a neig
you must configure the neighbor to support the router refresh capability. To determine whether a
neighbor supports this capability, use theshow bgp ipv6 neighbors command. If a neighbor supports
the route refresh capability, the following message is displayed:

Received route refresh capability from peer.

If all BGP networking devices support the route refresh capability, use theclear bgp ipv6 { * | ip-address
| ipv6-address| peer-group-name} in command. Use of thesoft keyword is not required when the route
refresh capability is supported by all BGP networking devices, because the software automatica
performs a soft reset.

Use this form of the command in the following situations:

• BGP-related access lists change or get additions

• BGP-related weights change

• BGP-related distribution lists change

• BGP-related route maps change

Examples The following example clears the inbound session with the neighbor 7000::2 without the outboun
session being reset:

Router# clear bgp ipv6 7000::2 soft in

The following example clears the outbound session with the peer group named marketing withou
inbound session being reset:

Router# clear bgp ipv6 marketing soft out

Related Commands Command Description

show bgp ipv6 Displays entries in the IPv6 BGP routing table.
11
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clear bgp ipv6 dampening
To clear IPv6 Border Gateway Protocol (BGP) route dampening information and unsuppress the
suppressed routes, use the clear bgp ipv6 dampeningcommand in privileged EXEC mode.

clear bgp ipv6 dampening[ ipv6-prefix/prefix-length]

Syntax Description

Defaults When theipv6-prefix/prefix-lengthargument is not specified, theclear bgp ipv6 dampeningcommand
clears route dampening information for the entire IPv6 BGP routing table.

Command Modes Privileged EXEC

Command History

Usage Guidelines Theclear bgp ipv6 dampeningcommand is similar to theclear ip bgp dampeningcommand, except
that it is IPv6-specific.

Examples The following example clears route dampening information about the route to network 7000::0 an
unsuppresses its suppressed routes:

Router# clear bgp ipv6 dampening 7000::/64

Related Commands

ipv6-prefix (Optional) IPv6 network about which to clear dampening information.

This argument must be in the form documented in RFC 2373 where the addre
is specified in hexadecimal using 16-bit values between colons.

/prefix-length (Optional) The length of the IPv6 prefix. A decimal value that indicates how
many of the high-order contiguous bits of the address comprise the prefix (th
network portion of the address). A slash mark must precede the decimal valu

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

bgp dampening Enables BGP route dampening or changes various BGP route
dampening factors.

show bgp ipv6 dampened-paths Displays IPv6 BGP dampened routes.
12
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To clear all external IPv6 Border Gateway Protocol (BGP) peers, use the clear bgp ipv6 external
command in privileged EXEC mode.

clear bgp ipv6 external[soft] [ in | out]

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines Theclear bgp ipv6 externalcommand is similar to theclear ip bgp external command, except that it
is IPv6-specific.

Examples The following example clears the inbound session with external IPv6 BGP peers without the outb
session being reset:

Router# clear bgp ipv6 external soft in

Related Commands

soft (Optional) Soft reset. Does not reset the session.

in | out (Optional) Triggers inbound or outbound soft reconfiguration. If thein or out
option is not specified, both inbound and outbound soft resets are triggered.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

clear bgp ipv6 Resets an IPv6 BGP connection by dropping all neighbor
sessions.
13
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clear bgp ipv6 flap-statistics
To clear IPv6 Border Gateway Protocol (BGP) flap statistics, use the clear bgp ipv6 flap-statistics
command in privileged EXEC mode.

clear bgp ipv6 flap-statistics[ ipv6-prefix/prefix-length |regexp regexp| filter-list list]

Syntax Description

Defaults No statistics are cleared.

If no arguments or keywords are specified, the software clears flap statistics for all routes.

Command Modes Privileged EXEC

Command History

Usage Guidelines Theclear bgp ipv6 flap-statisticscommand is similar to theclear ip bgp flap-statisticscommand,
except that it is IPv6-specific.

The flap statistics for a route are also cleared when an IPv6 BGP peer is reset. Although the res
withdraws the route, no penalty is applied in this instance even though route flap dampening is en

Examples The following example clears all of the flap statistics for paths that pass access list 3:

Router# clear bgp ipv6 flap-statistics filter-list 3

ipv6-prefix (Optional) Clears flap statistics for a single entry at this IPv6 network.

This argument must be in the form documented in RFC 2373 where the addre
is specified in hexadecimal using 16-bit values between colons.

/prefix-length (Optional) The length of the IPv6 prefix. A decimal value that indicates how
many of the high-order contiguous bits of the address comprise the prefix (th
network portion of the address). A slash mark must precede the decimal valu

regexp regexp (Optional) Clears flap statistics for all the paths that match the regular
expression.

filter-list  list (Optional) Clears flap statistics for all the paths that pass the access list. The
acceptable access list number range is from 1 to 199.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
14
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clear bgp ipv6 flap-statistics
Related Commands Command Description

bgp dampening Enables BGP route dampening or changes various BGP route
dampening factors.

show bgp ipv6 flap-statistics Displays IPv6 BGP flap statistics.
15
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clear ipv6 neighbors
To delete all entries in the IPv6 neighbor discovery cache, except static entries, use theclear ipv6
neighbors command in privileged EXEC mode.

clear ipv6 neighbors

Syntax Description This command has no keywords or arguments.

Command Modes Privileged EXEC

Command History

Examples The following example deletes all entries, except static entries, in the neighbor discovery cache:

Router# clear ipv6 neighbors

Related Commands

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 neighbor Configures a static entry in the IPv6 neighbor discovery cache.

show ipv6 neighbors Displays IPv6 neighbor discovery cache information.
16
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clear ipv6 prefix-list
To reset the hit count of the IPv6 prefix list entries, use theclear ipv6 prefix-list command in privileged
EXEC mode.

clear ipv6 prefix-list [prefix-list-name] [ ipv6-prefix/prefix-length]

Syntax Description

Defaults Clears the hit count for all IPv6 prefix lists.

Command Modes Privileged EXEC

Command History

Usage Guidelines Theclear ipv6 prefix-list command is similar to theclear ip prefix-list command, except that it is
IPv6-specific.

The hit count is a value indicating the number of matches to a specific prefix list entry.

Examples The following example clears the hit count from the prefix list entries for the prefix list named first_
that match the network mask 2001:218::/35.

Router# clear ipv6 prefix-list first_list 2001:218::/35

prefix-list-name (Optional) The name of the prefix list from which the hit count is to be
cleared.

ipv6-prefix (Optional) The IPv6 network from which the hit count is to be cleared.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

/prefix-length (Optional) The length of the IPv6 prefix. A decimal value that indicates how
many of the high-order contiguous bits of the address comprise the prefi
(the network portion of the address). A slash mark must precede the decim
value.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
17
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Related Commands Command Description

distribute-list-in (IP) Filters networks received in updates.

distribute-list-out (IP) Suppresses networks from being advertised in updates.

ipv6 prefix-list Creates an entry in an IPv6 prefix list.

ipv6 prefix-list description Adds a text description of an IPv6 prefix list.

ipv6 prefix-list
sequence-number

Enables the generation of sequence numbers for entries in an IPv6 prefi
list.

redistribute (IP) Redistributes routes from one routing domain into another routing
domain.

show ipv6 prefix-list Displays information about an IPv6 prefix list or prefix list entries.
18
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clear ipv6 route
To delete routes from the IPv6 routing table, use theclear ipv6 route command in privileged EXEC
mode.

clear ipv6 route { ipv6-address| ipv6-prefix/prefix-length| * }

Syntax Description

Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History

Usage Guidelines Theclear ipv6 route command is similar to theclear ip route command, except that it is IPv6-specific

When theipv6-address or ipv6-prefix/length argument is specified, only that route is deleted from th
IPv6 routing table. When the*  keyword is specified, all routes are deleted from the routing table (th
per-destination maximum transmission unit [MTU] cache is also cleared).

Examples The following example deletes the IPv6 network 2001:200::/35.

Router# clear ipv6 route 2001:200::/35

Related Commands

ipv6-address The address of the IPv6 network to delete from the table.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

ipv6-prefix The IPv6 network number to delete from the table.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

/prefix-length The length of the IPv6 prefix. A decimal value that indicates how many of
the high-order contiguous bits of the address comprise the prefix (the
network portion of the address). A slash mark must precede the decimal
value.

* Clears all IPv6 routes.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 route Establishes static IPv6 routes.

show ipv6 route Displays the current contents of the IPv6 routing table.
19
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clear ipv6 traffic
To reset IPv6 traffic counters, use theclear ipv6 traffic command in privileged EXEC mode.

clear ipv6 traffic

Syntax Description This command has no keywords or arguments.

Command Modes Privileged EXEC

Command History

Usage Guidelines Using this command resets the counters in the output from theshow ipv6 traffic command.

Examples The following example resets the IPv6 traffic counters. The output from theshow ipv6 traffic command
shows that the counters are reset:

Router# clear ipv6 traffic

Router# show ipv6 traffic

IPv6 statistics:
  Rcvd:  1 total, 1 local destination
         0 format errors, 0 hop count exceeded
         0 bad header, 0 unknown option, 0 bad source
         0 unknown protocol, 0 not a router
         0 fragments, 0 total reassembled
         0 reassembly timeouts, 0 reassembly failures
  Sent:  1 generated, 0 forwarded
         0 fragmented into 0 fragments
         0 encapsulation failed, 0 no route, 0 too big
  Mcast: 0 received, 0 sent

ICMP statistics:
  Rcvd: 1 input, 0 checksum errors, 0 too short
        0 unknown info type, 0 unknown error type
        unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port
        parameter: 0 error, 0 header, 0 option
        0 hopcount expired, 0 reassembly timeout,0 too big
        0 echo request, 0 echo reply
        0 group query, 0 group report, 0 group reduce
        0 router solicit, 0 router advert, 0 redirects
        0 neighbor solicit, 1 neighbor advert
  Sent: 1 output
        unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port
        parameter: 0 error, 0 header, 0 option
        0 hopcount expired, 0 reassembly timeout,0 too big
        0 echo request, 0 echo reply

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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        0 group query, 0 group report, 0 group reduce
        0 router solicit, 0 router advert, 0 redirects
        0 neighbor solicit, 1 neighbor advert

UDP statistics:
  Rcvd: 0 input, 0 checksum errors, 0 length errors
        0 no port, 0 dropped
  Sent: 0 output

Related Commands Command Description

show ipv6 traffic Displays IPv6 traffic statistics.
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To copy any file from a source to a destination, use thecopy command in privileged EXEC mode.

copy [/erase] source-url destination-url

Syntax Description

The exact format of the source and destination URLs varies according to the file or directory loca
You may enter either an alias keyword for a particular file or an alias keyword for a file system type
a file within a type).

Timesaver Aliases are used to reduce the amount of typing you need to perform. For example, it is easier to
copy run start (the abbreviated form of thecopy running-config startup-config command) than it is
to typecopy system:r nvram:s (the abbreviated form of the copy system:running-config
nvram:startup-config command). These aliases also allow you to continue using some of the comm
commands used in previous versions of Cisco IOS software.

Table 1 specifies two keyword shortcuts to URLs.

The next tables list aliases by file system type. If you do not specify an alias, the router looks for a
in the current directory.

Table 2lists URL aliases for special (opaque) file systems.Table 3lists them for network file systems,
andTable 4 lists them for local writable storage file systems.

/erase (Optional) Erases the destination file system before copying.

source-url The location URL or alias of the source file or directory to be copied.

destination-url The destination URL or alias of the copied file or directory.

Table 1 Common Keyword Aliases to URLs

Keyword Source or Destination

running-config (Optional) Keyword alias for the system:running-config URL.

Thesystem:running-config keyword represents the current running
configuration file.

This keyword does not work inmore andshow file command syntaxes.

startup-config (Optional) Keyword alias for the nvram:startup-config URL.

Thenvram:startup-config  keyword represents the configuration file
used during initialization (startup). This file is contained in NVRAM for
all platforms except the Cisco 7000 series of routers, which use the
CONFIG_FILE environment variable to specify the startup
configuration. The Cisco 4500 series routers cannot use the
copy running-config startup-config command.

This keyword does not work inmore andshow file command syntaxes.
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The URL prefix aliases for network file systems use the default network port numbers for the FTP,
and TFTP protocols. The network port number identifies the network server for each protocol. Th
default port number for a protocol is used if a port number is not specified in the URL prefix alias
Another port number may be specified in the URL prefix aliases for FTP, rcp, and TFTP connection
network servers; however, we do not recommend specifying port numbers other than the default for
protocols because doing so may cause anomalies in your network.

Thecopy command supports theftp: , rcp: , andtftp:  the aliases for network file systems over an IPv
transport; only thetftp:  alias is supported over an IPv6 transport.

Note In Cisco IOS Release 12.2(8)T or a later release, a literal IPv6 address specified with a port numbe
be enclosed in square brackets ([ ]) when the address is used in TFTP source or destination UR
literal IPv6 address specified without a port number need not be enclosed in square brackets.

Table 2 URL Prefix Aliases for Special File Systems

Alias Source or Destination

flh: Source URL for Flash load helper log files.

modem: Destination URL for loading modem firmware on Cisco 5200 and
5300 series routers.

nvram: NVRAM of the router. You can copy the startup configuration into
or from NVRAM. You can also display the size of a private
configuration file.

null: Null destination for copies or files. You can copy a remote file to
null to determine its size.

system: Source or destination URL for system memory, which includes the
running configuration.

xmodem: Source destination for the file from a network machine that uses the
Xmodem protocol.

ymodem: Source destination for the file from a network machine that uses the
Ymodem protocol.

Table 3 URL Prefix Aliases for Network File Systems

Alias Source or Destination

ftp: Source or destination URL for an FTP network server. The syntax
for this alias is
ftp: [[//username[:password]@] location]/directory]/filename.

rcp: Source or destination URL for a Remote Copy Protocol (rcp)
network server. The syntax for this alias is
rcp: [[//username@] location]/directory]/filename.

tftp: Source or destination URL for a TFTP network server. The syntax
for this alias istftp: [[// location]/directory]/filename.
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Command Modes Privileged EXEC

Command History

Usage Guidelines You can enter on the command line all necessary source- and destination-URL information and t
username and password to use, or you can enter copy and have the router prompt you for any missing
information.

If you enter information, choose one of the following three options: therunning-config command, the
startup-config command, or a file system alias (see tables.) The location of a file system dictates
format of the source or destination URL.

Table 4 URL Prefix Aliases for Local Writable Storage File Systems

Alias Source or Destination

bootflash: Source or destination URL for boot flash memory.

disk0: and disk1: Source or destination URL of rotating media.

flash: Source or destination URL for Flash memory. This alias is
available on all platforms. For platforms that lack a Flash device,
note thatflash: is aliased toslot0:, allowing you to refer to the
main Flash memory storage area on all platforms.

slavebootflash: Source or destination URL for internal Flash memory on the slave
Route Switch Processor (RSP) card of a router configured for High
System Availability (HSA).

slaveram: NVRAM on a slave RSP card of a router configured for HSA.

slaveslot0: Source or destination URL of the first Personal Computer Memory
Card International Association (PCMCIA) card on a slave RSP
card of a router configured for HSA.

slaveslot1: Source or destination URL of the second PCMCIA slot on a slave
RSP card of a router configured for HSA.

slot0: Source or destination URL of the first PCMCIA Flash memory
card.

slot1: Source or destination URL of the second PCMCIA Flash memory
card.

Release Modification

11.3 T This command was introduced.

12.2(2)T, 12.0(21)ST Support was added for IPv6 addresses in source and destination URLs.

12.2(8)T Support for literal IPv6 addresses enclosed in square brackets ([ ])—as
specified by RFC 2732,Format for Literal IPv6 Addresses in URL’s—was
added. Specifically, a literal IPv6 address specified with a port number mus
be enclosed in square brackets when the address is used in TFTP source
destination URLs; a literal IPv6 address specified without a port number
need not be enclosed in square brackets.
24



IPv6 for Cisco IOS Software, File 3 of 3: Commands
copy

n

and

em

is
The colon is required after the alias. However, earlier commands not requiring a colon will remai
supported, but unavailable in context-sensitive help.

The entire copying process may take several minutes. The time differs from protocol to protocol 
from network to network.

In the alias syntax forftp: , rcp: , andtftp: the location is either an IP address or a host name. The syst
also recognizes IPv6 addresses used with thetftp: alias syntax. (Thecopy command supports theftp: ,
rcp: , andtftp:  the aliases for network file systems over an IPv4 transport; only thetftp:  alias is
supported over an IPv6 transport.) The filename is specified relative to the directory used for file
transfers.

This section contains usage guidelines for the following topics:

• Understanding Invalid Combinations of Source and Destination

• Understanding Character Descriptions

• Understanding Partitions

• Using rcp

• Using FTP

• Storing Images on Servers

• Copying from a Server to Flash Memory

• Verifying Images

• Copying a Configuration File from a Server to the Running Configuration

• Copying a Configuration File from a Server to the Startup Configuration

• Storing the Running or Startup Configuration on a Server

• Saving the Running Configuration to the Startup Configuration

• Using CONFIG_FILE, BOOTLDR, and BOOT Environment Variables

• Using the copy Command with HSA

Understanding Invalid Combinations of Source and Destination

Some invalid combinations of source and destination exist. Specifically, you cannot copy in the
following directions:

• From a running configuration to a running configuration

• From a startup configuration to a startup configuration

• From a device to the same device (for example, thecopy flash: flash: command is invalid)

Understanding Character Descriptions

Table 5 describes the characters that you may see during processing of thecopy command.

Table 5 copy Character Descriptions

Character Description

! For network transfers, an exclamation point indicates that the copy process
taking place. Each exclamation point indicates the successful transfer of
ten packets (512 bytes each).

. For network transfers, a period indicates that the copy process timed out.
Many periods in a row typically means that the copy process may fail.
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Understanding Partitions

You cannot copy an image or configuration file to a Flash partition from which you are currently runn
For example, if partition 1 is running the current system image, copy the configuration file or imag
partition 2. Otherwise, the copy operation will fail.

You can identify the available Flash partitions by entering theshow file systemEXEC command.

Using rcp

The rcp protocol requires a client to send a remote username upon each rcp request to a server.
you copy a configuration file or image between the router and a server using rcp, the Cisco IOS sof
sends the first valid username it encounters in the following list:

1. The remote username specified in thecopy command, if a username is specified.

2. The username set by theip rcmd remote-usernameglobal configuration command, if the command
is configured.

3. The remote username associated with the current tty (terminal) process. For example, if the u
connected to the router through Telnet and was authenticated through theusernamecommand, the
router software sends the Telnet username as the remote username.

4. The router host name.

For the rcp copy request to process successfully, an account must be defined on the network ser
the remote username. If the network administrator of the destination server did not establish an ac
for the remote username, this command will not run successfully. If the server has a directory struc
the configuration file or image is written to or copied from the directory associated with the remot
username on the server. For example, if the system image resides in the home directory of a user
server, specify the name of that user as the remote username.

If you are writing to the server, the rcp server must be properly configured to accept the rcp write req
from the user on the router. For UNIX systems, add an entry to the .rhosts file for the remote user o
rcp server. Suppose the router contains the following configuration lines:

hostname Rtr1
ip rcmd remote-username User0

If the IP address of the router translates to Router1.company.com, then the.rhosts file for User0 on the
rcp server should contain the following line:

Router1.company.com Rtr1

Refer to the documentation for your rcp server for more details.

If you are using a personal computer as a file server, the computer must support rsh (remote she
protocol).

O For network transfers, an uppercase O indicates that a packet was received
of order and the copy process may fail.

e For Flash erasures, a lowercase e indicates that a device is being erased.

E An uppercase E indicates an error. The copy process may fail.

V A series of uppercase Vs indicates the progress during the verification of th
image checksum.

Table 5 copy Character Descriptions

Character Description
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Using FTP

The FTP protocol requires a client to send a remote username and password upon each FTP requ
server. When you copy a configuration file from the router to a server using FTP, the Cisco IOS soft
sends the first valid username it encounters in the following list:

1. The username specified in thecopy command, if a username is specified.

2. The username set by theip ftp username global configuration command, if the command is
configured.

3. Anonymous.

The router sends the first valid password it encounters in the following list:

1. The password specified in thecopy command, if a password is specified.

2. The password set by theip ftp password global configuration command, if the command is
configured.

3. A password username@routername.domain formed by the router. The variable username is 
username associated with the current session, routername is the configured host name, and d
is the domain of the router.

The username and password must be associated with an account on the FTP server. If you are wr
the server, the FTP server must be properly configured to accept the FTP write request from the u
the router.

If the server has a directory structure, the configuration file or image is written to or copied from 
directory associated with the username on the server. For example, if the system image resides 
home directory of a user on the server, specify the name of that user as the remote username.

Refer to the documentation for your FTP server for more details.

Use theip ftp username andip ftp password commands to specify a username and password for a
copies. Include the username in thecopy command if you want to specify a username for that copy
operation only.

Storing Images on Servers

Use thecopy flash: destination-urlcommand (for example,copy flash: tftp:) to copy a system image
or boot image from Flash memory to a network server. Use the copy of the image as a backup copy.
use it to verify that the copy in Flash memory is the same as that in the original file.

Copying from a Server to Flash Memory

Use thecopy destination-url flash: command (for example,copy tftp: flash: ) to copy an image from a
server to Flash memory.

On Class B file system platforms, the system provides an option to erase existing Flash memory b
writing onto it.

Caution Verify the image in Flash memory before booting the image.

Verifying Images

Before booting from Flash memory, verify that the checksum of the image in Flash memory matche
checksum listed in the README file that was distributed with the image by using theverify  EXEC
command. The checksum of the image in Flash memory is displayed when thecopycommand completes
copying the image. The README file was copied to the server automatically when you installed 
image.
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Caution If the checksum values do not match, do not reboot the router. Instead, reissue thecopy command and
compare the checksums again. If the checksum is repeatedly wrong, copy the original image bac
Flash memorybeforeyou reboot the router from Flash memory. If you have a corrupted image in Fla
memory and try to boot from Flash memory, the router will start the system image contained in R
(assuming that booting from a network server is not configured). If ROM does not contain a fully
functional system image, the router might not function and will need to be reconfigured through a d
console port connection.

Copying a Configuration File from a Server to the Running Configuration

Use thecopy { ftp: | rcp: | tftp: } running-config command to load a configuration file from a network
server to the running configuration of the router (note thatrunning-config is the alias for the
system:running-configkeyword). The configuration will be added to the running configuration as if th
commands were typed in the command-line interface. Thus, the resulting configuration file will be
combination of the previous running configuration and the loaded configuration file, with the load
configuration file having precedence.

You can copy either a host configuration file or a network configuration file. Accept the default value
hostto copy and load a host configuration file containing commands that apply to one network serv
particular. Enternetworkto copy and load a network configuration file containing commands that app
to all network servers on a network.

Copying a Configuration File from a Server to the Startup Configuration

Use thecopy { ftp:  | rcp:  | tftp: } nvram:startup-config command to copy a configuration file from a
network server to the startup configuration of the router. These commands replace the startup
configuration file with the copied configuration file.

Storing the Running or Startup Configuration on a Server

Use thecopy system:running-config { ftp:  | rcp:  | tftp: } command to copy the current configuration
file to a network server using FTP, rcp, or TFTP. Use thecopy nvram:startup-config { ftp: | rcp: | tftp: }
command to copy the startup configuration file to a network server.

The configuration file copy can serve as a backup copy.

Saving the Running Configuration to the Startup Configuration

Use thecopy system:running-config nvram:startup-config command to copy the running
configuration to the startup configuration.

Caution Some specific commands may not get saved to NVRAM. You will need to enter these commands a
if you reboot the machine. We recommend that you keep a listing of these settings so you can qu
reconfigure your router after rebooting.

If you issue thecopy system:running-config nvram:startup-configcommand from a bootstrap system
image, a warning will instruct you to indicate whether you want your previous NVRAM configurat
to be overwritten and configuration commands to be lost. This warning does not appear if NVRA
contains an invalid configuration or if the previous configuration in NVRAM was generated by a
bootstrap system image.

On all platforms except Class A file system platforms, thecopy system:running-config
nvram:startup-config  command copies the currently running configuration to NVRAM.
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On the Class A Flash file system platforms, thecopy system:running-config nvram:startup-config
command copies the currently running configuration to the location specified by the CONFIG_FIL
environment variable. This variable specifies the device and configuration file used for initializatio
When the CONFIG_FILE environment variable points to NVRAM or when this variable does not e
(such as at first-time startup), the Cisco IOS software writes the current configuration to NVRAM. If
current configuration is too large for NVRAM, the software displays a message and stops executin
command.

When the CONFIG_FILE environment variable specifies a valid device other thannvram:  (that is,
flash:, bootflash:, slot0:, or slot1:), the software writes the current configuration to the specified devi
and filename and stores a distilled version of the configuration in NVRAM. A distilled version is o
that does not contain access list information. If NVRAM already contains a copy of a complete
configuration, the router prompts you to confirm the copy.

Using CONFIG_FILE, BOOTLDR, and BOOT Environment Variables

Class A Flash file system platforms have the following features:

• The CONFIG_FILE environment variable specifies the configuration file used during router
initialization.

• The BOOTLDR environment variable specifies the Flash device and filename containing the 
helper image (rxboot) that ROM uses for booting.

• The BOOT environment variable specifies a list of bootable images on various devices.

• Cisco 3600 routers do not use a dedicated rxboot, which many other routers use to help with the
process. Instead, the BOOTLDR ROM monitor environment variable identifies the Flash mem
device and filename that are used as the boot helper; the default is the first system image in
memory.

• The BOOT environment variable specifies a list of bootable images on various devices.

To display the contents of environment variables, use theshow bootvarEXEC command. To modify the
CONFIG_FILE environment variable, use theboot configglobal configuration command. To modify the
BOOTLDR environment variable, use theboot bootldr global configuration command. To modify the
BOOT environment variable, use theboot system global configuration command. To save your
modifications, use thecopy system:running-config nvram:startup-configcommand.

When the destination of acopycommand is specified by the CONFIG_FILE or BOOTLDR environmen
variable, the router prompts you for confirmation before proceeding with the copy. When the destin
is the only valid image in the BOOT environment variable, the router also prompts you for confirma
before proceeding with the copy.

Using the copy Command with HSA

HSA is the feature that allows you to install two RSP cards in a single router on the Cisco 7507 a
Cisco 7513 platforms.

On a Cisco 7507 or Cisco 7513 router configured for HSA, if you copy a file to
nvram:startup-configuration  with automatic synchronization disabled, the system asks if you als
want to copy the file to the startup configuration of the slave. The default answer isyes. If automatic
synchronization is enabled, the system automatically copies the file to the startup configuration o
slave each time you use acopy command withnvram:startup-configuration  as the destination.
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Examples The following examples show uses of thecopycommand. Depending on your platform, the output migh
be different from that shown in the examples.

• Copy an Image from a Server to Flash Memory Examples

• Save a Copy of an Image on a Server Examples

• Copy from a Server to the Running Configuration Example

• Copy from a Server to the Startup Configuration Example

• Copy the Running Configuration to a Server Example

• Copy the Startup Configuration to a Server Example

• Save the Current Running Configuration Example

• Move Configuration Files to Other Locations Examples

• Copy an Image from the Master RSP Card to the Slave RSP Card Example

Copy an Image from a Server to Flash Memory Examples

The following three examples usecopy rcp:, copy tftp: , andcopy ftp: commands to copy an image from
a server to Flash memory.

Copy an Image from a Server to Flash Memory Example

The following example copies a system image named file1 from the remote rcp server with an IP ad
of 172.16.101.101 to Flash memory. On Class B file system platforms, the Cisco IOS software al
you to first erase the contents of Flash memory to ensure that enough Flash memory is available
accommodate the system image.

Router# copy rcp://netadmin@172.16.101.101/file1 flash:file1

Destination file name [file1]?
Accessing file 'file1' on 172.16.101.101...
Loading file1 from 172.16.101.101 (via Ethernet0): ! [OK]

Erase flash device before writing? [confirm]
Flash contains files. Are you sure you want to erase? [confirm]

Copy 'file1' from server
as 'file1' into Flash WITH erase? [yes/no] yes

Erasing device... eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee...erased
Loading file1 from 172.16.101.101 (via Ethernet0): !
[OK - 984/8388608 bytes]

Verifying checksum... OK (0x14B3)
Flash copy took 0:00:01 [hh:mm:ss]
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Copy from a Server to a Flash Memory Using Flash Load Helper Example

The following example copies a system image into a partition of Flash memory. The system will pro
for a partition number only if there are two or more read/write partitions or one read-only and one
read/write partition and dual Flash bank support in boot ROMs. If the partition entered is not valid
process terminates. You can enter a partition number, a question mark (?) for a directory display of all
partitions, or a question mark and a number (?number) for directory display of a particular partition. The
default is the first read/write partition. In this case, the partition is read-only and has dual Flash b
support in boot ROM, so the system uses Flash Load Helper.

Router# copy tftp: flash:

System flash partition information:
Partition   Size     Used    Free    Bank-Size   State       Copy-Mode

1       4096K    2048K   2048K   2048K       Read Only   RXBOOT-FLH
2       4096K    2048K   2048K   2048K       Read/Write Direct

[Type ?<no> for partition directory; ? for full directory; q to abort]
Which partition? [default = 2]

**** NOTICE ****
Flash load helper v1.0
This process will accept the copy options and then terminate
the current system image to use the ROM based image for the copy.
Routing functionality will not be available during that time.
If you are logged in via telnet, this connection will terminate.
Users with console access can see the results of the copy operation.

---- ******** ----
Proceed? [confirm]
System flash directory, partition 1:
File Length   Name/status

1   3459720 master/igs-bfpx.100-4.3
[3459784 bytes used, 734520 available, 4194304 total]
Address or name of remote host [255.255.255.255]? 172.16.1.1
Source file name? master/igs-bfpx-100.4.3
Destination file name [default = source name]?

Loading master/igs-bfpx.100-4.3 from 172.16.1.111: !
Erase flash device before writing? [confirm]
Flash contains files. Are you sure? [confirm]
Copy 'master/igs-bfpx.100-4.3' from TFTP server
as 'master/igs-bfpx.100-4.3' into Flash WITH erase? [yes/no] yes

In addition to an IP address such as 172.16.1.1, an IPv6 address such as [2f02:3000::2] is accept
the system.

Copy an Image from a Server to a Flash Memory Card Partition Example

The following example copies the file c3600-i-mz from the rcp server at IP address 172.23.1.129 t
Flash memory card in slot 0 of a Cisco 3600 series router, which has only one partition. As the oper
progresses, the Cisco IOS software asks you to erase the files on the Flash memory PC card to
accommodate the incoming file. This entire operation takes 18 seconds to perform, as indicated 
end of the example.

Router# copy rcp: slot0:

PCMCIA Slot0 flash

Partition   Size    Used      Free      Bank-Size  State          Copy Mode
  1         4096K   3068K     1027K     4096K      Read/Write     Direct
  2         4096K   1671K     2424K     4096K      Read/Write     Direct
  3         4096K      0K     4095K     4096K      Read/Write     Direct
  4         4096K   3825K      270K     4096K      Read/Write     Direct
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[Type ?<no> for partition directory; ? for full directory; q to abort]
Which partition? [default = 1]

PCMCIA Slot0 flash directory, partition 1:
File  Length   Name/status
  1   3142288  c3600-j-mz.test
[3142352 bytes used, 1051952 available, 4194304 total]
Address or name of remote host [172.23.1.129]?
Source file name? /tftpboot/images/c3600-i-mz
Destination file name [/tftpboot/images/c3600-i-mz]?
Accessing file '/tftpboot/images/c3600-i-mz' on 172.23.1.129...
Connected to 172.23.1.129
Loading 1711088 byte file c3600-i-mz: ! [OK]

Erase flash device before writing? [confirm]
Flash contains files. Are you sure you want to erase? [confirm]

Copy '/tftpboot/images/c3600-i-mz' from server
  as '/tftpboot/images/c3600-i-mz' into Flash WITH erase? [yes/no] yes
Erasing device... eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ...erased
Connected to 172.23.1.129
Loading 1711088 byte file c3600-i-mz:
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

Verifying checksum...  OK (0xF89A)
Flash device copy took 00:00:18 [hh:mm:ss]

Save a Copy of an Image on a Server Examples

The following four examples usecopy commands to copy images to a server for storage.

Copy an Image from Flash Memory to an rcp Server Example

The following example copies a system image from Flash memory to an rcp server using the def
remote username. Because the rcp server address and filename are not included in the comman
router prompts for it.

Router# copy flash: rcp:

IP address of remote host [255.255.255.255]? 172.16.13.110
Name of file to copy? gsxx
writing gsxx - copy complete

Copy an Image from a Partition of Flash Memory to a Server Example

The following example copies an image from a particular partition of Flash memory to an rcp ser
using a remote username of netadmin1.

The system will prompt if there are two or more partitions. If the partition entered is not valid, the
process terminates. You have the option to enter a partition number, a question mark (?) for a directory
display of all partitions, or a question mark and a number (?number) for a directory display of a
particular partition. The default is the first partition.

Router# configure terminal
Router# ip rcmd remote-username netadmin1
Router# end
Router# copy flash: rcp:
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System flash partition information:
Partition   Size     Used    Free    Bank-Size   State       Copy-Mode

1       4096K    2048K   2048K   2048K       Read Only   RXBOOT-FLH
2       4096K    2048K   2048K   2048K       Read/Write Direct

[Type ?<number> for partition directory; ? for full directory; q to abort]
Which partition? [1] 2

System flash directory, partition 2:
File Length   Name/status

1   3459720 master/igs-bfpx.100-4.3
[3459784 bytes used, 734520 available, 4194304 total]
Address or name of remote host [ABC.CISCO.COM]?
Source file name? master/igs-bfpx.100-4.3
Destination file name [master/igs-bfpx.100-4.3]?
Verifying checksum for 'master/igs-bfpx.100-4.3' (file # 1)... OK
Copy 'master/igs-bfpx.100-4.3' from Flash to server
as 'master/igs-bfpx.100-4.3'? [yes/no] yes
!!!!...
Upload to server done
Flash copy took 0:00:00 [hh:mm:ss]

Copy an Image from a Flash Memory File System to an FTP Server

The following example copies the file c3600-i-mz from partition 1 of the Flash memory card in slot 0
an FTP server at IP address 172.23.1.129.

Router# show slot0: partition 1

PCMCIA Slot0 flash directory, partition 1:
File  Length   Name/status
  1   1711088 c3600-i-mz
[1711152 bytes used, 2483152 available, 4194304 total]

Router# copy slot0:1:c3600-i-mz ftp://myuser:mypass@172.23.1.129/c3600-i-mz
Verifying checksum for '/tftpboot/cisco_rules/c3600-i-mz' (file # 1)...  OK
Copy '/tftpboot/cisco_rules/c3600-i-mz' from Flash to server
  as 'c3700-i-mz'? [yes/no] yes
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
Upload to server done
Flash device copy took 00:00:23 [hh:mm:ss]

Copy an Image from Boot Flash Memory to a TFTP Server

The following example copies an image from boot flash memory to a TFTP server:

Router# copy bootflash:file1 tftp://192.168.117.23/file1

Verifying checksum for 'file1' (file # 1)... OK
Copy 'file1' from Flash to server

as 'file1'? [yes/no] y
!!!!...
Upload to server done
Flash copy took 0:00:00 [hh:mm:ss]

If the TFTP server in this example has an IPv6 address of 2f02:3000::2, you can specify the follo
command:

Router# copy bootflash:file1 tftp://[ 2f02:3000::2] /file1
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Copy from a Server to the Running Configuration Example

The following example copies and runs a configuration file named host1-confg from the netadmin
directory on the remote server with an IP address of 172.16.101.101:

Router# copy rcp://netadmin1@172.16.101.101/host1-confg system:running-config

Configure using host1-confg from 172.16.101.101? [confirm]
Connected to 172.16.101.101
Loading 1112 byte file host1-confg:![OK]
Router#
%SYS-5-CONFIG: Configured from host1-config by rcp from 172.16.101.101

Copy from a Server to the Startup Configuration Example

The following example copies a configuration file named host2-confg from a remote FTP server t
startup configuration. The IP address is 172.16.101.101, the remote username is netadmin1, and
remote password is ftppass.

Router# copy ftp://netadmin1:ftppass@172.16.101.101/host2-confg nvram:startup-config

Configure using rtr2-confg from 172.16.101.101?[confirm]
Connected to 172.16.101.101
Loading 1112 byte file rtr2-confg:![OK]
[OK]
Router#
%SYS-5-CONFIG_NV:Non-volatile store configured from rtr2-config by
FTP from 172.16.101.101

Copy the Running Configuration to a Server Example

The following example specifies a remote username of netadmin1. Then it copies the running
configuration file named Rtr2-confg to the netadmin1 directory on the remote host with an IP addre
172.16.101.101.

Router#  configure terminal
Router(config)# ip rcmd remote-username netadmin1
Router(config)# end
Router# copy system:running-config rcp:
Remote host[]? 172.16.101.101

Name of configuration file to write [Rtr2-confg]?
Write file rtr2-confg on host 172.16.101.101?[confirm]
Building configuration...[OK]
Connected to 172.16.101.101

Copy the Startup Configuration to a Server Example

The following example copies the startup configuration to a TFTP server:

Router# copy nvram:startup-config tftp:
Remote host[]? 172.16.101.101

Name of configuration file to write [rtr2-confg]? <cr>
Write file rtr2-confg on host 172.16.101.101?[confirm] <cr>
![OK]

In addition to an IP address such as 172.16.101.101, an IPv6 address such as [2f02:3000::2] is acc
to the system.
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Save the Current Running Configuration Example

The following example copies the running configuration to the startup configuration. On a Class A F
file system platform, this command copies the running configuration to the startup configuration
specified by the CONFIG_FILE environment variable.

copy system:running-config nvram:startup-config

The following example shows the warning the system provides if you try to save configuration
information from bootstrap into the system:

Router(boot)# copy system:running-config nvram:startup-config

Warning: Attempting to overwrite an NVRAM configuration written
by a full system image. This bootstrap software does not support
the full configuration command set. If you perform this command now,
some configuration commands may be lost.
Overwrite the previous NVRAM configuration?[confirm]

Enterno to escape writing the configuration information to memory.

Move Configuration Files to Other Locations Examples

On some routers, you can store copies of configuration files on a Flash memory device. Five exa
follow.

Copy the Startup Configuration to a Flash Memory Device Example

The following example copies the startup configuration file (specified by the CONFIG_FILE
environment variable) to a Flash memory card inserted in slot 0:

Router# copy nvram:startup-config slot0:router-confg

Copy the Running Configuration to a Flash Memory Device Example

The following example copies the running configuration from the router to the Flash memory PC 
in slot 0:

Router# copy system:running-config slot0:cisco

Building configuration...

5267 bytes copied in 0.720 secs

Copy to the Running Configuration from a Flash Memory Device Example

The following example copies the file named ios-upgrade-1 from the Flash memory card in slot 0 t
running configuration:

Router# copy slot0:4:ios-upgrade-1 system:running-config

Copy 'ios-upgrade-1' from flash device
  as 'running-config' ? [yes/no] yes

Copy to the Startup Configuration from a Flash Memory Device Example

The following example copies the file named router-image from the Flash memory to the startup
configuration:

Router# copy flash:router-image nvram:startup-config
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Copy a Configuration File from a Flash Device to Another Example

The following example copies the file named running-config from the first partition in internal Flas
memory to the Flash memory PC card in slot 1. The checksum of the file is verified, and its copying
of 30 seconds is displayed.

Router# copy flash: slot1:

System flash

Partition   Size    Used      Free      Bank-Size  State          Copy Mode
  1         4096K   3070K     1025K     4096K      Read/Write     Direct
  2        16384K   1671K    14712K     8192K      Read/Write     Direct

[Type ?<no> for partition directory; ? for full directory; q to abort]
Which partition? [default = 1]

System flash directory, partition 1:
File  Length   Name/status
  1   3142748 server1/images/server2/c3600-j-mz.latest
  2   850      running-config
[3143728 bytes used, 1050576 available, 4194304 total]

PCMCIA Slot1 flash directory:
File  Length   Name/status
  1   1711088 server3/images/c3600-i-mz
  2   850      running-config
[1712068 bytes used, 2482236 available, 4194304 total]
Source file name? running-config
Destination file name [running-config]?
Verifying checksum for 'running-config' (file # 2)...  OK
Erase flash device before writing? [confirm]
Flash contains files. Are you sure you want to erase? [confirm]

Copy 'running-config' from flash: device
  as 'running-config' into slot1: device WITH erase? [yes/no] yes
Erasing device... eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ...erased
!
 [OK - 850/4194304 bytes]

Flash device copy took 00:00:30 [hh:mm:ss]
Verifying checksum...  OK (0x16)

Copy an Image from the Master RSP Card to the Slave RSP Card Example

The following example copies the file named router-image from the Flash memory card inserted in
1 of the master RSP card to slot 0 of the slave RSP card in the same router:

copy slot1:router-image slaveslot0:

Related Commands Command Description

boot config Specifies the device and filename of the configuration file from which the
router configures itself during initialization (startup). This command is
available only on Class A file system platforms.

boot system Specifies the system image that the router loads at startup.

cd Changes the default directory or file system.

copy xmodem: flash: Copies a Cisco IOS image from a local or remote computer to Flash
memory on a Cisco router using the Xmodem protocol.
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copy ymodem: flash: Copies a Cisco IOS image from a local or remote computer to Flash
memory on a Cisco router using the Ymodem protocol.

delete Deletes a file on a Flash memory device.

dir Displays a list of files on a file system.

erase Erases a file system.

ip rcmd
remote-username

Configures the remote username to be used when requesting a remote
copy using rcp.

reload Reloads the operating system.

show bootvar Displays the contents of the BOOT environment variable, the name of th
configuration file pointed to by the CONFIG_FILE environment variable,
the contents of the BOOTLDR environment variable, and the
configuration register setting.

show file systems Displays the layout and contents of a Flash memory file system.

slave auto-sync config Turns on automatic synchronization of configuration files for a
Cisco 7507 or Cisco 7513 router that is configured for HSA.

verify bootflash: Verifies the checksum of a file on a Flash memory file system (including
boot flash). Either of the identicalverify bootflash: or verify bootflash
commands replaces thecopy verify bootflash command. Refer to the
verify  command for more information.

Command Description
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To display debug messages for IPv6 Border Gateway Protocol (BGP) dampening, use the debug bgp
ipv6 dampeningcommand in privileged EXEC mode. To disable debug messages for IPv6 BGP
dampening, use theno form of this command.

debug bgp ipv6 dampeningaccess-list name

no debug bgp ipv6 dampeningaccess-list name

Syntax Description

Defaults Debugging for IPv6 BGP dampening packets is not enabled.

Command Modes Privileged EXEC

Command History

Usage Guidelines Thedebug bgp ipv6 dampeningcommand is similar to thedebug ip bgpcommand, except that it is
IPv6-specific.

Note By default, the network server sends the output from debug commands and system error message
console. To redirect debug output, use thelogging command options within global configuration mode
Destinations include the console, virtual terminals, internal buffer, and UNIX hosts running a sys
server. For complete information on debug commands and redirecting debug output, refer to the
Release 12.2,Cisco IOS Debug Command Reference.

Examples The following example shows output for thedebug ipv6 dampeningcommand:

Router# debug bgp ipv6 dampening

00:13:28:BGP(1):charge penalty for 2000:0:0:1::/64 path 2 1 with halflife-time 15
reuse/suppress 750/2000
00:13:28:BGP(1):flapped 1 times since 00:00:00. New penalty is 1000
00:13:28:BGP(1):charge penalty for 2000:0:0:1:1::/80 path 2 1 with halflife-time 15
reuse/suppress 750/2000
00:13:28:BGP(1):flapped 1 times since 00:00:00. New penalty is 1000
00:13:28:BGP(1):charge penalty for 2000:0:0:5::/64 path 2 1 with halflife-time 15
reuse/suppress 750/2000

access-list-name The name of an IPv6 access list.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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00:13:28:BGP(1):flapped 1 times since 00:00:00. New penalty is 1000
00:16:03:BGP(1):charge penalty for 2000:0:0:1::/64 path 2 1 with halflife-time 15
reuse/suppress 750/2000
00:16:03:BGP(1):flapped 2 times since 00:02:35. New penalty is 1892

00:18:28:BGP(1):suppress 2000:0:0:1:1::/80 path 2 1 for 00:27:30 (penalty 2671)
00:18:28:halflife-time 15, reuse/suppress 750/2000
00:18:28:BGP(1):suppress 2000:0:0:1::/64 path 2 1 for 00:27:20 (penalty 2664)
00:18:28:halflife-time 15, reuse/suppress 750/2000

Table 6 describes the fields shown in the display.

Related Commands

Table 6 debug bgp ipv6 dampening Field Descriptions

Field Description

penalty Numerical value of 1000 assigned to a route by a router configured fo
route dampening in another autonomous system each time a route
flaps. Penalties are cumulative. The penalty for the route is stored i
the BGP routing table until the penalty exceeds the suppress limit. If
the penalty exceeds the suppress limit, the route state changes from
history to damp.

flapped Number of times a route is available, then unavailable, or vice vers

halflife-time Amount by which the penalty is decreased after the route is assigne
a penalty. The halflife-time value is half of the half-life period (which
is 15 minutes by default). Penalty reduction happens every 5 second

reuse The limit by which a route is unsuppressed. If the penalty for a
flapping route decreases and falls below this reuse limit, the route i
unsuppressed. That is, the route is added back to the BGP table an
once again used for forwarding. The default reuse limit is 750. Routes
are unsuppressed at 10-second increments. Every 10 seconds, the
router determines which routes are now unsuppressed and advertis
them to the world.

suppress Limit by which a route is suppressed. If the penalty exceeds this limi
the route is suppressed. The default value is 2000.

maximum suppress limit
(not shown in sample output)

Maximum amount of time a route is suppressed. The default value is
four times the half-life period.

damp state
(not shown in sample output)

State in which the route has flapped so often that the router will not
advertise this route to BGP neighbors.

Command Description

debug bgp ipv6 updates Displays debug messages for IPv6 BGP update packets.
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To display debug messages for IPv6 Border Gateway Protocol (BGP) update packets, use thedebug bgp
ipv6 updatescommand in privileged EXEC mode. To disable debug messages for IPv6 BGP upd
packets, use theno form of this command.

debug bgp ipv6 updates[ ipv6-address] [ in | out]

no debug bgp ipv6 updates[ ipv6-address] [ in | out]

Syntax Description

Defaults Debugging for IPv6 BGP update packets is not enabled.

Command Modes Privileged EXEC

Command History

Usage Guidelines Thedebug bgp ipv6 updatescommand is similar to thedebug ip bgpcommand, except that it is
IPv6-specific.

Note By default, the network server sends the output from debug commands and system error message
console. To redirect debug output, use the logging command options within global configuration m
Destinations include the console, virtual terminals, internal buffer, and UNIX hosts running a sys
server. For complete information on debug commands and redirecting debug output, refer to the
Release 12.2,Cisco IOS Debug Command Reference.

ipv6-address (Optional) The IPv6 address of a BGP neighbor.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

in (Optional) Indicates inbound updates.

out (Optional) Indicates outbound updates.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example shows output for thedebug bgp ipv6 updatescommand:

Router# debug bgp ipv6 updates

14:04:17:BGP(1):2000:0:0:2::2 computing updates, afi 1, neighbor version 0, table version
1, starting at ::
14:04:17:BGP(1):2000:0:0:2::2 update run completed, afi 1, ran for 0ms, neighbor version
0, start version 1, throttled to 1
14:04:19:BGP(1):sourced route for 2000:0:0:2::1/64 path #0 changed (weight 32768)
14:04:19:BGP(1):2000:0:0:2::1/64 route sourced locally
14:04:19:BGP(1):2000:0:0:2:1::/80 route sourced locally
14:04:19:BGP(1):2000:0:0:3::2/64 route sourced locally
14:04:19:BGP(1):2000:0:0:4::2/64 route sourced locally
14:04:22:BGP(1):2000:0:0:2::2 computing updates, afi 1, neighbor version 1, table version
6, starting at ::
14:04:22:BGP(1):2000:0:0:2::2 send UPDATE (format) 2000:0:0:2::1/64, next 2000:0:0:2::1,
metric 0, path
14:04:22:BGP(1):2000:0:0:2::2 send UPDATE (format) 2000:0:0:2:1::/80, next 2000:0:0:2::1,
metric 0, path
14:04:22:BGP(1):2000:0:0:2::2 send UPDATE (prepend, chgflags:0x208) 2000:0:0:3::2/64, next
2000:0:0:2::1, metric 0, path
14:04:22:BGP(1):2000:0:0:2::2 send UPDATE (prepend, chgflags:0x208) 2000:0:0:4::2/64, next
2000:0:0:2::1, metric 0, path

Table 7 describes the significant fields shown in the display.

Related Commands

Table 7 debug bgp ipv6 updates Field Descriptions

Field Description

BGP(1): BGP debug for address family index (afi) 1.

afi Address family index.

neighbor version Version of the BGP table on the neighbor from which the update wa
received.

table version Version of the BGP table on the router from which you entered the
debug bgp ipv6 updates command.

starting at Starting at the network layer reachability information (NLRI). BGP
sends routing update messages containing NLRI to describe a rout
and how to get there. In this context, an NLRI is a prefix. A BGP
update message carries one or more NLRI prefixes and the attribute
of a route for the NLRI prefixes; the route attributes include a BGP
next hop gateway address, community values, and other informatio

route sourced locally Indicates that a route is sourced locally and that updates are not s
for the route.

send UPDATE (format) Indicates that an update message for a reachable network should
formatted. Addresses include prefix and next hop.

send UPDATE (prepend,
chgflags:0x208)

Indicates that an update message about a path to a BGP peer should
written.

Command Description

debug bgp ipv6
dampening

Displays debug messages for IPv6 BGP dampening packets.
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debug ipv6 icmp
To display debug messages for IPv6 Internet Control Message Protocol (ICMP) transactions (excl
IPv6 ICMP neighbor discovery transactions), use the debug ipv6 icmpcommand in privileged EXEC
mode. To disable debug messages for IPv6 ICMP transactions, use theno form of this command.

debug ipv6 icmp

no debug ipv6 icmp

Syntax Description This command has no arguments or keywords.

Defaults Debugging for IPv6 ICMP is not enabled.

Command Modes Privileged EXEC

Command History

Usage Guidelines Thedebug ipv6 icmpcommand is similar to thedebug ip icmpcommand, except that it is IPv6-specific

Note By default, the network server sends the output from debug commands and system error message
console. To redirect debug output, use the logging command options within global configuration m
Destinations include the console, virtual terminals, internal buffer, and UNIX hosts running a sys
server. For complete information on debug commands and redirecting debug output, refer to the
Release 12,Cisco IOS Debug Command Reference.

This command helps you determine whether the router is sending or receiving IPv6 ICMP message
it, for example, when you are troubleshooting an end-to-end connection problem.

Note For more information about the fields indebug ipv6 icmp output, refer to RFC 2463,Internet Control
Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6).

Examples The following example shows output for thedebug ipv6 icmpcommand:

Router# debug ipv6 icmp

13:28:40:ICMPv6:Received ICMPv6 packet from 2000:0:0:3::2, type 136
13:28:45:ICMPv6:Received ICMPv6 packet from FE80::203:A0FF:FED6:1400, type 135
13:28:50:ICMPv6:Received ICMPv6 packet from FE80::203:A0FF:FED6:1400, type 136
13:28:55:ICMPv6:Received ICMPv6 packet from FE80::203:A0FF:FED6:1400, type 135

Table 8 describes significant fields shown in the first line of the display.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Table 8 debug ipv6 icmp Field Descriptions

Field Description

13:28:40: Indicates the time (hours:minutes:seconds) at which the ICMP
neighbor discovery event occurred.

nwnd:
(not shown in sample output)

Indicates time (weeks, days) since last reboot of the event occurring
For example, 1w4d: indicates the time (since the last reboot) of the
event occurring was 1 week and 4 days ago.

ICMPv6: Indication that this message describes an ICMP version 6 packet.

Received ICMPv6 packet
from 2000:0:0:3::2

IPv6 address from which the ICMP version 6 packet is received.

type 135 The number variable indicates one of the following IPv6 ICMP
message types:

• 1—Destination unreachable. The router cannot forward a packe
that was sent or received.

• 2—Packet too big. The router attempts to send a packet that
exceeds the maximum transmission unit (MTU) of a link between
itself and the packet destination.

• 3—Time exceeded. Either the hop limit in transit or the fragment
reassembly time is exceeded.

• 4—Parameter problem. The router attempts to send an IPv6
packet that contains invalid parameters. An example is a packe
containing a next header type unsupported by the router that is
forwarding the packet.

• 128—Echo request. The router received an echo reply.

• 129—Echo reply. The router sent an echo reply.

• 133—Router solicitation messages. Hosts send these messages
prompt routers on the local link to send router advertisement
messages.

• 134—Router advertisement messages. Routers periodically sen
these messages to advertise their link-layer addresses, prefixes f
the link, and other link specific information. These messages are
also sent in response to router solicitation messages.

• 135—Neighbor solicitation messages. Nodes send these
messages to request the link-layer address of a station on the sam
link.

• 136—Neighbor advertisement messages. Nodes send these
messages, containing their link-local addresses, in response to
neighbor solicitation messages.

• 137—Redirect messages. Routers send these messages to hos
when a host attempts to use a less-than-optimal first hop addres
when forwarding packets. These messages contain a better firs
hop address that should be used instead.
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Following are examples of the IPv6 ICMP messages types that can be displayed by thedebug ipv6 icmp
command:

• ICMP echo request and ICMP echo reply messages. In the following example, an ICMP echo
request is sent to address 2052::50 and an ICMP echo reply is received from address 2052::

1w4d:ICMPv6:Sending echo request to 2052::50
1w4d:ICMPv6:Received echo reply from 2052::50

• ICMP packet too big messages. In the following example, a router tried to forward a packet t
destination address 2052::50 via the next hop address 2052::52. The size of the packet was g
than 1280 bytes, which is the MTU of destination address 2052::50. As a result, the router rec
an ICMP packet too big message from the next hop address 2052::52.

1w4d:Received ICMP too big from 2052::52 about 2052::50, MTU=1300

• ICMP parameter problem messages. In the following example, an ICMP parameter problem
message is received from address 2052::52.

1w4d:Received ICMP parameter problem from 2052::52

• ICMP time exceeded messages. In the following example, an ICMP time exceeded message
received from address 2052::52.

1w4d:Received ICMP time exceeded from 2052::52

• ICMP unreachable messages. In the following example, an ICMP unreachable message with c
is received from address 2052::52. Additionally, an ICMP unreachable message with code 1 is
to address 2060::20 about address 2062::20.

1w4d:Received ICMP unreachable code 1 from 2052::52
1w4d:Sending ICMP unreachable code 1 to 2060::20 about 2062::20

Table 9 lists the codes for ICMP unreachable messages.

Related Commands

Table 9 ICMP Unreachable Message—Code Descriptions

Code Description

0 The router has no route to the packet destination.

1 Although the router has a route to the packet destination, communication is
administratively prohibited.

3 The address is unreachable.

4 The port is unreachable.

Command Description

debug ipv6 nd Displays debug messages for IPv6 ICMP neighbor discovery transaction
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To display debug messages for IPv6 Internet Control Message Protocol (ICMP) neighbor discove
transactions, use thedebug ipv6 ndcommand in privileged EXEC mode. To disable debug messages
IPv6 ICMP neighbor discovery transactions, use theno form of this command.

debug ipv6 nd

no debug ipv6 nd

Syntax Description This command has no arguments or keywords.

Defaults Debugging for IPv6 ICMP neighbor discovery is not enabled.

Command Modes Privileged EXEC

Command History

Usage Guidelines This command can help determine whether the router is sending or receiving IPv6 ICMP neighbo
discovery messages.

Note By default, the network server sends the output from debug commands and system error message
console. To redirect debug output, use the logging command options within global configuration m
Destinations include the console, virtual terminals, internal buffer, and UNIX hosts running a sys
server. For complete information on debug commands and redirecting debug output, refer to the
Release 12,Cisco IOS Debug Command Reference.

Release Modification

12.2(2)T This command was introduced.

12.2(4)T The DAD:<nnnn::nn:> is unique, DAD: duplicate link-local<nnnn::nn:> on
<interface type>, interface stalled, and Received NA for<nnnn::nn:> on
<interface type> from <nnnn::nn:> fields were added to the command
output.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example shows output for thedebug ipv6 ndcommand:

Router# debug ipv6 nd

13:22:40:ICMPv6-ND:STALE -> DELAY:2000:0:0:3::2
13:22:45:ICMPv6-ND:DELAY -> PROBE:2000:0:0:3::2
13:22:45:ICMPv6-ND:Sending NS for 2000:0:0:3::2 on FastEthernet0/0
13:22:45:ICMPv6-ND:Received NA for 2000:0:0:3::2 on FastEthernet0/0 from 2000:0:0:3::2
13:22:45:ICMPv6-ND:PROBE -> REACH:2000:0:0:3::2
13:22:45:ICMPv6-ND:Received NS for 2000:0:0:3::1 on FastEthernet0/0 from
FE80::203:A0FF:FED6:1400
13:22:45:ICMPv6-ND:Sending NA for 2000:0:0:3::1 on FastEthernet0/0

13:23:15: ICMPv6-ND: Sending NS for FE80::1 on Ethernet0/1
13:23:16: ICMPv6-ND: DAD: FE80::1 is unique.
13:23:16: ICMPv6-ND: Sending NS for 2000::2 on Ethernet0/1
13:23:16: ICMPv6-ND: Sending NS for 3000::3 on Ethernet0/1
13:23:16: ICMPv6-ND: Sending NA for FE80::1 on Ethernet0/1
13:23:17: ICMPv6-ND: DAD: 2000::2 is unique.
13:23:53: ICMPv6-ND: Sending NA for 2000::2 on Ethernet0/1
13:23:53: ICMPv6-ND: DAD: 3000::3 is unique.
13:23:53: ICMPv6-ND: Sending NA for 3000::3 on Ethernet0/1
3d19h: ICMPv6-ND: Sending NS for FE80::2 on Ethernet0/2
3d19h: ICMPv6-ND: Received NA for FE80::2 on Ethernet0/2 from FE80::2
3d19h: ICMPv6-ND: DAD: duplicate link-local FE80::2 on Ethernet0/2,interface stalled
3d19h: %IPV6-4-DUPLICATE: Duplicate address FE80::2 on Ethernet0/2
3d19h: ICMPv6-ND: Sending NS for 3000::4 on Ethernet0/3
3d19h: ICMPv6-ND: Received NA for 3000::4 on Ethernet0/3 from 3000::4
3d19h: %IPV6-4-DUPLICATE: Duplicate address 3000::4 on Ethernet0/3

Table 10 describes the significant fields shown in the display.

Table 10 debug ipv6 nd Field Descriptions

Field Description

13:22:40: Indicates the time (hours:minutes:seconds) at which the ICMP
neighbor discovery event occrred.

ICMPv6-ND Indicates that a state change is occurring for an entry in the IPv6
neighbors cache.

STALE Stale state. This state of an neighbor discovery cache entry used to b
“reachable,” but is now is “stale” due to the entry not being used. In
order to use this address, the router must go through the neighbor
discovery process in order to confirm reachability.

DELAY Delayed state. Reachability for this ND cache entry is currently being
reconfirmed. While in the delay state, upper-layer protocols may
inform IPv6 that they have confirmed reachability to the entry.
Therefore, there is no need to send a neighbor solicitation for the
entry.

PROBE Probe state. While in the probe state, if no confirmation is received
from the upper-layer protocols about the reachability of the entry, a
neighbor solicitation message is sent. The entry remains in the
“probe” state until a neighbor advertisement message is received in
response to the neighbor solicitation message.
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Related Commands

Sending NS for... Sending a neighbor solicitation message. In the example output, a
neighbor solicitation message is sent on Fast Ethernet interface 0/0 t
determine the link-layer address of 2000:0:0:3::2 on Fast Ethernet
interface 0/0.

Received NA for... Received a neighbor advertisement message. In the example outpu
neighbor advertisement message is received from the address
2000:0:0:3::2 (the second address) that includes the link-layer addres
of 2000:0:0:3::2 (first address) from Ethernet interface 0/0.

REACH Reachable state. An ND cache entry in this state is considered
reachable, and the corresponding link-layer address can be used
without needing to perform neighbor discovery on the address.

Received NS for... Received neighbor solicitations. In the example output, the addres
FE80::203:A0FF:FED6:1400 (on Fast Ethernet interface 0/0) is trying
to determine the link-local address of 2000:0:0:3::1.

Sending NA for... Sending for neighbor advertisements. In the example output, a
neighbor advertisement containing the link-layer address of
2000:0:0:3::1 (an address assigned to the Fast Ethernet interface 0
address) was sent.

DAD: FE80::1 is unique. Duplicate address detection processing was performed on the unic
IPv6 address (a neighbor solicitation message was not received in
response to a neighbor advertisement message that contained the
unicast IPv6 address) and the address is unique.

3d19h: Indicates time (days, hours) since the last reboot of the event
occurring; 3d19h: indicates the time (since the last reboot) of the even
occurring was 3 days and 19 hours ago.

DAD: duplicate link-local
FE80::2 on Ethernet0/2,
interface stalled

Duplicate address detection processing was performed on the
link-local IPv6 address (the link-local address FE80::2 is used in the
example). A neighbor advertisement message was received in
response to a neighbor solicitation message that contained the
link-local IPv6 address. The address is not unique, and the processin
of IPv6 packets is disabled on the interface.

%IPV6-4-DUPLICATE:
Duplicate address...

System error message indicating the duplicate address.

Received NA for 3000::4 on
Ethernet0/3 from 3000::4

Duplicate address detection processing was performed on the glob
IPv6 address (the global address 3000::4 is used in the example). A
neighbor advertisement message was received in response to a
neighbor solicitation message that contained the global IPv6 addres
The address is not unique and is not used.

Table 10 debug ipv6 nd Field Descriptions (continued)

Field Description

Command Description

debug ipv6 icmp Displays debug messages for IPv6 ICMP transactions.

show ipv6 neighbors Displays IPv6 neighbor discovery cache information.
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To display debug messages for IPv6 packets, use thedebug ipv6 packetcommand in privileged EXEC
mode. To disable debug messages for IPv6 packets, use theno form of this command.

debug ipv6 packet

no debug ipv6 packet

Syntax Description This command has no arguments or keywords.

Defaults Debugging for IPv6 packets is not enabled.

Command Modes Privileged EXEC

Command History

Usage Guidelines Thedebug ipv6 packetcommand is similar to thedebug ip packetcommand, except that it is
IPv6-specific.

Note By default, the network server sends the output from debug commands and system error message
console. To redirect debug output, use the logging command options within global configuration m
Destinations include the console, virtual terminals, internal buffer, and UNIX hosts running a sys
server. For complete information on debug commands and redirecting debug output, refer to the
Release 12,Cisco IOS Debug Command Reference.

IPv6 debugging information includes packets received, generated, and forwarded. Fast-switched p
do not generate messages.

Caution Because thedebug ipv6 packet command generates a substantial amount of output, use it only wh
traffic on the IPv6 network is low, so other activity on the system is not adversely affected.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example shows output for thedebug ipv6 packetcommand:

Router# debug ipv6 packet

13:25:40:IPV6:source 2000:0:0:3::1 (local)
13:25:40:      dest 2000:0:0:3::2 (FastEthernet0/0)
13:25:40:      traffic class 96, flow 0x0, len 143+195, prot 6, hops 64, originating
13:25:40:IPv6:Sending on FastEthernet0/0
13:25:40:IPV6:source 2000:0:0:3::2 (FastEthernet0/0)
13:25:40:      dest 2000:0:0:3::1
13:25:40:      traffic class 96, flow 0x0, len 60+14, prot 6, hops 64, forward to ulp
13:25:45:IPV6:source FE80::203:E4FF:FE12:CC1D (local)
13:25:45:      dest FF02::9 (Ethernet1/1)
13:25:45:      traffic class 112, flow 0x0, len 72+1428, prot 17, hops 255, originating
13:25:45:IPv6:Sending on Ethernet1/1
13:25:45:IPV6:source FE80::203:E4FF:FE12:CC00 (local)
13:25:45:      dest 2000:0:0:3::2 (FastEthernet0/0)
13:25:45:      traffic class 112, flow 0x0, len 72+8, prot 58, hops 255, originating
13:25:45:IPv6:Sending on FastEthernet0/0
13:25:45:IPV6:source 2000:0:0:3::2 (FastEthernet0/0)
13:25:45:      dest FE80::203:E4FF:FE12:CC00
13:25:45:      traffic class 112, flow 0x0, len 64+14, prot 58, hops 255, forward to ulp
13:25:45:IPV6:source FE80::203:A0FF:FED6:1400 (FastEthernet0/0)
13:25:45:      dest 2000:0:0:3::1
13:25:45:      traffic class 112, flow 0x0, len 72+14, prot 58, hops 255, forward to ulp

Table 11 describes the significant fields shown in the display.

Table 11 debug ipv6 packet Field Descriptions

Field Description

IPV6: Indicates that this is an IPv6 packet.

source 2000:0:0:3::1 (local) The source address in the IPv6 header of the packet.

dest 2000:0:0:3::2
(FastEthernet0/0)

The destination address in the IPv6 header of the packet.

traffic class 96 The contents of the traffic class field in the IPv6 header.

flow 0x0 The contents of the flow field of the IPv6 header. The flow field is used
to label sequences of packets for which special handling is necessa
by IPv6 routers.

len 143+195 The length field of the IPv6 packet. The length is expressed as two
numbers with a plus (+) character between the numbers. The secon
number is the length of the IPv6 portion (payload length plus IPv6
header length). The first number is the entire datagram size minus th
second number.

prot 6 The protocol field in the IPv6 header. Describes the next layer
protocol that is carried by the IPv6 packet. In the example, the
protocol 58 signifies that the next layer protocol is ICMPv6.

hops 64 The hops field in the IPv6 packet. This field is similar in function to
the IPv4 time-to-live field.

originating The presence of this field indicates that the packet shown was
originated by the router.
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Sending on FastEthernet0/0 Specifies the interface on which the packet was sent.

forward to ulp Indicates that the packet was received by the router at the destinatio
address and was forwarded to an upper-layer address (ulp) for
processing.

Table 11 debug ipv6 packet Field Descriptions (continued)

Field Description
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debug ipv6 rip
To display debug messages for IPv6 Routing Information Protocol (RIP) routing transactions, us
debug ipv6 rip command in privileged EXEC mode. To disable debug messages for IPv6 RIP rou
transactions, use theno form of this command.

debug ipv6 rip [ interface-type interface-number]

no debug ipv6 rip [ interface-type interface-number]

Syntax Description

Defaults IPv6 RIP debugging is not enabled.

Command Modes Privileged EXEC

Command History

Usage Guidelines Thedebug ipv6 rip command is similar to thedebug ip rip command, except that it is IPv6-specific.

Note By default, the network server sends the output from debug commands and system error message
console. To redirect debug output, use the logging command options within global configuration m
Destinations include the console, virtual terminals, internal buffer, and UNIX hosts running a sys
server. For complete information on debug commands and redirecting debug output, refer to the
Release 12,Cisco IOS Debug Command Reference.

Using this command without arguments enables IPv6 RIP debugging for RIP packets that are se
received on all router interfaces. Using this command with arguments enables IPv6 RIP debuggi
RIP packets that are sent and received only on the specified interface.

Caution Using this command on busy networks seriously degrades the performance of the router.

interface-type (Optional) The interface type about which to display debug messages.

interface-number (Optional) The interface number about which to display debug messages

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example shows output for thedebug ipv6 rip command:

Router# debug ipv6 rip

13:09:10:RIPng:Sending multicast update on Ethernet1/1 for as1_rip
13:09:10:       src=FE80::203:E4FF:FE12:CC1D
13:09:10:       dst=FF02::9 (Ethernet1/1)
13:09:10:       sport=521, dport=521, length=32
13:09:10:       command=2, version=1, mbz=0, #rte=1
13:09:10:       tag=0, metric=1, prefix=::/0
13:09:28:RIPng:response received from FE80::202:FDFF:FE77:1E42 on Ethernet1/1 for as1_rip
13:09:28:       src=FE80::202:FDFF:FE77:1E42 (Ethernet1/1)
13:09:28:       dst=FF02::9
13:09:28:       sport=521, dport=521, length=32
13:09:28:       command=2, version=1, mbz=0, #rte=1
13:09:28:       tag=0, metric=1, prefix=2000:0:0:1:1::/80

The example shows two RIP packets; both are updates, known as “responses” in RIP terminolog
indicated by a “command” value of 2. The first is an update sent by this router, and the second is
update received by this router. Multicast update packets are sent to all neighboring IPv6 RIP route
routers that are on the same links as the router sending the update, and that have IPv6 RIP enable
IPv6 RIP router advertises the contents of its routing table to its neighbors by periodically sendin
update packets over those interfaces on which IPv6 RIP is configured. An IPv6 router may also s
“triggered” updates immediately following a routing table change. In this case the updates only incl
the changes to the routing table. An IPv6 RIP router may solicit the contents of the routing table 
neighboring router by sending a Request (command =1) message to the router. The router will res
by sending an update (Response, command=2) containing its routing table. In the example, the re
response packet could be a periodic update from the address FE80::202:FDFF:FE77:1E42 or a re
to a RIP request message that was previously sent by the local router.

Table 12 describes the significant fields shown in the display.

Table 12 debug ipv6 rip Field Descriptions

Field Description

as1_rip The name of the RIP process that is sending or receiving the upda

src The address from which the update was originated.

dst The destination address for the update.

sport, dport The source and destination ports for the update. (IPv6 RIP uses p
521, as shown in the display.)

command The command field within the RIP packet. A value of 2 indicates tha
the RIP packet is a response (update); a value of 1 indicates that th
RIP packet is a request.

version The version of IPv6 RIP being used. The current version is 1.

mbz There must be a 0 (mbz) field within the RIP packet.
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Related Commands

#rte Indicates the number of routing table entries (RTEs) the RIP packe
contains.

tag

metric

prefix

The tag, metric, and prefix fields are specific to each RTE contained
in the update.

The tag field is intended to allow for the flagging of IPv6 RIP
“internal” and “external” routes.

The metric field is the distance metric from the router (sending this
update) to the prefix.

The prefix field is the IPv6 prefix of the destination being advertised

Table 12 debug ipv6 rip Field Descriptions (continued)

Field Description

Command Description

debug ipv6 routing Displays debug messages for IPv6 routing table updates and route cach
updates.
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To display debug messages for IPv6 routing table updates and route cache updates, use thedebug ipv6
routing command in privileged EXEC mode. To disable debug messages for IPv6 routing table upd
and route cache updates, use theno form of this command.

debug ipv6 routing

no debug ipv6 routing

Syntax Description This command has no arguments or keywords.

Defaults Debugging for IPv6 routing table updates and route cache updates is not enabled.

Command Modes Privileged EXEC

Command History

Usage Guidelines Thedebug ipv6 routing command is similar to thedebug ip routing command, except that it is
IPv6-specific.

Note By default, the network server sends the output from debug commands and system error message
console. To redirect debug output, use the logging command options within global configuration m
Destinations include the console, virtual terminals, internal buffer, and UNIX hosts running a sys
server. For complete information on debug commands and redirecting debug output, refer to the
Release 12,Cisco IOS Debug Command Reference.

Examples The following example shows output for thedebug ipv6 routing command:

Router# debug ipv6 routing

13:18:43:IPv6RT0:Add 2000:0:0:1:1::/80 to table
13:18:43:IPv6RT0:Better next-hop for 2000:0:0:1:1::/80, [120/2]
13:19:09:IPv6RT0:Add 2000:0:0:2::/64 to table
13:19:09:IPv6RT0:Better next-hop for 2000:0:0:2::/64, [20/1]
13:19:09:IPv6RT0:Add 2000:0:0:2:1::/80 to table
13:19:09:IPv6RT0:Better next-hop for 2000:0:0:2:1::/80, [20/1]
13:19:09:IPv6RT0:Add 2000:0:0:4::/64 to table
13:19:09:IPv6RT0:Better next-hop for 2000:0:0:4::/64, [20/1]
13:19:37:IPv6RT0:Add 2000:0:0:6::/64 to table
13:19:37:IPv6RT0:Better next-hop for 2000:0:0:6::/64, [20/2]

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Thedebug ipv6 routing command displays messages whenever the routing table changes. For exa
the following message indicates that a route to the prefix 2000:0:0:1:1::/80 was added to the routing
at the time specified in the message.

13:18:43:IPv6RT0:Add 2000:0:0:1:1::/80 to table

The following message indicates that the prefix 2000:0:0:2::/64 was already in the routing table;
however, a received advertisement provided a lower cost path to the prefix. Therefore, the routing
was updated with the lower cost path. (The [20/1] in the example is the administrative distance [20
metric [1] of the better path.)

13:19:09:IPv6RT0:Better next-hop for 2000:0:0:2::/64, [20/1]

Related Commands Command Description

debug ipv6 rip Displays debug messages for IPv6 RIP routing transactions.
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To inject an IPv6 default route into an Intermediate System-to-Intermediate System (IS-IS) IPv6 rou
domain, use the default-information originate  command in address family configuration mode. To
disable this feature, use theno form of this command.

default-information originate [route-map map-name]

no default-information originate [route-map map-name]

Syntax Description

Defaults Disabled

Command Modes Address family configuration

Command History

Usage Guidelines Thedefault-information originate (IPv6 IS-IS) command is similar to thedefault-information
originate (IS-IS) command, except that it is IPv6-specific.

If a router configured with this command has an IPv6 route to ::/0 in the routing table, IS-IS will
originate an advertisement for ::/0 in its link-state packets (LSPs).

Without a route map, the default is advertised only in Level 2 LSPs. For Level 1 routing, there is ano
mechanism to find the default route, which is for the router to look for the closest Level 1 or Leve
router. The closest Level 1 or Level 2 router can be found by looking at the attached bit (ATT) in Le
1 LSPs.

A route map can be used for two purposes:

• Make the router generate default in its Level 1 LSPs.

• Advertise ::/0 conditionally.

With amatch ipv6 addressstandard-access-listcommand, you can specify one or more IPv6 routes th
must exist before the router will advertise ::/0.

route-map map-name (Optional) Route map should be used to advertise the default route
conditionally.

Themap-name argument identifies a configured route map.

Release Modification

12.2(8)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example shows the IPv6 default route (::/0) being advertised with all other routes in ro
updates:

Router(config)# router isis area01
Router(config-router)# address-family ipv6
Router(config-router-af)# default-information originate

Related Commands Command Description

address-family ipv6 (IS-IS) Specifies the IPv6 address family and places the router in
address family configuration mode.

match ipv6 address Distributes IPv6 routes that have a prefix permitted by a
prefix list.

show isis database Displays the IS-IS link-state database.
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dialer-list protocol
To define a dial-on-demand routing (DDR) dialer list for dialing by protocol or by a combination o
protocol and a previously defined access list, use thedialer-list protocol  command in global
configuration mode. To delete a dialer list, use theno form of this command.

dialer-list dialer-group protocol protocol-name{ permit  | deny | list access-list-number|
access-group}

no dialer-list dialer-group[protocol protocol-name [list access-list-number| access-group]]

Syntax Description

Defaults No dialer lists are defined.

Command Modes Global configuration

Command History

dialer-group Number of a dialer access group identified in anydialer-group interface
configuration command.

protocol-name One of the following protocol keywords:appletalk, bridge, clns, clns_es,
clns_is, decnet, decnet_router-L1, decnet_router-L2, decnet_node, ip,
ipx, ipv6, vines, or xns.

permit Permits access to an entire protocol.

deny Denies access to an entire protocol.

list Specifies that an access list will be used for defining a granularity finer than
an entire protocol.

access-list-number Access list numbers specified in any DECnet, Banyan VINES, IP, Novell
IPX, or XNS standard or extended access lists, including Novell IPX
extended service access point (SAP) access lists and bridging types, and IP
access lists. SeeTable 13 for the supported access list types and numbers.

access-group Filter list name used in theclns filter-set andclns access-groupcommands.

Release Modification

10.0 This command was introduced.

10.3 The following keyword and arguments were added:

• list

• access-list-number andaccess-group

12.2(2)T,
12.0(21)ST

The ipv6 protocol keyword was added.
58



IPv6 for Cisco IOS Software, File 3 of 3: Commands
dialer-list protocol

e not

trol

ccess

output
or
ting

alls:
Usage Guidelines The variousno forms of this command have the following effects:

• Theno dialer-list 1 command deletes all lists configured with list 1, regardless of the keyword
previously used (permit , deny, protocol, or list).

• The no dialer-list 1 protocol protocol-namecommand deletes all lists configured with list 1 and
protocol protocol-name.

• Theno dialer-list 1 protocol protocol-namelist access-list-numbercommand deletes the specified
list.

Thedialer-list protocol  command permits or denies access to an entire protocol. Thedialer-list
protocol list command provides a finer permission granularity and also supports protocols that wer
previously supported.

Thedialer-list protocol list  command applies protocol access lists to dialer access groups to con
dialing using DDR. The dialer access groups are defined with thedialer-group command.

Table 13lists the access list types and number range that thedialer-list protocol list command supports.
The table does not include International Organization for Standardization (ISO) Connectionless
Network Services (CLNS) or IPv6 because those protocols use filter names instead of predefined a
list numbers.

Examples Dialing occurs when an interesting packet (one that matches access list specifications) needs to be
on an interface. Using the standard access list method, packets can be classified as interesting 
uninteresting. In the following example, Integrated Gateway Routing Protocol (IGRP) TCP/IP rou
protocol updates are not classified as interesting and do not initiate calls:

access-list 101 deny igrp 0.0.0.0 255.255.255.255 255.255.255.255 0.0.0.0

The following example classifies all other IP packets as interesting and permits them to initiate c

access-list 101 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255

Then the following command places list 101 into dialer access group 1:

dialer-list 1 protocol ip list 101

Table 13 dialer-list protocol Command Supported Access List Types and Number Range

Access List Type
Access List Number Range
(Decimal)

AppleTalk 600 to 699

Banyan VINES (standard) 1 to 100

Banyan VINES (extended) 101 to 200

DECnet 300 to 399

IP (standard) 1 to 99

IP (extended) 100 to 199

Novell IPX (standard) 800 to 899

Novell IPX (extended) 900 to 999

Transparent Bridging 200 to 299

XNS 500 to 599
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In the following example, DECnet access lists allow any DECnet packets with source area 10 an
destination area 20 to trigger calls:

access-list 301 permit 10.0 0.1023 10.0 0.1023
access-list 301 permit 10.0 0.1023 20.0 0.1023

Then the following command places access list 301 into dialer access group 1:

dialer-list 1 protocol decnet list 301

In the following example, both IP and VINES access lists are defined. The IP access lists define 
packets as uninteresting, but permits all other IP packets to trigger calls. The VINES access lists d
allow Routing Table Protocol (RTP) routing updates to trigger calls, but allow any other data packe
trigger calls.

access-list 101 deny igrp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
access-list 101 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
!
vines access-list 107 deny RTP 00000000:0000 FFFFFFFF:FFFF 00000000:0000 FFFFFFFF:FFFF
vines access-list 107 permit IP 00000000:0000 FFFFFFFF:FFFF 00000000:0000 FFFFFFFF:FFFF

Then the following two commands place the IP and VINES access lists into dialer access group 

dialer-list 1 protocol ip list 101
dialer-list 1 protocol vines list 107

In the following example, a CLNS filter is defined and then the filter is placed in dialer access gro

clns filter-set ddrline permit 47.0004.0001....
!
dialer-list 1 protocol clns list ddrline

The following example configures an IPv6 access list named list2 and places the access list in d
access group 1:

ipv6 access-list list2 deny fec0:0:0:2::/64 any
ipv6 access-list list2 permit any any
!
dialer-list 1 protocol ipv6 list list2

Related Commands Command Description

access-list Configures the access list mechanism for filtering frames by protocol type o
vendor code.

clns filter-set Builds a list of CLNS address templates with associated permit and deny
conditions for use in CLNS filter expressions.

dialer-group Controls access by configuring an interface to belong to a specific dialing
group.

ipv6 access-list Defines an IPv6 access list and sets deny or permit conditions for the define
access list.

vines access-list Creates a VINES access list.
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distance (IPv6)
To configure an administrative distance for Intermediate System-to-Intermediate System (IS-IS) 
Routing Information Protocol (RIP) IPv6 routes inserted into the IPv6 routing table, use thedistance
command in address family configuration or router configuration mode. To return the administrat
distance to its default setting, use theno form of this command.

distancevalue

no distancevalue

Syntax Description

Defaults IS-IS: 115
RIP: 120

Command Modes Address family configuration
Router configuration

Command History

Usage Guidelines Thedistance (IPv6) command is similar to thedistance(IP) command, except that it is IPv6-specific

If two processes attempt to insert the same route into the same routing table, the one with the lo
administrative distance takes precedence.

An administrative distance is an integer from 10 to 254. In general, the higher the value, the lowe
trust rating. An administrative distance of 255 means the routing information source cannot be tr
at all and should be ignored. Distance values are subjective; there is no quantitative method for cho
the values.

Examples The following example configures an administrative distance of 190 for the IPv6 IS-IS routing proc
named area01:

Router(config)# router isis area01
Router(config-router)# address-family ipv6
Router(config-router-af)# distance 190

The following example configures an administrative distance of 200 for the IPv6 RIP routing proc
named cisco:

Router(config)# ipv6 router rip cisco
Router(config-router)# distance 200

value The administrative distance. An integer from 10 to 254. (The values 0 to 9
are reserved for internal use. Routes with a distance value of 255 are no
installed in the routing table.)

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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distribute-list prefix-list (IPv6 RIP)
To apply a prefix list to IPv6 Routing Information Protocol (RIP) routing updates that are received
sent on an interface, use thedistribute-list prefix-list  command in router configuration mode. To
remove the prefix list, use theno form of this command.

distribute-list prefix-list word { in | out} [ interface-type interface-number]

no distribute-list prefix-list word

Syntax Description

Defaults Prefix lists are not applied to IPv6 RIP routing updates.

Command Modes Router configuration

Command History

Usage Guidelines If no interface is specified, the prefix list is applied to all interfaces.

Examples The following example applies the prefix list named cisco to IPv6 RIP routing updates that are rece
on Ethernet interface 0/0:

Router(config)# ipv6 router rip cisco
Router(config-rtr-rip)# distribute-list prefix-list cisco in ethernet 0/0

Related Commands

word Name of a prefix list. The list defines which IPv6 RIP networks are to be
accepted in incoming routing updates and which networks are to be
advertised in outgoing routing updates, based upon matching the networ
prefix to the prefixes in the list.

in Applies the prefix list to incoming routing updates on the specified
interface.

out Applies the prefix list to outgoing routing updates on the specified interface

interface-type (Optional) The specified interface type. For supported interface types, us
the question mark (?) online help function.

interface-number (Optional) The specified interface number.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 prefix-list Creates an entry in an IPv6 prefix list.

show ipv6 prefix-list Displays information about an IPv6 prefix list or prefix list entries.
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frame-relay map ipv6
To define the mapping between a destination IPv6 address and the data-link connection identifier (D
used to connect to the destination address, use theframe-relay map ipv6 command in interface
configuration mode. To delete the map entry, use theno form of this command.

frame-relay map ipv6 ipv6-address dlci [broadcast] [cisco] [ ietf] [payload-compression
{ packet-by-packet | frf9 stac [hardware-options] | data-stream stac [hardware-options]}]

no frame-relay map ipv6 ipv6-address

Syntax Description ipv6-address Destination IPv6 (protocol) address that is being mapped to a
permanent virtual circuit (PVC).

This argument must be in the form documented in RFC 2373 wher
the address is specified in hexadecimal using 16-bit values betwee
colons.

dlci DLCI number used to connect to the specified protocol address on th
interface. The acceptable range is from 16 to 1007.

broadcast (Optional) Forwards IPv6 multicast packets to this address when
multicast is not enabled (see theframe-relay multicast-dlci
command for more information about multicasts).

Note IPv6 supports multicast packets; broadcast packets are not
supported.

cisco (Optional) Cisco encapsulation method.

ietf (Optional) Internet Engineering Task Force (IETF) Frame Relay
encapsulation method. Used when the router or access server is
connected to the equipment of another vendor across a Frame Rela
network.

payload-compression (Optional) Enables payload compression.

packet-by-packet (Optional) Packet-by-packet payload compression using the Stacke
method.

frf9 stac (Optional) FRF.9 compression using the Stacker method:

• If the router contains a compression service adapter (CSA),
compression is performed in the CSA hardware (hardware
compression).

• If the CSA is not available, compression is performed in the
software installed on the Versatile Interface Processor (VIP2)
(distributed compression).

• If the second-generation VIP2 is not available, compression is
performed in the main processor of the router (software
compression).

data-stream stac (Optional) Data-stream compression using the Stacker method:

• If the router contains a CSA, compression is performed in the
CSA hardware (hardware compression).

• If the CSA is not available, compression is performed in the main
processor of the router (software compression).
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Defaults No mapping is defined.

Command Modes Interface configuration

Command History

Usage Guidelines The frame-relay map ipv6 command is similar to theframe-relay map command, except that it is
IPv6-specific.

Many DLCIs can be known by a router or access server and can send data to many different place
they are all multiplexed over one physical link. The Frame Relay map defines the logical connect
between a specific protocol and address pair and the correct DLCI.

The optionalietf andciscokeywords allow flexibility in the configuration. If no keywords are specified
the map inherits the attributes set with theencapsulation frame-relaycommand. You can also use the
encapsulation options to specify that, for example, all interfaces use IETF encapsulation except 
which needs the original Cisco encapsulation method and can be configured through use of thecisco
keyword with theframe-relay map ipv6 command.

Data-stream compression is supported on interfaces and virtual circuits (VCs) using Cisco propr
encapsulation. When thedata-stream stackeywords are specified, Cisco encapsulation is automatica
enabled. FRF.9 compression is supported on IETF-encapsulated VCs and interfaces. When thefrf9 stac
keywords are specified, IETF encapsulation is automatically enabled.

Packet-by-packet compression is Cisco-proprietary and will not interoperate with routers of other
manufacturers.

You can disable payload compression by entering theno frame-relay map ipv6 payload-compression
command and then entering theframe-relay map ipv6 command again with one of the other
encapsulation keywords (ietf or cisco).

hardware-options (Optional) Choose one of the following hardware options:

• distributed—Specifies that compression is implemented in the
software that is installed in the VIP2. If the VIP2 is not available,
compression is performed in the main processor of the router
(software compression). This option applies only to the
Cisco 7500 series routers. This option is not supported with
data-stream compression.

• software—Specifies that compression is implemented in the
Cisco IOS software installed in the main processor of the router

• csacsa_number—Specifies the CSA to use for a particular
interface. This option applies only to Cisco 7200 series routers

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Use theframe-relay map ipv6 command to enable or disable payload compression on multipoint
interfaces. Use theframe-relay payload-compressioncommand to enable or disable payload
compression on point-to-point interfaces.

We recommend that you shut down the interface before changing encapsulation types. Although
required, shutting down the interface ensures that the interface is reset for the new encapsulatio

Examples In the following example, three nodes named Cisco A, Cisco B, and Cisco C make up a fully mes
network. Each node is configured with two PVCs, which provide an individual connection to each
of the other two nodes. Each PVC is configured on a different point-to-point subinterface, which
creates three unique IPv6 networks (3ffe:1111:2222:1017::/64, 3ffe:1111:2222:1018::/64, and
3ffe:1111:2222:1019::/64). Therefore, the mappings between the IPv6 addresses of each node a
the DLCI (DLCI 17, 18, and 19) of the PVC used to reach the addresses are implicit (no addition
mappings are required).

Note Given that each PVC in the following example is configured on a different point-to-point subinterfa
the configuration in the following example can also be used in a network that is not fully meshed
Additionally, configuring each PVC on a different point-to-point subinterface can help simplify yo
routing protocol configuration. However, the configuration in the following example requires more t
one IPv6 network, whereas configuring each PVC on point-to-multipoint interfaces requires only 
IPv6 network.

Cisco A Configuration
interface Serial3
 encapsulation frame-relay
!
interface Serial3.17 point-to-point
 description to Cisco B
 ipv6 address 3ffe:1111:2222:1017::46/64
 frame-relay interface-dlci 17
!
interface Serial3.19 point-to-point
 description to Cisco C
 ipv6 address 3ffe:1111:2222:1019::46/64
 frame-relay interface-dlci 19

Cisco B Configuration
interface Serial5
 encapsulation frame-relay
!
interface Serial5.17 point-to-point
 description to Cisco A
 ipv6 address 3ffe:1111:2222:1017::73/64
 frame-relay interface-dlci 17
!
interface Serial5.18 point-to-point
 description to Cisco C
 ipv6 address 3ffe:1111:2222:1018::73/64
 frame-relay interface-dlci 18
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Cisco C Configuration
interface Serial0
 encapsulation frame-relay
!
interface Serial0.18 point-to-point
 description to Cisco B
 ipv6 address 3ffe:1111:2222:1018::72/64
 frame-relay interface-dlci 18
!
interface Serial0.19 point-to-point
 description to Cisco A
 ipv6 address 3ffe:1111:2222:1019::72/64
 frame-relay interface-dlci 19

In the following example, the same three nodes (Cisco A, Cisco B, and Cisco C) from the previou
example make up a fully meshed network and each node is configured with two PVCs (which pro
an individual connection to each of the other two nodes). However, the two PVCs on each node 
following example are configured on a single interface (serial 3, serial 5, and serial 10, respective
which makes each interface a point-to-multipoint interface. Therefore, explicit mappings are requ
between the link-local and global IPv6 addresses of each interface on all three nodes and the DL
(DLCI 17, 18, and 19) of the PVC used to reach the addresses.

Cisco A Configuration
interface Serial3
 encapsulation frame-relay
 ipv6 address 3ffe:1111:2222:1044::46/64
 frame-relay map ipv6 FE80::E0:F727:E400:A 17 broadcast
 frame-relay map ipv6 FE80::60:3E47:AC8:8 19 broadcast
 frame-relay map ipv6 3ffe:1111:2222:1044::72 19
 frame-relay map ipv6 3ffe:1111:2222:1044::73 17

Cisco B Configuration
interface Serial5
 encapsulation frame-relay
 ipv6 address 3ffe:1111:2222:1044::73/64
 frame-relay map ipv6 FE80::60:3E59:DA78:C 17 broadcast
 frame-relay map ipv6 FE80::60:3E47:AC8:8 18 broadcast
 frame-relay map ipv6 3ffe:1111:2222:1044::46 17
 frame-relay map ipv6 3ffe:1111:2222:1044::72 18

Cisco C Configuration
interface Serial0
 encapsulation frame-relay
 ipv6 address 3ffe:1111:2222:1044::72/64
 frame-relay map ipv6 FE80::60:3E59:DA78:C 19 broadcast
 frame-relay map ipv6 FE80::E0:F727:E400:A 18 broadcast
 frame-relay map ipv6 3ffe:1111:2222:1044::46 19
 frame-relay map ipv6 3ffe:1111:2222:1044::73 18

Related Commands Command Description

encapsulation frame-relay Enables Frame Relay encapsulation.

frame-relay
payload-compress

Enables Stacker payload compression on a specified point-to-poin
interface or subinterface.
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To specify the address of one or more name servers to use for name and address resolution, us ip
name-servercommand in global configuration mode. To remove the addresses specified, use theno
form of this command.

ip name-serverserver-address1[server-address2...server-address6]

no ip name-serverserver-address1[server-address2...server-address6]

Syntax Description

Defaults No name server addresses are specified.

Command Modes Global configuration

Command History

Examples The following example specifies IPv4 hosts 172.16.1.111 and 172.16.1.2 as the name servers:

ip name-server 172.16.1.111 172.16.1.2

This command will be reflected in the configuration file as follows:

ip name-server 172.16.1.111
ip name-server 172.16.1.2

The following example specifies IPv6 hosts 3FFE:C00::250:8BFF:FEE8:F800 and
3FFE:80A0:0:F004::1 as the name servers:

ip name-server 3FFE:C00::250:8BFF:FEE8:F800 3FFE:80A0:0:F004::1

This command will be reflected in the configuration file as follows:

ip name-server 3FFE:C00::250:8BFF:FEE8:F800
ip name-server 3FFE:80A0:0:F004::1

Related Commands

server-address1 IPv4 or IPv6 addresses of a name server.

server-address2...server-address6(Optional) IP addresses of additional name servers (a maximum
of six name servers).

Release Modification

10.0 This command was introduced.

12.2(2)T, 12.0(21)ST Support for IPv6 addresses was added.

Command Description

ip domain-lookup Enables the IP DNS-based host name-to-address translation.

ip domain-name Defines a default domain name to complete unqualified host names (nam
without a dotted decimal domain name).
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ipv6 access-class
To filter incoming and outgoing connections to the router based on an IPv6 access list, use theipv6
access-classcommand in line configuration mode. To disable the filtering of incoming and outgoin
connections to the router, use theno form of this command.

ipv6 access-classipv6-access-list-name{ in | out}

no ipv6 access-class

Syntax Description

Defaults The filtering of incoming and outgoing connections to the router is not enabled.

Command Modes Line configuration

Command History

Usage Guidelines The ipv6 access-classcommand is similar to theaccess-classcommand, except that it is IPv6-specific

The incoming connection source address is used to match against the access list source prefix. The
address on the received interface is used to match against the access list destination prefix.

Examples The following example filters incoming connections on virtual terminal lines 0 to 4 of the router ba
on the IPv6 access list named cisco:

Router(config)# ipv6 access-list cisco permit 2000:0:0:4::2/128 any

Router(config)# line vty 0 4
Router(config-line)# ipv6 access-class cisco in

Related Commands

ipv6-access-list-name Name of an IPv6 access list. Access list names cannot contain a space o
quotation mark.

in Filters incoming IPv6 connections.

out Filters outgoing IPv6 connections.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 access-list Defines an IPv6 access list and sets deny or permit conditions for the
defined access list.

ipv6 traffic-filter Filters incoming or outgoing IPv6 traffic on an interface.

show ipv6 access-list Displays the contents of all current IPv6 access lists.
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ipv6 access-list
To define a standard IPv6 access list and to set deny or permit conditions for the defined access lis
the ipv6 access-listcommand in global configuration mode. To remove all entries in the access list,
theno form of this command.

ipv6 access-listaccess-list-name{ permit | deny} { source-ipv6-prefix/prefix-length| any}
{ destination-ipv6-prefix/prefix-length| any} [ priority value]

no ipv6 access-listaccess-list-name

Syntax Description

Defaults No IPv6 access list is defined.

Command Modes Global configuration

Command History

access-list-name Name of the IPv6 access list. Names cannot contain a space or quotatio
mark.

permit Specifies permit conditions for the access list

deny Specifies deny conditions for the access list.

source-ipv6-prefix The source IPv6 network or class of networks about which to set deny o
permit conditions. Name of the network or host from which the packet is
being sent.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

/prefix-length The length of the IPv6 prefix. A decimal value that indicates how many of
the high-order contiguous bits of the address are used in the match. A sla
mark must precede the decimal value.

destination-ipv6-prefix The destination IPv6 network or class of networks about which to set den
or permit conditions. Name of the network or host to which the packet is
being sent.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

any An abbreviation for the IPv6 prefix ::/0.

priority value (Optional) Specifies the order in which the statement is applied in the acces
list. The acceptable range is from 1 to 4294967295.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Usage Guidelines The ipv6 access-listcommand is similar to theip access-listcommand, except that it is IPv6-specific.

IPv6 access lists are identified by using theaccess-list-nameargument and defined by thepermit  and
deny keywords. Use theipv6 traffic-filter  command with theaccess-list-name argument to apply the
access list to an IPv6 interface.

Both thesource-ipv6-prefix/prefix-length anddestination-ipv6-prefix/prefix-lengtharguments are used
for traffic filtering (the source prefix filters traffic based upon the traffic source; the destination pre
filters traffic based upon the traffic destination).

Note IPv6 prefix lists, not access lists, should be used for filtering routing protocol prefixes.

Examples The following example configures the access list named list3 and applies the access list to outbo
traffic on Ethernet interface 0. Specifically, the first access list entry keeps all packets from the netw
fec0:0:0:2::/64 (packets that have the site-local prefix fec0:0:0:2 as the first 64 bits of their source
address) from exiting out of Ethernet interface 0. The second entry in the access list permits all o
traffic to exit out of Ethernet interface 0. The second entry is necessary because an implicit deny
condition is at the end of each IPv6 access list.

ipv6 access-list list3 deny fec0:0:0:2::/64 any
ipv6 access-list list3 permit any any

interface ethernet 0
ipv6 traffic-filter list3 out

IPv6 access lists that rely on the implicit deny condition or specify adeny any any statement to filter
traffic should contain permit  statements for link-local and multicast addresses to avoid the filtering
protocol packets (for example, packets associated with the neighbor discovery protocol). Additio
IPv6 access lists that usedeny statements to filter traffic should use apermit any any statement as the
last statement in the access list. Thepermit statements in the following example specify that the acce
list named list4 should permit traffic destined for the link-local prefix fe80::/64 and the multicast pre
ff02::/64. Thepermit  statements also keep the implicit deny condition at the end of the list from
blocking packets associated with the neighbor discovery protocol.

ipv6 access-list list4 permit fe80::/64 any
ipv6 access-list list4 permit any fe80::/64
ipv6 access-list list4 permit ff02::/64 any
ipv6 access-list list4 permit any ff02::/64

Note An IPv6 router will not forward to another network an IPv6 packet that has a link-local address as e
its source or destination address (and the source interface for the packet is different from the desti
interface for the packet).

Related Commands Command Description

ipv6 traffic-filter Filters incoming or outgoing IPv6 traffic on an interface.

show ipv6 access-list Displays the contents of all current IPv6 access lists.
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To configure an IPv6 address for an interface and enable IPv6 processing on the interface, use thipv6
addresscommand in interface configuration mode. To remove the address from the interface, use tno
form of this command.

ipv6 addressipv6-address{ /prefix-length| link-local }

no ipv6 address [ipv6-address{ /prefix-length| link-local }]

Syntax Description

Defaults No IPv6 address is defined for the interface.

Command Modes Interface configuration

Command History

Usage Guidelines The ipv6 addresscommand is similar to theip addresscommand, except that it is IPv6-specific.

Using theno ipv6 address command without arguments removes all manually configured IPv6
addresses from an interface.

If the Cisco IOS software detects another host using one of its IPv6 addresses, it will display an 
message on the console.

The system automatically generates a link-local address for an interface when IPv6 processing is e
on the interface, typically when an IPv6 address is configured on the interface. To manually spec
link-local address to be used by an interface, use thelink-local  keyword.

A double colon may be used as part of theipv6-address argument when consecutive 16-bit values are
denoted as zero. You can configure multiple IPv6 addresses per interfaces, but only one link-loc
address.

ipv6-address The IPv6 address assigned to the interface.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

/prefix-length The length of the IPv6 prefix. A decimal value that indicates how many of
the high-order contiguous bits of the address comprise the prefix (the
network portion of the address). A slash mark must precede the decimal
value.

link-local When this keyword is specified, theipv6-address must be a link-local
address. Theipv6-addressspecified with thelink-local keyword overrides
the link-local address that is automatically generated for the interface.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example assigns IPv6 address 3FFE:C00:0:1:260:3EFF:FE11:6770 to Ethernet
interface 0 with an IPv6 prefix length of 64 bits:

Router(config)# interface ethernet 0
Router(config-if)# ipv6 address 3FFE:C00:0:1:260:3EFF:FE11:6770 /64

The following example assigns FE80::260:3EFF:FE11:6770 as the link-local address for Etherne
interface 0:

Router(config)# interface ethernet 0
Router(config-if)# ipv6 address FE80::260:3EFF:FE11:6770 link-local

Related Commands Command Description

ipv6 address eui-64 Configures an IPv6 address and enables IPv6 processing on an interface
using an EUI-64 interface ID in the low-order 64 bits of the address.

ipv6 unnumbered Enables IPv6 processing on an interface without assigning an explicit IPv
address to the interface.

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To configure an IPv6 address for an interface and enables IPv6 processing on the interface usin
EUI-64 interface ID in the low order 64 bits of the address, use theipv6 address eui-64command in
interface configuration mode. To remove the address from the interface, use theno form of this
command.

ipv6 addressipv6-prefix/prefix-length eui-64

no ipv6 address[ ipv6-prefix/prefix-length eui-64]

Syntax Description

Defaults No IPv6 address is defined for the interface.

Command Modes Interface configuration

Command History

Usage Guidelines If the value specified for the/prefix-length argument is greater than 64 bits, the prefix bits have
precedence over the interface ID.

Using theno ipv6 address command without arguments removes all manually configured IPv6
addresses from an interface.

If the Cisco IOS software detects another host using one of its IPv6 addresses, it will display an 
message on the console.

Examples The following example assigns IPv6 address 3FFE:C00:0:1::/64 to Ethernet interface 0 and specif
EUI-64 interface ID in the low order 64 bits of the address:

Router(config)# interface ethernet 0
Router(config-if)# ipv6 address 3FFE:C00:0:1::/64 eui-64

ipv6-prefix The IPv6 network assigned to the interface.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

/prefix-length The length of the IPv6 prefix. A decimal value that indicates how many of
the high-order contiguous bits of the address comprise the prefix (the
network portion of the address). A slash mark must precede the decimal
value.

eui-64 (Optional) Specifies an interface ID in the low order 64 bits of the IPv6
address.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Related Commands Command Description

ipv6 address Configures an IPv6 address for an interface and enables IPv6 processing
the interface.

ipv6 unnumbered Enables IPv6 processing on an interface without assigning an explicit IPv
address to the interface.

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To configure a mapping between a virtual circuit (VC) and the IPv6 address of a system at the far e
that circuit, use theipv6 atm-vc command in map-list configuration mode. To remove the mapping, u
theno form of this command.

ipv6 ipv6-address atm-vc vcd [broadcast]

no ipv6 ipv6-address atm-vc vcd [broadcast]

Syntax Description

Defaults No default behavior or values.

Command Modes Map-list configuration

Command History

Usage Guidelines ATM permanent virtual circuits (PVCs) can be configured in the following modes:

• Nonbroadcast multiaccess (NBMA) mode—A neighbor is mapped to a PVC. ATM
point-to-multipoint PVCs are configured using static maps. Theipv6 atm-vc command utilizes
static maps.

• Point-to point-mode—Each PVC is given a subinterface and is configured as a standard
point-to-point link.

Note We recommend configuring ATM PVCs in point-to-point mode.

ipv6-address The IPv6 address of a system at the far end of the specified virtual circu

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

vcd The virtual circuit descriptor for the virtual circuit mapped to the specified
IPv6 address.

broadcast (Optional) Specifies that this map entry is used when sending IPv6
multicast packets to the interface (for example, network routing protocol
updates).

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example maps neighbor 5F00:6D00::5 to ATM point-to-multipoint PVC 1, virtual pa
identifier (VPI) 3, and virtual channel identifier (VCI) 5:

Router(config)# interface atm 1/0
Router(config-if)# atm pvc 1 3 5 aal5snap
Router(config-if)# map-group cisco

Router(config)# map-list cisco
Router(config-map-list)# ipv6 5F00:6D00::5 atm-vc 1

Related Commands Command Description

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To enable IPv6 processing on an interface that has not been configured with an explicit IPv6 add
use theipv6 enablecommand in interface configuration mode. To disable IPv6 processing on an
interface that has not been configured with an explicit IPv6 address, use theno form of this command.

ipv6 enable

no ipv6 enable

Syntax Description This command has no arguments or keywords.

Defaults IPv6 is disabled.

Command Modes Interface configuration

Command History

Usage Guidelines The ipv6 enablecommand automatically configures an IPv6 link-local unicast address on the interf
while also enabling the interface for IPv6 processing. Theno ipv6 enablecommand does not disable
IPv6 processing on an interface that is configured with an explicit IPv6 address.

Examples The following example enables IPv6 processing on Ethernet interface 0/0:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 enable

Related Commands

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 address Configures an IPv6 address for an interface and enables IPv6 processing
the interface.

ipv6 address eui-64 Configures an IPv6 address and enables IPv6 processing on an interfac
using an EUI-64 interface ID in the low-order 64 bits of the address.

ipv6 unnumbered Enables IPv6 processing on an interface without assigning an explicit IPv
address to the interface.

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To configure the maximum number of hops used in router advertisements and all IPv6 packets th
originated by the router, use theipv6 hop-limit command in global configuration mode. To return the
hop limit to its default value, use theno form of this command.

ipv6 hop-limit  value

no ipv6 hop-limit value

Syntax Description

Defaults 64 hops

Command Modes Global configuration

Command History

Examples The following example configures a maximum number of 15 hops for router advertisements and all
packets that are originated from the router:

Router(config)# ipv6 hop-limit 15

value The maximum number of hops. The acceptable range is from 1 to 255.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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To define a static host name-to-address mapping in the host name cache, use theipv6 host command in
global configuration mode. To remove the host name-to-address mapping, use theno form of this
command.

ipv6 host name[port] ipv6-address1[ ipv6-address2...ipv6-address4]

no ipv6 hostname

Syntax Description

Defaults Static host name-to-address mapping in the host name cache is not defined.

The default Telnet port is 23.

Command Modes Global configuration

Command History

Usage Guidelines The ipv6 host command is similar to theip host command, except that it is IPv6-specific.

The first character of the name can be either a letter or a number. If you use a number, the opera
you can perform (such asping) are limited.

Examples The following example defines two static mappings:

Router(config)# ipv6 host cisco-sj 3FFE:700:20:1::12
Router(config)# ipv6 host cisco-hq 2002:C01F:768::1 3FFE:700:20:1::22

Related Commands

name Name of the IPv6 host. The first character can be either a letter or a numbe
If you use a number, the operations you can perform are limited.

port (Optional) The default Telnet port number for the associated IPv6
addresses.

ipv6-address1 Associated IPv6 address.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

ipv6-address2...
ipv6-.address4

(Optional) Additional associated IPv6 addresses. You can bind up to fou
addresses to a host name.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

show hosts Displays the default domain name, the style of name lookup service, a li
of name server hosts, and the cached list of host names and addresses.
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ipv6 icmp error-interval
To configure the interval and bucket size for IPv6 Internet Control Message Protocol (ICMP) erro
messages, use theipv6 icmp error-interval  command in global configuration mode. To return the
interval to its default setting, use theno form of this command.

ipv6 icmp error-interval milliseconds[bucketsize]

no ipv6 icmp error-interval

Syntax Description

Defaults ICMP rate limiting is enabled by default. To disable ICMP rate limiting, set the interval to zero.

100 milliseconds
10 tokens

Command Modes Global configuration

Command History

Usage Guidelines Use theipv6 icmp error-interval global configuration command to limit the rate at which IPv6 ICMP
error messages are sent. A token bucket algorithm is used with one token representing one IPv6
error message. Tokens are placed in the virtual bucket at a specified interval until the maximum nu
of tokens allowed in the bucket is reached.

Themilliseconds argument specifies the time interval between tokens arriving in the bucket. The
optionalbucketsize argument is used to define the maximum number of tokens allowed in the buck
Tokens are removed from the bucket when IPv6 ICMP error messages are sent, which means tha
bucketsizeis set to 20, a rapid succession of 20 IPv6 ICMP error messages can be sent. When the b
is empty of tokens, IPv6 ICMP error messages are not sent until a new token is placed in the buc

Use theshow ipv6 traffic EXEC command to display IPv6 ICMP rate-limited counters.

milliseconds The time interval between tokens being placed in the bucket. The acceptab
range is from 0 to 2147483647 with a default of 100 milliseconds.

bucketsize (Optional) The maximum number of tokens stored in the bucket. The
acceptable range is from 0 to 200 with a default of 10 tokens.

Release Modification

12.2(2)T This command was introduced.

12.2(8)T Support for IPv6 ICMP rate limiting was extended to use token buckets.

12.0(21)ST This command, without the extension to use token buckets, was integrat
into Cisco IOS Release 12.0(21)ST.
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Examples The following example shows an interval of 50 milliseconds and a bucket size of 20 tokens being
configured for IPv6 ICMP error messages:

ipv6 icmp error-interval 50 20

Related Commands Command Description

show ipv6 traffic Displays statistics about IPv6 traffic.
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To set the maximum transmission unit (MTU) size of IPv6 packets sent on an interface, use theipv6 mtu
command in interface configuration mode. To restore the default MTU size, use theno form of this
command.

ipv6 mtu bytes

no ipv6 mtu bytes

Syntax Description

Defaults The default value depends on the interface medium, but the minimum for any interface is 1280 b

Command Modes Interface configuration

Command History

Usage Guidelines If a nondefault value is configured for an interface, an MTU option is included in router advertiseme

IPv6 routers do not fragment forwarded IPv6 packets. Traffic originating from IPv6 routers may b
fragmented.

All devices on a physical medium must have the same protocol MTU in order to operate.

In addition to the “IPv6 MTU value” (set by using theipv6 mtu command), interfaces also have a
nonprotocol specific “MTU value,” which is set by using themtu interface configuration command.

Note The “MTU value” configured by using themtu interface configuration command must not be less tha
1280 bytes.

Examples The following example sets the maximum IPv6 packet size for serial interface 0/1 to 2000 bytes:

Router(config)# interface serial 0/1
Router(config-if)# ipv6 mtu 2000

Related Commands

bytes MTU (in bytes).

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
82



IPv6 for Cisco IOS Software, File 3 of 3: Commands
ipv6 nd dad attempts

while

fault

tion

dresses
etection
eness

r
d on a

ddress
as

ress or
ify the

n

n

ipv6 nd dad attempts
To configure the number of consecutive neighbor solicitation messages that are sent on an interface
duplicate address detection is performed on the unicast IPv6 addresses of the interface, use theipv6 nd
dad attemptscommand in interface configuration mode. To return the number of messages to the de
value, use theno form of this command.

ipv6 nd dad attemptsvalue

no ipv6 nd dad attemptsvalue

Syntax Description

Defaults Duplicate address detection on unicast IPv6 addresses with the sending of one neighbor solicita
message is enabled.

Command Modes Interface configuration

Command History

Usage Guidelines Duplicate address detection verifies the uniqueness of new unicast IPv6 addresses before the ad
are assigned to interfaces (the new addresses remain in a tentative state while duplicate address d
is performed). Duplicate address detection uses neighbor solicitation messages to verify the uniqu
of unicast IPv6 addresses.

The DupAddrDetectTransmits node configuration variable (as specified in RFC 2462,IPv6 Stateless
Address Autoconfiguration) is used to automatically determine the number of consecutive neighbo
solicitation messages that are sent on an interface while duplicate address detection is performe
tentative unicast IPv6 address.

The interval between duplicate address detection, neighbor solicitation messages (the duplicate a
detection timeout interval) is specified by the neighbor discovery-related variable RetransTimer (
specified in RFC 2461,Neighbor Discovery for IP Version 6 [IPv6]), which is used to determine the time
between retransmissions of neighbor solicitation messages to a neighbor when resolving the add
when probing the reachability of a neighbor. This is the same management variable used to spec
interval for neighbor solicitation messages during address resolution and neighbor unreachability
detection. Use theipv6 nd ns-interval command to configure the interval between neighbor solicitatio
messages that are sent during duplicate address detection.

value The number of neighbor solicitation messages. The acceptable range is
from 0 to 600. Configuring a value of 0 disables duplicate address detectio
processing on the specified interface; a value of 1 configures a single
transmission without follow-up transmissions. Default is one message.

Release Modification

12.2(4)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Duplicate address detection is suspended on interfaces that are administratively “down.” While a
interface is administratively “down,” the unicast IPv6 addresses assigned to the interface are set
pending state. Duplicate address detection is automatically restarted on an interface when the int
returns to being administratively “up.”

Note An interface returning to administratively “up” restarts duplicate address detection for all of the uni
IPv6 addresses on the interface. While duplicate address detection is performed on the link-local ad
of an interface, the state for the other IPv6 addresses is still set to TENTATIVE. When duplicate add
detection is completed on the link-local address, duplicate address detection is performed on the
remaining IPv6 addresses.

When duplicate address detection identifies a duplicate address, the state of the address is set t
DUPLICATE and the address is not used. If the duplicate address is the link-local address of the
interface, the processing of IPv6 packets is disabled on the interface and an error message similar
following is issued:

%IPV6-4-DUPLICATE: Duplicate address FE80::1 on Ethernet0

If the duplicate address is a global address of the interface, the address is not used and an error m
similar to the following is issued:

%IPV6-4-DUPLICATE: Duplicate address 3000::4 on Ethernet0

All configuration commands associated with the duplicate address remain as configured while the
of the address is set to DUPLICATE.

If the link-local address for an interface changes, duplicate address detection is performed on th
link-local address and all of the other IPv6 address associated with the interface are regenerated
(duplicate address detection is performed only on the new link-local address).

Duplicate address detection is performed on all multicast-enabled IPv6 interfaces, including the
following interface types:

• ATM permanent virtual circuit (PVC)

• Cisco High-Level Data Link Control (HDLC)

• Ethernet, Fast Ethernet, and Gigabit Ethernet

• FDDI

• Frame Relay PVC

• Point-to-point links

• PPP

Examples The following example configures five consecutive neighbor solicitation messages to be sent on Eth
interface 0 while duplicate address detection is being performed on the tentative unicast IPv6 addr
the interface. The example also disables duplicate address detection processing on Ethernet inte

Router(config)# interface ethernet 0
Router(config-if)# ipv6 nd dad attempts 5

Router(config)# interface ethernet 1
Router(config-if)# ipv6 nd dad attempts 0
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Note Configuring a value of 0 with theipv6 nd dad attempts interface configuration command disables
duplicate address detection processing on the specified interface; a value of 1 configures a singl
transmission without follow-up transmissions. The default is one message.

To display the state (OK, TENTATIVE, or DUPLICATE) of the unicast IPv6 address configured for
interface, to verify whether duplicate address detection is enabled on the interface, and to verify
number of consecutive duplicate address detection, neighbor solicitation messages that are being
the interface, enter theshow ipv6 interface EXEC command:

Router# show ipv6 interface

Ethernet0 is up, line protocol is up
  IPv6 is stalled, link-local address is FE80::1 [TENTATIVE]
  Global unicast address(es):
    2000::1, subnet is 2000::/64 [TENTATIVE]
    3000::1, subnet is 3000::/64 [TENTATIVE]
  Joined group address(es):
    FF02::1
    FF02::2
    FF02::1:FF00:1
  MTU is 1500 bytes
  ICMP error messages limited to one every 100 milliseconds
  ICMP redirects are enabled
  ND DAD is enabled, number of DAD attempts: 1
  ND reachable time is 30000 milliseconds
  ND advertised reachable time is 0 milliseconds
  ND advertised retransmit interval is 0 milliseconds
  ND router advertisements are sent every 200 seconds
  ND router advertisements live for 1800 seconds
  Hosts use stateless autoconfig for addresses.

Ethernet1 is up, line protocol is up
  IPv6 is stalled, link-local address is FE80::2
  Global unicast address(es):
    2000::2, subnet is 2000::/64
    3000::3, subnet is 3000::/64
  Joined group address(es):
    FF02::1
    FF02::2
    FF02::1:FF00:1
  MTU is 1500 bytes
  ICMP error messages limited to one every 100 milliseconds
  ICMP redirects are enabled
  ND DAD is disabled, number of DAD attempts: 0
  ND reachable time is 30000 milliseconds
  ND advertised reachable time is 0 milliseconds
  ND advertised retransmit interval is 0 milliseconds
  ND router advertisements are sent every 200 seconds
  ND router advertisements live for 1800 seconds
  Hosts use stateless autoconfig for addresses.

Related Commands Command Description

ipv6 nd ns-interval Configures the interval between IPv6 neighbor solicitation transmissions o
an interface.

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
85



IPv6 for Cisco IOS Software, File 3 of 3: Commands
ipv6 nd managed-config-flag

hed
e
tached
ipv6 nd managed-config-flag
To set the “managed address configuration” flag in IPv6 router advertisements, use theipv6 nd
managed-config-flagcommand in interface configuration mode. To clear the flag from IPv6 router
advertisements, use theno form of this command.

ipv6 nd managed-config-flag

no ipv6 nd managed-config-flag

Syntax Description This command has no arguments or keywords.

Defaults The “managed address configuration” flag is not set in IPv6 router advertisements.

Command Modes Interface configuration

Command History

Usage Guidelines Setting the “managed address configuration” flag in IPv6 router advertisements indicates to attac
hosts whether they should use stateful autoconfiguration to obtain addresses. If the flag is set, th
attached hosts should use stateful autoconfiguration to obtain addresses. If the flag is not set, the at
hosts should not use stateful autoconfiguration to obtain addresses.

Hosts may use stateful and stateless address autoconfiguration simultaneously.

Examples The following example configures the “managed address configuration” flag in IPv6 router
advertisements on Ethernet interface 0/0:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 nd managed-config-flag

Related Commands

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 nd prefix-advertisement Configures which IPv6 prefixes are included in IPv6 router
advertisements

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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ipv6 nd ns-interval
To configure the interval between IPv6 neighbor solicitation retransmissions on an interface, use
ipv6 nd ns-interval command in interface configuration mode. To restore the default interval, use
no form of this command.

ipv6 nd ns-interval milliseconds

no ipv6 nd ns-interval

Syntax Description

Defaults 0 milliseconds (unspecified) is advertised in router advertisements and the value 1000 is used fo
neighbor discovery activity of the router itself.

Command Modes Interface configuration

Command History

Usage Guidelines This value will be included in all IPv6 router advertisements sent out this interface. Very short inter
are not recommended in normal IPv6 operation. When a nondefault value is configured, the config
time is both advertised and used by the router itself.

Examples The following example configures an IPv6 neighbor solicit transmission interval of 900 milliseconds
Ethernet interface 0/0:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 nd ns-interval 900

Related Commands

milliseconds The interval between IPv6 neighbor solicit transmissions (in milliseconds)

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To set the “other stateful configuration” flag in IPv6 router advertisements, use theipv6 nd
other-config-flag command in interface configuration mode. To clear the flag from IPv6 router
advertisements, use theno form of this command.

ipv6 nd other-config-flag

no ipv6 nd other-config-flag

Syntax Description This command has no arguments or keywords.

Defaults The “other stateful configuration” flag is not set in IPv6 router advertisements.

Command Modes Interface configuration

Command History

Usage Guidelines The setting of the “other stateful configuration” flag in IPv6 router advertisements indicates to attac
hosts how they can obtain autoconfiguration information other than addresses. If the flag is set, t
attached hosts should use stateful autoconfiguration to obtain the other (nonaddress) information

Note If the “managed address configuration” flag is set using theipv6 nd managed-config-flag command,
then an attached host can use stateful autoconfiguration to obtain the other (nonaddress) inform
regardless of the setting of the “other stateful configuration” flag.

Examples The following example configures the “other stateful configuration” flag in IPv6 router advertiseme
on Ethernet interface 0/0:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 nd other-config-flag

Related Commands

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 nd
managed-config-flag

Sets the “managed address configuration” flag in IPv6 router
advertisements.

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To configure which IPv6 prefixes are included in IPv6 router advertisements, use theipv6 nd
prefix-advertisement command in interface configuration mode. To remove the prefixes, use theno
form of this command.

ipv6 nd prefix-advertisement ipv6-prefix/prefix-length valid-lifetime preferred-lifetime[onlink ]
[autoconfig]

no ipv6 nd prefix-advertisementipv6-prefix/prefix-length

Syntax Description

Defaults All prefixes configured on interfaces that originate IPv6 router advertisements are advertised with a
lifetime of 2592000 seconds (30 days) and a preferred lifetime of 604800 seconds (7 days), and
both the “onlink” and “autoconfig” flags set.

Command Modes Interface configuration

Command History

Usage Guidelines By default, prefixes configured on an interface using theipv6 address command are advertised with
“onlink” and “autoconfiguration” flags set. If you configure prefixes for advertisement using theipv6 nd
prefix-advertisement command, then only these prefixes are advertised.

ipv6-prefix The IPv6 network number to include in router advertisements.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

/prefix-length The length of the IPv6 prefix. A decimal value that indicates how many of
the high-order contiguous bits of the address comprise the prefix (the
network portion of the address). A slash mark must precede the decimal
value.

valid-lifetime The amount of time (in seconds) that the specified IPv6 prefix is advertise
as being valid.

preferred-lifetime The amount of time (in seconds) that the specified IPv6 prefix is advertise
as being preferred.

onlink (Optional) Indicates that the specified prefix is assigned to the link. Nodes
sending traffic to such addresses that contain the specified prefix consid
the destination to be locally reachable on the link.

autoconfig (Optional) Indicates to hosts on the local link that the specified prefix can
be used for IPv6 autoconfiguration.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example includes the IPv6 prefix 2001:200::/35 in router advertisements sent out Eth
interface 0/0 with a valid lifetime of 1000 seconds, a preferred lifetime of 900 seconds, and both 
“onlink” and “autoconfig” flags set:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 nd prefix-advertisement 2001:200::/35 1000 900 onlink autoconfig

Related Commands Command Description

ipv6 address Configures an IPv6 address for an interface and enables IPv6
processing on the interface.

ipv6 address eui-64 Configures an IPv6 address and enables IPv6 processing on an
interface using an EUI-64 interface ID in the low-order 64 bits of
the address.

ipv6 nd managed-config-flag Sets the “managed address configuration” flag in IPv6 router
advertisements.

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To configure the interval between IPv6 router advertisement transmissions on an interface, use thipv6
nd ra-interval command in interface configuration mode. To restore the default interval, use theno form
of this command.

ipv6 nd ra-interval seconds

no ipv6 nd ra-interval

Syntax Description

Defaults 200 seconds

Command Modes Interface configuration

Command History

Usage Guidelines The interval between transmissions should be less than or equal to the IPv6 router advertisement li
if the router is configured as a default router by using theipv6 nd ra-lifetime command. To prevent
synchronization with other IPv6 nodes, randomly adjust the actual value used to within 20 percent o
specified value.

Examples The following example configures an IPv6 router advertisement interval of 201 seconds for Ether
interface 0/0:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 nd ra-interval 201

Related Commands

seconds The interval between IPv6 router advertisement transmissions (in second

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 nd ra-lifetime Configures the lifetime of an IPv6 router advertisement.

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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ipv6 nd ra-lifetime
To configure the “router lifetime” value in IPv6 router advertisements on an interface, use theipv6 nd
ra-lifetime command in interface configuration mode. To restore the default lifetime, use theno form
of this command.

ipv6 nd ra-lifetime seconds

no ipv6 nd ra-lifetime

Syntax Description

Defaults 1800 seconds

Command Modes Interface configuration

Command History

Usage Guidelines The “router lifetime” value is included in all IPv6 router advertisements sent out the interface. The v
indicates the usefulness of the router as a default router on this interface. Setting the value to 0 ind
that the router should not be considered a default router on this interface. The “router lifetime” value
be set to a non zero value to indicate that it should be considered a default router on this interface
non zero value for the “router lifetime” value should not be less than the router advertisement int

Examples The following example configures an IPv6 router advertisement lifetime of 1801 seconds for Ethe
interface 0/0:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 nd ra-lifetime 1801

Related Commands

seconds The validity of this router as a default router on this interface (in seconds

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 nd ra-interval Configures the interval between IPv6 router advertisement transmissions o
an interface.

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To configure the amount of time that a remote IPv6 node is considered reachable after some reach
confirmation event has occurred, use theipv6 nd reachable-timecommand in interface configuration
mode. To restore the default time, use theno form of this command.

ipv6 nd reachable-timemilliseconds

no ipv6 nd reachable-time

Syntax Description

Defaults 0 milliseconds (unspecified) is advertised in router advertisements and the value 30000 (30 secon
used for the neighbor discovery activity of the router itself.

Command Modes Interface configuration

Command History

Usage Guidelines The configured time enables the router to detect unavailable neighbors. Shorter configured times e
the router to detect unavailable neighbors more quickly; however, shorter times consume more I
network bandwidth and processing resources in all IPv6 network devices. Very short configured 
are not recommended in normal IPv6 operation.

The configured time is included in all router advertisements sent out of an interface so that nodes o
same link use the same time value. A value of 0 means indicates that the configured time is unspe
by this router.

Examples The following example configures an IPv6 reachable time of 1,700,000 milliseconds for Ethernet
interface 0/0:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 nd reachable-time 1700000

Related Commands

milliseconds The amount of time that a remote IPv6 node is considered reachable (in
milliseconds).

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To suppress IPv6 router advertisement transmissions on a LAN interface, use theipv6 nd suppress-ra
command in interface configuration mode. To reenable the sending of IPv6 router advertisement
transmissions on a LAN interface, use theno form of this command.

ipv6 nd suppress-ra

no ipv6 nd suppress-ra

Syntax Description This command has no arguments or keywords.

Defaults IPv6 router advertisements are automatically sent on Ethernet and FDDI interfaces if IPv6 unica
routing is enabled on the interfaces. IPv6 router advertisements are not sent on other types of inte

Command Modes Interface configuration

Command History

Usage Guidelines Use theno ipv6 nd suppress-racommand to enable the sending of IPv6 router advertisement
transmissions on non-LAN interface types (for example, serial or tunnel interfaces).

Examples The following example suppresses IPv6 router advertisements on Ethernet interface 0/0:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 nd suppress-ra

The following example enables the sending of IPv6 router advertisements on serial interface 0/1

Router(config)# interface serial 0/1
Router(config-if)# no ipv6 nd suppress-ra

Related Commands

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To configure a static entry in the IPv6 neighbor discovery cache, use theipv6 neighbor command in
global configuration mode. To remove a static IPv6 entry from the IPv6 neighbor discovery cache
theno form of this command.

ipv6 neighbor ipv6-address interface-type interface-number hardware-address

no ipv6 neighbor ipv6-address interface-type interface-number

Syntax Description

Defaults Static entries are not configured in the IPv6 neighbor discovery cache.

Command Modes Global configuration

Command History

Usage Guidelines The ipv6 neighbor command is similar to thearp (global) command.

If an entry for the specified IPv6 address already exists in the neighbor discovery cache—learne
through the IPv6 neighbor discovery process—the entry is automatically converted to a static en

Use theshow ipv6 neighbors command to view static entries in the IPv6 neighbor discovery cache
static entry in the IPv6 neighbor discovery cache can have one of the following states:

• INCMP (Incomplete)—The interface for this entry is down.

• REACH (Reachable)—The interface for this entry is up.

Note Reachability detection is not applied to static entries in the IPv6 neighbor discovery cach
therefore, the descriptions for the INCMP (Incomplete) and REACH (Reachable) states a
different for dynamic and static cache entries. See theshow ipv6 neighborscommand for
descriptions of the INCMP (Incomplete) and REACH (Reachable) states for dynamic cach
entries.

ipv6-address The IPv6 address that corresponds to the local data-link address.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

interface-type The specified interface type. For supported interface types, use the questi
mark (?) online help function.

interface-number The specified interface number.

hardware-address The local data-link address (a 48-bit address).

Release Modification

12.2(8)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Theclear ipv6 neighbors command deletes all entries in the IPv6 neighbor discovery cache, exce
static entries. Theno ipv6 neighbor command deletes a specified static entry from the neighbor
discovery cache; the command does not remove dynamic entries—learned from the IPv6 neighb
discovery process—from the cache. Disabling IPv6 on an interface by using theno ipv6 enable
command or theno ipv6 unnumbered command deletes all IPv6 neighbor discovery cache entries
configured for that interface, except static entries (the state of the entry changes to INCMP
[Incomplete]).

Static entries in the IPv6 neighbor discovery cache are not modified by the neighbor discovery pro

Note Static entries for IPv6 neighbors can be configured only on IPv6-enabled LAN and ATM LAN Emulat
interfaces.

Examples The following example configures a static entry in the IPv6 neighbor discovery cache for a neighbor
the IPv6 address 3001:001::45a and link-layer address 0002.7d1a.9472 on Ethernet interface 1:

Router(config)# ipv6 neighbor 3001:001::45a ethernet1 0002.7d1a.9472

Related Commands Command Description

clear ipv6 neighbors Deletes all entries in the IPv6 neighbor discovery cache, except static
entries.

show ipv6 neighbors Displays IPv6 neighbor discovery cache information.
96



IPv6 for Cisco IOS Software, File 3 of 3: Commands
ipv6 prefix-list
ipv6 prefix-list
To create an entry in an IPv6 prefix list, use theipv6 prefix-list command in global configuration mode.
To delete the entry, use theno form of this command.

ipv6 prefix-list list-name[seqseq-number] deny ipv6-prefix/prefix-length| permit
ipv6-prefix/prefix-length| description text [gege-value] [ le le-value]

no ipv6 prefix-list list-name

Syntax Description

Defaults No prefix list is created.

Command Modes Global configuration

Command History

list-name Name of the prefix list (cannot be the same as an existing access list).

seqseq-number (Optional) Sequence number of the prefix list entry being configured.

deny Denies networks that matches the condition.

permit Permits networks that matches the condition.

ipv6-prefix The IPv6 network assigned to the specified prefix list.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

/prefix-length The length of the IPv6 prefix. A decimal value that indicates how many of
the high-order contiguous bits of the address comprise the prefix (the
network portion of the address). A slash mark must precede the decimal
value.

description text A description of the prefix list that can be up to 80 characters in length.

gege-value (Optional) Specifies a prefix length greater than or equal to the
ipv6-prefix/prefix-lengtharguments. It is the lowest value of a range of the
length(the “from” portion of the length range).

le le-value (Optional) Specifies a prefix length less than or equal to theipv6-prefix
/prefix-lengtharguments. It is the highest value of a range of thelength(the
“to” portion of the length range).

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Usage Guidelines The ipv6 prefix-list command is similar to theip prefix-list command, except that it is IPv6-specific.

To suppress networks from being advertised in updates, use thedistribute-list out  command.

The sequence number of a prefix list entry determines the order of the entries in the list. The rou
compares network addresses to the prefix list entries. The router begins the comparison at the top
prefix list, with the entry having the lowest sequence number.

If multiple entries of a prefix list match a prefix, the entry with the lowest sequence number is consid
the real match. Once a match or deny occurs, the router does not go through the rest of the pref
For efficiency, you may want to put the most common permits or denies near the top of the list, usin
seq-numberargument.

Theshow ipv6 prefix-list command displays the sequence numbers of entries.

Thegeandle keywords can be used to specify the range of the prefix length to be matched for pref
that are more specific than theipv6-prefix/prefix-lengtharguments. An exact match is assumed when th
geor le keywords are not specified. The range is assumed to be from the value of thege-valueargument
to 128 if only thege keyword is specified. The range is assumed to be from the value specified for
/prefix-lengthargument to the value specified forle-valueargument if only thele keyword is specified.

Every IPv6 prefix list, including prefix lists that do not have any permit and deny condition stateme
has an implicit deny any any statement as its last match condition.

Examples The following example denies the default route ::/0.

Router(config)# ipv6 prefix-list abc deny ::/0

The following example permits the prefix 2002::/16:

Router(config)# ipv6 prefix-list abc permit 2002::/16

The following example shows how to specify a group of prefixes to accept any prefixes from prefi
5F00::/48 up to and including prefix 5F00::/64.

Router(config)# ipv6 prefix-list abc permit 5F00::/48 le 64

The following example denies prefix lengths greater than 64 bits in routes that have the prefix
3FFE:C00::/64.

Router(config)# ipv6 prefix-list abc permit 3FFE:C00::/64 le 128

The following example permits mask lengths from 32 to 64 bits in all address space.

Router(config)# ipv6 prefix-list abc permit ::/0 ge 32 le 64

The following example denies mask lengths greater than 32 bits in all address space.

Router(config)# ipv6 prefix-list abc deny ::/0 ge 32

The following example denies all routes with a prefix of 2002::/128.

Router(config)# ipv6 prefix-list abc deny 2002::/128

The following example permits all routes with a prefix of ::/0.

Router(config)# ipv6 prefix-list abc permit ::/0
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Related Commands Command Description

clear ipv6 prefix-list Resets the hit count of the IPv6 prefix list entries.

distribute-list out Suppresses networks from being advertised in updates.

match ipv6 address Distributes IPv6 routes that have a prefix permitted by a prefix list.

match route-type (IP) Redistributes routes of the specified type.

neighbor prefix-list Distributes BGP neighbor information as specified in a prefix list.

remark (prefix-list) Adds a comment for an entry in a prefix list.

show ipv6 prefix-list Displays information about an IPv6 prefix list or IPv6 prefix list entries.
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To enable the sending of Internet Control Message Protocol (ICMP) IPv6 redirect messages if Cisco
software is forced to resend a packet through the same interface on which the packet was receive
the ipv6 redirects command in interface configuration mode. To disable the sending of redirect
messages, use theno form of this command.

ipv6 redirects

no ipv6 redirects

Syntax Description This command has no arguments or keywords.

Defaults The sending of ICMP IPv6 redirect messages is enabled.

Command Modes Interface configuration

Command History

Usage Guidelines The rate at which the router generates all IPv6 ICMP error messages can be limited by using theipv6
icmp error-interval  command.

Examples The following example disables the sending of ICMP IPv6 redirect messages on Ethernet interface
reenables the messages on Ethernet interface 1:

Router(config)# interface ethernet 0
Router(config-if)# no ipv6 redirects

Router(config)# interface ethernet 1
Router(config-if)# ipv6 redirects

To verify whether the sending of IPv6 redirect messages is enabled or disabled on an interface, en
show ipv6 interface EXEC command:

Router# show ipv6 interface

Ethernet0 is up, line protocol is up
  IPv6 is stalled, link-local address is FE80::1
  Global unicast address(es):
    2000::1, subnet is 2000::/64
    3000::1, subnet is 3000::/64
  Joined group address(es):
    FF02::1
    FF02::2
    FF02::1:FF00:1
  MTU is 1500 bytes
  ICMP error messages limited to one every 100 milliseconds

Release Modification

12.2(4)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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  ICMP redirects are disabled
  ND DAD is enabled, number of DAD attempts: 1
  ND reachable time is 30000 milliseconds
  ND advertised reachable time is 0 milliseconds
  ND advertised retransmit interval is 0 milliseconds
  ND router advertisements are sent every 200 seconds
  ND router advertisements live for 1800 seconds
  Hosts use stateless autoconfig for addresses.

Ethernet1 is up, line protocol is up
  IPv6 is stalled, link-local address is FE80::2
  Global unicast address(es):
    2000::2, subnet is 2000::/64
    3000::3, subnet is 3000::/64
  Joined group address(es):
    FF02::1
    FF02::2
    FF02::1:FF00:1
  MTU is 1500 bytes
  ICMP error messages limited to one every 100 milliseconds
  ICMP redirects are enabled
  ND DAD is disabled, number of DAD attempts: 0
  ND reachable time is 30000 milliseconds
  ND advertised reachable time is 0 milliseconds
  ND advertised retransmit interval is 0 milliseconds
  ND router advertisements are sent every 200 seconds
  ND router advertisements live for 1800 seconds
  Hosts use stateless autoconfig for addresses.

Related Commands Command Description

ipv6 icmp
error-interval

Configures the interval for IPv6 ICMP error messages.
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ipv6 rip default-information
To originate a default IPv6 route into the Routing Information Protocol (RIP), use theipv6 rip
default-information command in interface configuration mode. To remove the default IPv6 RIP rou
use theno form of this command.

ipv6 rip word default-information { only | originate}

no ipv6 rip word default-information

Syntax Description

Defaults Disabled

Command Modes Interface configuration

Command History

Usage Guidelines The ipv6 rip default-information command is similar to thedefault-information originate  (RIP)
command, except that it is IPv6-specific.

Originating a default IPv6 route into RIP also forces the advertisement of the route in router updates
on the interface. The advertisement of the route occurs regardless of whether the route is present
IPv6 routing table.

Note To avoid routing loops after the IPv6 default route (::/0) is originated into a specified RIP routing
process, the routing process ignores all default route information received in subsequent IPv6 RIP u
messages.

Examples The following example originates a default IPv6 route into RIP on Ethernet interface 0/0 and adver
only the default route in router updates sent on the interface:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 rip cisco default-information only

word Name of the IPv6 RIP routing process.

only Advertises the IPv6 default route (::/0) only. Suppresses the advertiseme
of all other routes.

originate Advertises the IPv6 default route (::/0). The advertisement of other route
is unaffected.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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The following example originates a default IPv6 route into RIP on Ethernet interface 0/0 and adver
the default route with all other routes in router updates sent on the interface:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 rip cisco default-information originate

Related Commands Command Description

show ipv6 rip Displays information about current IPv6 RIP processes.
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To enable an IPv6 Routing Information Protocol (RIP) routing process on an interface, use theipv6 rip
enablecommand in interface configuration mode. To disable an IPv6 RIP routing process on an
interface, use theno form of this command.

ipv6 rip word enable

no ipv6 rip word

Syntax Description

Defaults An IPv6 RIP routing process is not defined.

Command Modes Interface configuration

Command History

Usage Guidelines The ipv6 rip enable interface configuration command is used to enable IPv6 RIP explicitly on requir
interfaces. In IPv4, thenetwork network-number router configuration command is used to implicitly
specify the interfaces on which to run IPv4 RIP.

Examples The following example enables the IPv6 RIP routing process named cisco on Ethernet interface 

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 rip cisco enable

Related Commands

word Name of the IPv6 RIP routing process.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

show ipv6 rip Displays information about current IPv6 RIP processes.
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To set the IPv6 Routing Information Protocol (RIP) metric for an interface, use theipv6 rip
metric-offset command in interface configuration mode. To return the metric to its default value, use
no form of this command.

ipv6 rip word metric-offset value

no ipv6 rip word metric-offset

Syntax Description

Defaults The default metric value is 1.

Command Modes Interface configuration

Command History

Usage Guidelines When an IPv6 RIP route is received, the interface metric value set by theipv6 rip metric-offset
command is added before the route is inserted into the routing table. Therefore, increasing the IPv
metric value of an interface increases the metric value of IPv6 RIP routes received over the inter

Use theipv6 rip metric-offset command to influence which routes are used, as you prefer. The IPv6 R
metric is in hop count.

Examples The following example configures a metric increment of 10 for the RIP routing process named cisc
Ethernet interface 0/0:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 rip cisco metric-offset 10

Related Commands

word Name of the IPv6 RIP routing process.

value Value added to the metric of an IPv6 RIP route received in a report messag
A number from 1 to 16.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

show ipv6 rip Displays information about current IPv6 RIP processes.
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To configure IPv6 Routing Information Protocol (RIP) to advertise summarized IPv6 addresses o
interface and to specify the IPv6 prefix that identifies the routes to be summarized, use theipv6 rip
summary-addresscommand in interface configuration mode. To stop the advertising of the summari
IPv6 addresses, use theno form of this command.

ipv6 rip word summary-addressipv6-prefix/prefix-length

no ipv6 rip word summary-address

Syntax Description

Defaults No default behavior or values.

Command Modes Interface configuration

Command History

Usage Guidelines The ipv6 rip summary-addresscommand is similar to theip summary-address rip command, except
that it is IPv6-specific.

Use theipv6 rip summary-addresscommand to force IPv6 RIP to advertise specific networks on spec
interfaces (assuming that routes to those networks exist).

If the first bits of the prefix length for a route match the value specified for theipv6-prefixargument, the
prefix specified in theipv6-prefixargument is advertised instead of the route. As a result, multiple rou
can be replaced by a single route whose metric is the lowest metric of the multiple routes.

word Name of the IPv6 RIP routing process.

ipv6-prefix Specifies an IPv6 network number as the summary address.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

/prefix-length The length of the IPv6 prefix. A decimal value that indicates how many of
the high-order contiguous bits of the address comprise the prefix (the
network portion of the address). A slash mark must precede the decimal
value.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples In the following example, the IPv6 address 2001:200:0:1:260:3EFF:FE11:6770 that is assigned t
Ethernet interface 0/0 with an IPv6 prefix length of 64 bits is summarized as IPv6 prefix 2001:200:
for the IPv6 RIP routing process named cisco:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 address 2001:200:0:1:260:3EFF:FE11:6770 /64
Router(config-if)# ipv6 rip cisco summary-address 2001:200::/35

Note A route advertisement that is suppressed as a result of split horizon is not considered by RIP whe
is deciding whether to advertise a summary route.

Related Commands Command Description

poison-reverse (IPv6
RIP)

Configures the poison reverse processing of IPv6 RIP router updates.

show ipv6 rip Displays information about current IPv6 RIP processes.
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To establish static IPv6 routes, use theipv6 route command in global configuration mode. To remove
previously configured static route, use theno form of this command.

ipv6 route ipv6-prefix/prefix-length{ ipv6-address| interface-type interface-number}
[administrative-distance]

no ipv6 route ipv6-prefix/prefix-length{ ipv6-address| interface-type interface-number}
[administrative-distance]

Syntax Description

Defaults No static routes are established.

Command Modes Global configuration

Command History

ipv6-prefix The IPv6 network that is the destination of the static route. Can also be a
host name when static host routes are configured.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

/prefix-length The length of the IPv6 prefix. A decimal value that indicates how many of
the high-order contiguous bits of the address comprise the prefix (the
network portion of the address). A slash mark must precede the decimal
value.

ipv6-address The IPv6 address of the next hop that can be used to reach the specified
network. The IPv6 address of the next hop need not be directly connected
recursion is done to find the IPv6 address of the directly connected next ho

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

interface-type Interface type. For more information about supported interface types, us
the question mark (?) online help function.

You can use theinterface-typeargument to direct static routes out
point-to-point interfaces like serial or tunnel interfaces.

interface-number Interface number. For more information about the numbering syntax for
supported interface types, use the question mark (?) online help function

administrative-distance (Optional) An administrative distance. The default value is 1, which gives
static routes precedence over any other type of route except connected
routes.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Usage Guidelines The ipv6 route command is similar to theip route command, except that it is IPv6-specific.

A static route is appropriate when the Cisco IOS software cannot dynamically build a route to the
destination.

Static routes have a default administrative distance of 1, where a low number indicates a preferred
By default, static routes are preferred to routes learned by routing protocols. You can configure a
administrative distance with a static route if you want the static route to be overridden by dynam
routes. For example, the routes installed by the Routing Information Protocol (RIP) have a defau
administrative distance of 120. To have a static route that would be overridden by a RIP dynamic r
specify an administrative distance greater than 120.

The routing table considers the static routes that point to an interface as “directly connected.”

Note Use theipv6 route ipv6-prefix/prefix-length interface-type interface-numbercommand when
configuring a static route to a point-to-point interface. You can also use this command when you
to indicate that a prefix is locally reachable on the link but you do not want an address within the p
configured on the specified interface.

Examples The following example routes packets for network 7fff::0/32 to a networking device at
3FFE:1100:0:CC00::1 with an administrative distance of 110:

Router(config)#  ipv6 route 7fff::0/32 3FFE:1100:0:CC00::1 110

Related Commands Command Description

show ipv6 route Displays the current contents of the IPv6 routing table.

show ipv6 route
summary

Displays the current contents of the IPv6 routing table in summary forma
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To configure an Intermediate System-to-Intermediate System (IS-IS) routing process for IPv6 on
interface and to attach an area designator to the routing process, use theipv6 router isis command in
interface configuration mode. To disable IS-IS for IPv6, use theno form of the command.

ipv6 router isis area-name

no ipv6 router isis area-name

Syntax Description

Defaults No routing processes are specified.

Command Modes Interface configuration

Command History

Usage Guidelines Before the IPv6 IS-IS routing process can be configured, IPv6 routing must be enabled using the
ipv6 unicast-routing global configuration command, and an IPv6 address must be configured on 
interface using either theipv6 enableinterface configuration command or the theipv6 addressinterface
configuration command. Theipv6 enablecommand will automatically configure an IPv6 link-local
address on the interface.

Examples The following example specifies IS-IS as an IPv6 routing protocol for a process named Finance. 
Finance process will run over the Fast Ethernet interface 0/1.

Router(config)# router isis Finance
Router(config-router)# net 49.0001.aaaa.aaaa.aaaa.00
Router(config-router)# exit
Router(config)# interface FastEthernet 0/1
Router(config-if)# ipv6 router isis Finance

area-name Meaningful name for a routing process. If a name is not specified, a null nam
is assumed and the process is referenced with a null name. This name must
unique among all IP or Connectionless Network Service (CLNS) router
processes for a given router.

Required for multiarea IS-IS configuration. Each area in a multiarea
configuration should have a nonnull area name to facilitate identification of
the area. Optional for conventional IS-IS configuration.

Release Modification

12.2(8)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Related Commands Command Description

ipv6 address Enables an interface for IPv6 processing and assigns an IPv6 addre
on the interface.

ipv6 enable Enables an interface for IPv6 processing and automatically assign
an IPv6 link-local address on the interface.

ipv6 unicast-routing Enables the forwarding of IPv6 unicast datagrams.

net Configures an IS-IS NET for a CLNS routing process.

router isis Enables the IPv4 IS-IS routing protocol.
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To configure an IPv6 Routing Information Protocol (RIP) routing process, use theipv6 router rip
command in global configuration mode. To remove a routing process, use theno form of this command.

ipv6 router rip word

no ipv6 router rip word

Syntax Description

Defaults No IPv6 RIP routing process is defined.

Command Modes Global configuration

Command History

Usage Guidelines The ipv6 router rip command is similar to therouter rip command, except that it is IPv6-specific.

Use this command to enable an IPv6 RIP routing process. Configuring this command places the
in router configuration mode for the IPv6 RIP routing process. The router prompt changes to
Router(config-rtr-rip)#.

Examples The following example configures the IPv6 RIP routing process named cisco and places the rout
router configuration mode for the IPv6 RIP routing process:

Router(config)# ipv6 router rip cisco
Router(config-rtr-rip)#

Related Commands

word A word that describes the routing process.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 rip enable Enables an IPv6 RIP routing process on an interface.
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To filter incoming or outgoing IPv6 traffic on an interface, use theipv6 traffic-filter command in
interface configuration mode. To disable the filtering of IPv6 traffic on an interface, use theno form of
this command.

ipv6 traffic-filter access-list-name{ in | out}

no ipv6 traffic-filter access-list-name

Syntax Description

Defaults Filtering of IPv6 traffic on an interface is not configured.

Command Modes Interface configuration

Command History

Examples The following example filters inbound IPv6 traffic on Ethernet interface 0/0 as defined by the acces
named cisco:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 traffic-filter cisco in

Related Commands

access-list-name Specifies an IPv6 access name.

in Specifies incoming IPv6 traffic.

out Specifies outgoing IPv6 traffic.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 access-list Defines an IPv6 access list and sets deny or permit conditions for the
defined access list.

show ipv6 access-list Displays the contents of all current IPv6 access lists.

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To enable the forwarding of IPv6 unicast datagrams, use theipv6 unicast-routing command in global
configuration mode. To disable the forwarding of IPv6 unicast datagrams, use theno form of this
command.

ipv6 unicast-routing

no ipv6 unicast-routing

Syntax Description This command has no arguments or keywords.

Defaults IPv6 unicast routing is disabled.

Command Modes Global configuration

Command History

Usage Guidelines Configuring theno ipv6 unicast-routing command removes all IPv6 routing protocol entries from th
IPv6 routing table.

Examples The following example enables the forwarding of IPv6 unicast datagrams:

Router(config)# ipv6 unicast-routing

Related Commands

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

ipv6 address Configures an IPv6 address for an interface and enables IPv6 processing
the interface.

ipv6 address eui-64 Configures an IPv6 address and enables IPv6 processing on an interface
using an EUI-64 interface ID in the low-order 64 bits of the address.

ipv6 enable Enables IPv6 processing on an interface that has not been configured w
an explicit IPv6 address.

ipv6 unnumbered Enables IPv6 processing on an interface without assigning an explicit IPv
address to the interface.

show ipv6 route Displays the current contents of the IPv6 routing table.
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To enable IPv6 processing on an interface without assigning an explicit IPv6 address to the inter
use theipv6 unnumberedcommand in interface configuration mode. To disable IPv6 on an unnumbe
interface, use theno form of this command.

ipv6 unnumbered interface-type interface-number

no ipv6 unnumbered

Syntax Description

Defaults Disabled

Command Modes Interface configuration

Command History

Usage Guidelines The ipv6 unnumbered command is similar to theip unnumbered command, except that it is
IPv6-specific.

IPv6 packets that are originated from an unnumbered interface use the global IPv6 address of th
interface specified in theipv6 unnumbered command as the source address for the packets.

Note Serial interfaces using High-Level Data Link Control (HDLC), PPP, Link Access Procedure, Bala
(LAPB), Frame Relay encapsulations, and tunnel interfaces can be unnumbered. You cannot use
interface configuration command with X.25 or Switched Multimegabit Data Service (SMDS) interfa

The interface you specify with theinterface-typeand interface-numberarguments must be enabled
(listed as “up” in theshow ipv6 interfacecommand display).

interface-type The interface type of the source address that the unnumbered interface us
in the IPv6 packets that it originates. The source address cannot be anoth
unnumbered interface.

interface-number The interface number of the source address that the unnumbered interfa
uses in the IPv6 packets that it originates.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example configures serial interface 0/1as unnumbered. IPv6 packets that are sent on
interface 0/1 use the IPv6 address of Ethernet 0/0 as their source address:

Router(config)# interface ethernet 0/0
Router(config-if)# ipv6 address 3FFE:C00:0:1:260:3EFF:FE11:6770

Router(config)# interface serial 0/1
Router(config-if)#  ipv6 unnumbered ethernet 0/0

Related Commands Command Description

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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To distribute IPv6 routes that have a prefix permitted by a prefix list, use thematch ipv6 address
command in route-map configuration mode. To remove thematch ipv6 addressentry, use theno form
of this command.

match ipv6 address{ prefix-list prefix-list-name}

no match ipv6 address

Syntax Description

Defaults No routes are distributed based on destination network number.

Command Modes Route-map configuration

Command History

Usage Guidelines Thematch ipv6 addresscommand is similar to thematch ip addresscommand, except that it is
IPv6-specific.

Use the route-map command, and thematch andset commands, to define the conditions for
redistributing routes from one routing protocol into another. Eachroute-map command has a list of
match andset commands associated with it. Thematch commands specify thematch criteria—the
conditions under which redistribution is allowed for the currentroute-map command. The set
commands specify theset actions—the particular redistribution actions to perform if the criteria
enforced by thematch commands are met. Theno route-map command deletes the route map.

Thematch command has multiple formats. Thematch commands can be given in any order, and all
match commands must “pass” to cause the route to be redistributed according to theset actionsgiven
with theset commands. Theno forms of thematch commands remove the specified match criteria.

When you are passing routes through a route map, a route map can have several parts. Any rou
does not match at least onematch command relating to aroute-map command will be ignored; that is,
the route will not be advertised for outbound route maps and will not be accepted for inbound rou
maps. If you want to modify only some data, you must configure a second route map section with
explicit match specified.

Note A permit route map containing onlyset commands and nomatch commands permits all routes.

prefix-list prefix-list-name Name of an IPv6 prefix list.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples In the following example, IPv6 routes that have addresses specified by the prefix list named mar
are matched:

Router(config)# route-map name
Router(config-route-map)# match ipv6 address prefix-list marketing

Related Commands Command Description

match as-path Matches a BGP autonomous system path access list.

match community Matches a BGP community.

match ipv6 next-hop Distributes IPv6 routes that have a next hop prefix permitted by a
prefix list.

match ipv6 route-source Distributes IPv6 routes that have been advertised by routers at an
address specified by a prefix list.

match metric Redistributes routes with the metric specified.

match route-type Redistributes routes of the specified type.

route-map Defines the conditions for redistributing routes from one routing
protocol into another.

set as-path Modifies an autonomous system path for BGP routes.

set community Sets the BGP community attribute.

set level Indicates where to import routes.

set local preference Specifies a preference value for the autonomous system path.

set metric Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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To distribute IPv6 routes that have a next hop prefix permitted by a prefix list, use thematch ipv6
next-hop command in route-map configuration mode. To remove thematch ipv6 next-hop entry, use
theno form of this command.

match ipv6 next-hop{ prefix-list prefix-list-name}

no match ipv6 next-hop

Syntax Description

Defaults Routes are distributed freely, without being required to match a next hop address.

Command Modes Route-map configuration

Command History

Usage Guidelines Thematch ipv6 next-hopcommand is similar to thematch ip next-hopcommand, except that it is
IPv6-specific.

Use the route-map command, and thematch andset commands, to define the conditions for
redistributing routes from one routing protocol into another. Eachroute-map command has a list of
match andset commands associated with it. Thematch commands specify thematch criteria—the
conditions under which redistribution is allowed for the currentroute-map command. Theset
commands specify theset actions—the particular redistribution actions to perform if the criteria
enforced by thematch commands are met. Theno route-map command deletes the route map.

Thematch command has multiple formats. Thematch commands can be given in any order, and all
match commands must “pass” to cause the route to be redistributed according to theset actionsgiven
with theset commands. Theno forms of thematch commands remove the specified match criteria.

When you are passing routes through a route map, a route map can have several parts. Any rou
does not match at least onematch command relating to aroute-map command will be ignored; that is,
the route will not be advertised for outbound route maps and will not be accepted for inbound rou
maps. If you want to modify only some data, you must configure a second route map section with
explicit match specified.

Note A permit route map containing onlyset commands and nomatch commands permits all routes.

prefix-list prefix-list-name Name of an IPv6 prefix list.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example distributes routes that have a next hop IPv6 address passed by the prefix
named marketing:

Router(config)# route-map name
Router(config-route-map)# match ipv6 next-hop prefix-list marketing

Related Commands Command Description

match as-path Matches a BGP autonomous system path access list.

match community Matches a BGP community.

match ipv6 address Distributes IPv6 routes that have a prefix permitted by a prefix list

match ipv6 route-source Distributes IPv6 routes that have been advertised by routers at an
address specified by a prefix list.

match metric Redistributes routes with the metric specified.

match route-type Redistributes routes of the specified type.

route-map Defines the conditions for redistributing routes from one routing
protocol into another.

set as-path Modifies an autonomous system path for BGP routes.

set community Sets the BGP community attribute.

set level Indicates where to import routes.

set local preference Specifies a preference value for the autonomous system path.

set metric Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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To distribute IPv6 routes that have been advertised by routers at an address specified by a prefix li
thematch ipv6 route-source command in route-map configuration mode. To remove thematch ipv6
route-source entry, use theno form of this command.

match ipv6 route-source{ prefix-list prefix-list-name}

no match ipv6 route-source

Syntax Description

Defaults No filtering on route source.

Command Modes Route-map configuration

Command History

Usage Guidelines Thematch ipv6 route-sourcecommand is similar to thematch ip route-sourcecommand, except that
it is IPv6-specific.

Use the route-map command, and thematch and set commands, to define the conditions for
redistributing routes from one routing protocol into another. Eachroute-map command has a list of
match andset commands associated with it. Thematch commands specify thematch criteria—the
conditions under which redistribution is allowed for the currentroute-map command. Theset
commands specify theset actions—the particular redistribution actions to perform if the criteria
enforced by thematch commands are met. Theno route-map command deletes the route map.

Thematch command has multiple formats. Thematch commands can be given in any order, and all
match commands must “pass” to cause the route to be redistributed according to theset actionsgiven
with theset commands. Theno forms of thematch commands remove the specified match criteria.

When you are passing routes through a route map, a route map can have several parts. Any rou
does not match at least onematch command relating to aroute-map command will be ignored; that is,
the route will not be advertised for outbound route maps and will not be accepted for inbound rou
maps. If you want to modify only some data, you must configure a second route map section with
explicit match specified.

There are situations in which the next hop for a route and the source networking device address a
the same.

Note A permit route map containing onlyset commands and nomatch commands permits all routes.

prefix-list prefix-list-name Name of an IPv6 prefix list.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example distributes routes that have been advertised by networking devices at the
addresses specified by the prefix list named marketing:

Router(config)# route-map name
Router(config-route-map)# match ipv6 route-source prefix-list marketing

Related Commands Command Description

match as-path Matches a BGP autonomous system path access list.

match community Matches a BGP community.

match ipv6 address Distributes IPv6 routes that have a prefix permitted by a prefix list.

match ipv6 next-hop Distributes IPv6 routes that have a next hop prefix permitted by a
prefix list.

match metric Redistributes routes with the metric specified.

match route-type Redistributes routes of the specified type.

route-map Defines the conditions for redistributing routes from one routing
protocol into another.

set as-path Modifies an autonomous system path for BGP routes.

set community Sets the BGP community attribute.

set level Indicates where to import routes.

set local preference Specifies a preference value for the autonomous system path.

set metric Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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To control the maximum number of parallel routes that an Intermediate System-to-Intermediate Sy
(IS-IS) IPv6 routing process can support, use themaximum-paths command in address family
configuration mode. To restore the default value, use theno form of this command.

maximum-paths number-paths

no maximum-paths

Syntax Description

Defaults Four paths

Command Modes Address family configuration

Command History

Examples The following example shows a maximum of two paths to a destination for the IPv6 IS-IS routing
process named area01 being configured:

Router(config)# router isis area01
Router(config-router)# address-family ipv6
Router(config-router-af)# maximum-paths 2

number-paths Maximum number of equal cost paths to a destination learned via IPv6 IS-IS
installed in the IPv6 routing table, in the range from 1 to 4. The default is 4.

Release Modification

12.2(8)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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To advertisenetwork layer reachability information (NLRI) with a Border Gateway Protocol (BGP)
neighbor, use theneighbor activatecommand in router configuration mode or address family
configuration mode. To disable advertising of NLRI with a BGP neighbor, use theno form of this
command.

neighbor { ip-address| peer-group-name| ipv6-address}  activate

no neighbor { ip-address| peer-group-name| ipv6-address}  activate

Syntax Description

Defaults Advertising NLRI for address family IPv4 is enabled. Advertising NLRI for all other address families
disabled.

Note NLRI for address family IPv4 is advertised by default for each BGP routing session configured with
neighbor remote-ascommand unless you configure theno bgp default ipv4-activatecommand before
configuring theneighbor remote-as command, or you disable the advertising of NLRI for address
family IPv4 with a specific neighbor by using theno form of theneighbor activate command.

Command Modes Router configuration
Address family configuration

Command History

Usage Guidelines Use this command to enable or disable the exchange of addresses with a neighboring router.

ip-address IPv4 address of the BGP neighbor.

peer-group-name Name of a BGP peer group.

ipv6-address IPv6 address of the BGP neighbor.

This argument must be in the form documented in RFC 2373 where th
address is specified in hexadecimal using 16-bit values between colon

Release Modification

11.0 This command was introduced.

12.0(5)T Support for address family configuration mode and the IPv4 address fami
were added.

12.2(2)T, 12.0(21)ST Theipv6-address argument and support for the IPv6 address family were
added.
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Examples The following example advertises NLRI for address family IPv4 unicast for all neighbors in the B
peer group named group1 and for the BGP neighbor 172.16.1.1:

(config)# address-family ipv4 unicast
(config-router-af)# neighbor group1 activate
(config-router-af)# neighbor 172.16.1.1 activate

The following example advertises NLRI for address family IPv6 for all neighbors in the BGP peer gr
named group2 and for the BGP neighbor 7000::2:

(config)# address-family ipv6
(config-router-af)# neighbor group2 activate
(config-router-af)# neighbor 7000::2 activate

Related Commands Command Description

address-family ipv4 Places the router in address family configuration mode for
configuring routing sessions, such as BGP, that use standard IPv4
address prefixes.

address-family ipv6 Places the router in address family configuration mode for
configuring routing sessions, such as BGP, that use standard IPv6
address prefixes.

address-family vpnv4 Places the router in address family configuration mode for
configuring routing sessions, such as BGP, that use standard VPNv
address prefixes.
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To enable the IPv6 address family for a Border Gateway Protocol (BGP) neighbor that does not su
capability negotiation, use theneighbor override-capability-negcommand in address family
configuration mode. To disable the IPv6 address family for a BGP neighbor that does not suppor
capability negotiation, use theno form of this command.

neighbor { peer-group-name| ipv6-address}  override-capability-neg

no neighbor { peer-group-name| ipv6-address}  override-capability-neg

Syntax Description

Defaults Capability negotiation is enabled.

Command Modes Address family configuration

Command History

Usage Guidelines Capability negotiation is used to establish a connection between BGP-speaking peers. If one of the
peers does not support capability negotiation, the connection is automatically terminated. Theneighbor
override-capability-neg command overrides the capability negotiation process and enables
BGP-speaking peers to establish a connection.

Theneighbor override-capability-negcommand is supported only in address family configuration
mode for the IPv6 address family.

Examples The following example enables the IPv6 address family for BGP neighbor 7000::2:

Router(config)# address-family ipv6
Router(config-router-af)# neighbor 7000::2 override-capability-neg

The following example enables the IPv6 address family for all neighbors in the BGP peer group na
group1:

Router(config)# address-family ipv6
Router(config-router-af)# neighbor group1 override-capability-neg

peer-group-name Name of a BGP peer group.

ipv6-address IPv6 address of the BGP neighbor.

This argument must be in the form documented in RFC 2373 where th
address is specified in hexadecimal using 16-bit values between colon

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Related Commands Command Description

address-family ipv6 Places the router in address family configuration mode for
configuring routing sessions, such as BGP, that use standard IPv6
address prefixes.
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To have the Cisco IOS software allow BGP sessions to use any operational interface for TCP
connections, use theneighbor update-sourcecommand in router configuration mode. To restore the
interface assignment to the closest interface, which is called the best local address, use theno form of
this command.

neighbor { ip-address| ipv6-address| peer-group-name}  update-sourceinterface-type

no neighbor { ip-address| ipv6-address| peer-group-name}  update-sourceinterface-type

Syntax Description

Defaults Best local address

Command Modes Router configuration

Command History

Usage Guidelines This feature can work in conjunction with the loopback interface feature described in the “Interfa
Configuration Overview” chapter of the Release 12.2,Cisco IOS Interface Configuration Guide.

If you specify a BGP peer group by using thepeer-group-name argument, all the members of the peer
group will inherit the characteristic configured with this command.

Theneighbor update-sourcecommand must be used to enable IPv6 link-local peering for internal
external BGP sessions.

Examples The following example sources BGP TCP connections for the specified neighbor with the IP addre
the loopback interface rather than the best local address:

router bgp 110
 network 172.16.0.0
 neighbor 172.16.2.3 remote-as 110

 neighbor 172.16.2.3 update-source Loopback0

ip-address IPv4 address of the BGP-speaking neighbor.

ipv6-address IPv6 address of the BGP-speaking neighbor.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

peer-group-name Name of a BGP peer group.

interface-type Interface type.

Release Modification

10.0 This command was introduced.

12.2(4)T, 12.0(21)ST Theipv6-address argument was added.
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The following example sources IPv6 BGP TCP connections for the specified neighbor in autonom
system 110 with the global IPv6 address of loopback interface 0 and the specified neighbor in
autonomous system 120 with the link-local IPv6 address of Fast Ethernet interface 0/0:

router bgp 110
  neighbor 3ffe::3 remote-as 110
  neighbor 3ffe::3 update-source Loopback0
  neighbor fe80::2 remote-as 120
  neighbor fe80::2 update-source FastEther 0/0

  address-family ipv6
neighbor 3ffe::3 activate
neighbor fe80::2 activate
exit-address-family

Related Commands Command Description

neighbor activate Enables the exchange of information with a BGP neighboring router.

neighbor remote-as Adds an entry to the BGP or multiprotocol BGP neighbor table.
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To diagnose basic network connectivity on Apollo, AppleTalk, Connectionless Network Service
(CLNS), DECnet, IP, IPv6, Novell IPX, VINES, or XNS networks, use theping (packet internet groper)
command in privileged EXEC mode or user EXEC mode.

ping [protocol] destination

Syntax Description

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines The user-level ping feature provides a basic ping facility for users that do not have system privile
This feature allows the Cisco IOS software to perform the simple default ping functionality for a num
of protocols. Only the terse form of theping command is supported for user-level pings.

The ping program sends an echo request packet to an address, then awaits a reply. Ping output c
you evaluate path-to-host reliability, delays over the path, and whether the host can be reached 
functioning.

If the system cannot map an address for a host name, it returns an “%Unrecognized host or addre
protocol not running” message.

To abnormally terminate a ping session, type the escape sequence—by default, Ctrl-^ X. You typ
default by simultaneously pressing and releasing the Ctrl, Shift, and 6 keys, and then pressing the

Table 14 describes the characters displayed by the ping facility in IPv4.

protocol (Optional) Protocol keyword, one ofapollo, appletalk, clns, decnet, ip, ipv6, ipx,
vines, or xns. The default protocol is IP.

destination (Optional in privileged EXEC mode; required in user EXEC mode) Destination
address or host name of the system to ping. The default parameters for the
appropriate protocol are assumed and the ping action begins.

Release Modification

10.0 This command was introduced.

12.2(2)T, 12.0(21)ST Support for IPv6 was added.

Table 14 ping Test Characters (IPv4)

Character Description

! Each exclamation point indicates receipt of a reply.

. Each period indicates that the network server timed out while waiting for a reply.

U A destination unreachable error protocol data unit (PDU) was received.

C A congestion experienced packet was received.

I User interrupted test.
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Table 15 describes the characters displayed by the ping facility in IPv6.

Note Not all protocols require hosts to support pings. For some protocols, the pings are Cisco-defined a
only answered by another Cisco router.

Examples The following user EXEC example shows sample ping output for the IPv6 host named host1:

Router>  ping host1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to FE80::260:3EFF:FE11:6770, timeout is 2 seconds:
!!!!!
Success rate is 100 percent, round-trip min/avg/max = 1/3/4 ms

After you enter theping command in privileged mode, the system prompts for one of the following
protocol keywords:apollo, appletalk, clns, decnet, ip, ipv6, ipx, vines, or xns. The default protocol is
IP.

If you enter a host name or address on the same line as theping command, the default action is taken as
appropriate for the protocol type of that name or address.

? Unknown packet type.

& Packet lifetime exceeded

Table 14 ping Test Characters (IPv4) (continued)

Character Description

Table 15 ping Test Characters (IPv6)

! Each exclamation point indicates receipt of a reply.

. Each period indicates that the network server timed out while waiting for a reply.

U Destination unreachable. No route to host.

A Destination unreachable. Administratively blocked.

N Destination unreachable. Beyond scope.

H Destination unreachable. Unreachable address.

S Destination unreachable. No port.

@ Destination unreachable. Unknown reason.

B Packet too big.

T Time exceeded.

P Parameter problem.

? Unknown error.
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Although the precise dialog varies somewhat from protocol to protocol, all are similar to the ping ses
using default values shown in the following output:

Router#  ping

Protocol [ip]: ipv6
Target IPv6 address: FE80::260:3EFF:FE11:6770
Repeat count [5]:
Datagram size [100]:
Timeout in seconds [2]:
Extended commands? [no]:
Output Interface:
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to FE80::260:3EFF:FE11:6770, timeout is 2 seconds:
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Note In Cisco IOS Release 12.2(8)T or later releases, an IPv6 address enclosed in square brackets ([ ]
as [FE80::260:3EFF:FE11:6770] in the example, is acceptable to the system. Refer to RFC 2732,Format
for Literal IPv6 Addresses in URL’s,for more information on the use of square brackets with literal IPv
addresses in URLs.

Table 16 describes the defaultping fields shown in the display.

Table 16 ping Field Descriptions

Field Description

Protocol [ip]: Prompts for a supported protocol. Enterapollo, appletalk, clns,
decnet, ip, ipv6, ipx, vines, or xns. Default: IP.

Target IP address: Prompts for the address or host name of the destination node you p
to ping. If you have specified a supported protocol other than IP (the
default protocol), enter an appropriate address for that protocol here
Default: none.

Repeat count [5]: Number of ping packets that will be sent to the destination address
Default: 5.

Datagram size [100]: Size of the ping packet (in bytes). Default: 100 bytes.

Timeout in seconds [2]: Timeout interval (in seconds). Default: 2.

Extended commands [n]: Specifies whether a series of additional commands appears. Defa
no.

In an IPv6 dialog for theping command, entering yes in the Extended
commands [n] field displays the UDP protocol? [no], Priority [0], and
Include extension headers? [no] fields.

UDP protocol? [no]:

(not shown in sample output)

Specifies UDP packets or ICMPv6 packets. Default: no (ICMP packets
are sent).

Priority [0]:

(not shown in sample output)

Specifies the traffic class. Default is 0.

Include extension headers?
[no]:

(not shown in sample output)

Includes destination options extension headers in the echo request
packets. Default: no.
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Output Interface: Specifies the interface out of which the echo request packet is sen
the destination node. Default: determined by the router.

Sweep range of sizes [n]:

(not shown in sample output)

Allows you to vary the sizes of the echo packets being sent. This
capability is useful for determining the minimum sizes of the
maximum transmission units (MTUs) configured on the nodes along
the path to the destination address. Packet fragmentation contributin
to performance problems can then be reduced. (This field is not
included in the IPv6 dialog for theping command.)

!!!!! Each exclamation point (!) indicates receipt of a reply. A period (.)
indicates that the network server timed out while waiting for a reply.
Other characters may appear in the ping output display, depending o
the protocol type.

Success rate is 100 percent Percentage of packets successfully echoed back to the router. Any
less than 80 percent is usually considered problematic.

round-trip min/avg/max =
1/2/4 ms

Round-trip minimum, average, and maximum time intervals for the
protocol echo packets (in milliseconds).

Table 16 ping Field Descriptions (continued)

Field Description
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poison-reverse (IPv6 RIP)
To configure the poison reverse processing of IPv6 Routing Information Protocol (RIP) router upd
use thepoison-reversecommand in router configuration mode. To disable the poison reverse proces
of IPv6 RIP updates, use theno form of this command.

poison-reverse

no poison-reverse

Syntax Description This command has no keywords or arguments

Defaults Poison reverse is not configured.

Command Modes Router configuration

Command History

Usage Guidelines This command configures poison reverse processing of IPv6 RIP router updates. When poison r
is configured, routes learned via RIP are advertised out the interface over which they were learne
with an unreachable metric.

If both poison reverse and split horizon are configured, then simple split horizon behavior (suppres
of routes out of the interface over which they were learned) is replaced by poison reverse behav

Examples The following example configures poison reverse processing for the IPv6 RIP routing process na
cisco:

Router(config)# ipv6 router rip cisco
Router(config-rtr-rip)# poison-reverse

Related Commands

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

split-horizon (IPv6 RIP) Configure split horizon processing of IPv6 RIP router updates.
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To configure a specified User Datagram Protocol (UDP) port and multicast address for an IPv6 Ro
Information Protocol (RIP) routing process, use theport command in router configuration mode. To
return the port number and multicast address to their default values, use theno form of this command.

port port-number multicast-group multicast-address

no port port-number multicast-group multicast-address

Syntax Description

Defaults UDP port 521; multicast address FF02::9

Command Modes Router configuration

Command History

Usage Guidelines Two IPv6 RIP routing processes cannot use the same UDP port. If two IPv6 RIP routing process
configured on the same UDP port, the second process will not start up until the configuration confl
resolved. Two IPv6 RIP routing processes can use the same multicast address.

port-number The UDP port number. Can be a number from 1 to 65535.Table 17 in the
“Usage Guidelines” section lists common UDP services and their port
numbers.

multicast-group Specifies a multicast group.

multicast-address The address or host name of the multicast group.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Table 17 Common UDP Services and Their Port Numbers

Service Port

Domain Name System (DNS) 53

Network File System (NFS) 2049

remote-procedure call (RPC) 111

Simple Network Management Protocol (SNMP) 161

Trivial File Transfer Protocol (TFTP) 69
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Examples The following example configures UDP 200 and multicast address FF02::9 for the IPv6 RIP routi
process named cisco:

Router(config)# ipv6 router rip cisco
Router(config-rtr-rip)# port 200 multicast-group FF02::9
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protocol ipv6 (ATM)
To map the IPv6 address of a remote node to the ATM permanent virtual circuit (PVC) used to reac
address, use theprotocol ipv6 command in ATM VC configuration mode. To remove the static map, u
theno form of this command.

protocol ipv6 ipv6-address [[no] broadcast]

no protocol ipv6 ipv6-address[[no] broadcast]

Syntax Description

Defaults No mapping is defined.

Command Modes ATM VC configuration (for an ATM PVC)

Command History

Examples In the following example, two nodes named Cisco 1 and Cisco 2 are connected by a single PVC.
point-to-point subinterface ATM0.132 is used on both nodes to terminate the PVC; therefore, the
mapping between the IPv6 addresses of both nodes and the PVC is implicit (no additional mappin
required).

Cisco 1 Configuration
interface ATM0
 no ip address
!
interface ATM0.132 point-to-point
 pvc 1/32
  encapsulation aal5snap
 !
 ipv6 address 3ffe:1111:2222:1003::72/64

ipv6-address Destination IPv6 (protocol) address that is being mapped to a PVC.

This argument must be in the form documented in RFC 2373 where th
address is specified in hexadecimal using 16-bit values between colon

no broadcast (Optional) Indicates whether the map entry should be used when IPv6
multicast packets (not broadcast packets) are sent to the interface.
Pseudobroadcasting is supported. The [no] broadcast keywords in the
protocol ipv6 command take precedence over thebroadcast command
configured on the same ATM PVC.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Cisco 2 Configuration
interface ATM0
 no ip address
!
interface ATM0.132 point-to-point
 pvc 1/32
  encapsulation aal5snap
 !
 ipv6 address 3ffe:1111:2222:1003::45/64

In the following example, the same two nodes (Cisco 1 and Cisco 2) from the previous example a
connected by the same PVC. In this example, however, the point-to-multipoint interface ATM0 is
used on both nodes to terminate the PVC; therefore, explicit mappings are required between the
link-local and global IPv6 addresses of interface ATM0 on both nodes and the PVC. Additionally,
ATM pseudobroadcasts are enabled on the link-local address of interface ATM0 on both nodes.

Cisco 1 Configuration
interface ATM0
 no ip address
 pvc 1/32
  protocol ipv6 3ffe:1111:2222:1003::45
  protocol ipv6 FE80::60:2FA4:8291:2 broadcast
  encapsulation aal5snap
 !
 ipv6 address 3ffe:1111:2222:1003::72/64

Cisco 2 Configuration
interface ATM0
 no ip address
 pvc 1/32
  protocol ipv6 FE80::60:3E47:AC8:C broadcast
  protocol ipv6 3ffe:1111:2222:1003::72
  encapsulation aal5snap
 !
 ipv6 address 3ffe:1111:2222:1003::45/64

Related Commands Command Description

show atm map Displays the list of all configured ATM static maps to remote hosts
on an ATM network and on ATM bundle maps.
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redistribute (IPv6)
To redistribute IPv6 routes from one routing domain into another routing domain, use theredistribute
command in address family configuration or router configuration mode. To disable redistribution,
theno form of this command.

redistribute protocol [process-id] { level-1 [ into level-2] | level-1-2| level-2 [ into level-1]}
[metric metric-value] [metric-type { internal  | external}] [ route-map map-name]

no redistribute protocol [process-id] { level-1 [ into level-2] | level-1-2| level-2 [ into level-1]}
[metric metric-value] [metric-type { internal  | external}] [ route-map map-name]

Syntax Description protocol Source protocol from which routes are being redistributed. It can be
one of the following keywords: bgp, connected, isis, rip , or static.

Thestatic keyword is used to redistribute IP static routes.

Theconnectedkeyword refers to routes that are established
automatically by virtue of IPv6 having been enabled on an interface
For routing protocols such as Intermediate System-to-Intermediate
System (IS-IS), these routes will be redistributed as external to the
autonomous system.

process-id (Optional) For thebgp keyword, this is a Border Gateway Protocol
(BGP) autonomous system number, which is a 16-bit decimal
number.

For theisis keyword, this is an optional tag value that defines a
meaningful name for a routing process. You can specify only one
IS-IS process per router. Creating a name for a routing process mean
that you use names when configuring routing.

For the rip keyword, this is an optional tag value that defines a
meaningful name for an IPv6 Routing Information Protocol (RIP)
routing process.

level-1 [ into level-2] Specifies that IS-IS Level 1 routes are redistributed into other IP
routing protocols independently.

To distribute IS-IS Level 1 routes into Level 2 in another IS-IS
instance, use the optionalinto level-2 keywords.

level-1-2 Specifies that IS-IS both Level 1 and Level 2 routes are redistributed
into other IP routing protocols.

level-2 [ into level-1] Specifies that IS-IS Level 2 routes are redistributed into other IP
routing protocols independently.

To distribute IS-IS Level 2 routes into Level 1 in another IS-IS
instance, use the optionalinto level-1 keywords

metric metric-value (Optional) Metric used for the redistributed route. If a value is not
specified for this option, and no value is specified using the
default-metric command, the default metric value is 0. Use a value
consistent with the destination protocol.
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Defaults Route redistribution is disabled.
protocol: No source protocol is defined.
process-id: No process ID is defined.
metric metric-value: 0.
metric-type internal  | external: Internal.
route-map map-name: If the route-map keyword is not entered, all routes are redistributed; if no
map-name value is entered, no routes are imported.

Command Modes Address family configuration
Router configuration

Command History

Usage Guidelines Changing or disabling any keyword will not affect the state of other keywords.

A router receiving an IPv6 IS-IS route with an internal metric will consider the cost of the route fr
itself to the redistributing router plus the advertised cost to reach the destination. An external metric
considers the advertised metric to reach the destination.

IS-IS will ignore any configured redistribution of routes configured with theconnectedkeyword. IS-IS
will advertise a prefix on an interface if either IS-IS is running over the interface or the interface i
configured as passive.

Routes learned from IPv6 routing protocols can be redistributed into IPv6 IS-IS at Level 1 into an
attached area or at Level 2. Thelevel-1-2 keyword allows both Level 1 and Level 2 routes in a single
command.

For IPv6 RIP use theredistribute (IPv6) command to advertise static routes as if they were directly
connected routes.

metric-type { internal |
external}

(Optional) For IS-IS, the external link type associated with the
default route advertised into the IS-IS routing domain. The link type
can be one of two values:

• internal—IS-IS metric that is < 63.

• external—IS-IS metric that is > 64 < 128.

The default isinternal .

route-map (Optional) Route map that should be interrogated to filter the
importation of routes from this source routing protocol to the current
routing protocol. If this keyword is not specified, all routes are
redistributed. If this keyword is specified, but no route map names are
listed, no routes are imported.

map-name (Optional) Identifier of a configured route map.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Caution Advertising static routes as directly connected routes can cause routing loops if improperly config

Redistributed IPv6 RIP routing information should always be filtered by thedistribute-list prefix-list
(IPv6 RIP) router configuration command. Use of thedistribute-list prefix-list (IPv6 RIP) command
ensures that only those routes intended by the administrator are passed along to the receiving ro
protocol.

Note Themetric value specified in theredistribute  command for IPv6 RIP supersedes themetric value
specified using thedefault-metric command.

Examples The following example configures IPv6 IS-IS to redistribute IPv6 BGP routes. The metric is spec
as 5, and the metric type will be set to external, indicating that it has lower priority than internal met

Router(config)# router isis
Router(config-router)# address-family ipv6
Router(config-router-af)# redistribute bgp 64500 metric 5 metric-type external

The following example redistributes IPv6 BGP routes into the IPv6 RIP routing process named c

Router(config)# ipv6 router rip cisco
Router(config-rtr-rip)# redistribute bgp

Related Commands Command Description

default-metric Specifies a default metric for redistributed routes.

distribute-list prefix-list (IPv6 RIP) Applies a prefix list to IPv6 RIP routing updates that are
received or sent on an interface.
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set ipv6 next-hop (BGP)
To indicate where to output IPv6 packets that pass a match clause of a route map for policy routing
theset ipv6 next-hop command in route-map configuration mode. To delete an entry, use theno form
of this command.

set ipv6 next-hopipv6-address[ link-local-address]

no set ipv6 next-hopipv6-address[ link-local-address]

Syntax Description

Defaults Disabled

Command Modes Route-map configuration

Command History

Usage Guidelines Theset ipv6 next-hopcommand is similar to theset ip next-hopcommand, except that it is
IPv6-specific.

Theset commands specify theset actions—the particular routing actions to perform if the criteria
enforced by thematch commands are met.

When theset ipv6 next-hopcommand is used with thepeer-addresskeyword in an inbound route map
of a BGP peer, the next hop of the received matching routes will be set to be the neighbor peerin
address, overriding any third-party next hops. So the same route map can be applied to multiple
peers to override third-party next hops.

When theset ipv6 next-hopcommand is used with thepeer-addresskeyword in an outbound route map
of a BGP peer, the next hop of the advertised matching routes will be set to be the peering address
local router, thus disabling the next hop calculation. Theset ipv6 next-hop command has finer
granularity than the per-neighborneighbor next-hop-self command, because you can set the next ho
for some routes, but not others. Theneighbor next-hop-self command sets the next hop for all routes
sent to that neighbor.

ipv6-address IPv6 global address of the next hop to which packets are output. It need no
be an adjacent router.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

link-local-address (Optional) IPv6 link-local address of the next hop to which packets are
output. It must be an adjacent router.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

Release Modification

12.2(4)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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The set clauses can be used in conjunction with one another. They are evaluated in the following

1. set ipv6 next-hop

2. set interface

3. set ip default next-hop

4. set default interface

Examples The following example configures the IPv6 multiprotocol BGP peer FE80::250:BFF:FE0E:A471 a
sets the route map named nh6 to include the IPv6 next hop global addresses of Fast Ethernet inte
of the neighbor in BGP updates. The IPv6 next hop link-local address can be sent to the neighbor b
nh6 route map or from the interface specified by theneighbor update-source router configuration
command.

router bgp 170
neighbor FE80::250:BFF:FE0E:A471 remote-as 150
neighbor FE80::250:BFF:FE0E:A471 update-source fastether 0

address-family ipv6
neighbor FE80::250:BFF:FE0E:A471 activate
neighbor FE80::250:BFF:FE0E:A471 route-map nh6 out

route-map nh6
set ipv6 next-hop 3ffe:506::1

Note If you specify only the global IPv6 next hop address (the ipv6-address argument) with theset ipv6
next-hop command after specifying the neighbor interface (theinterface-type argument) with the
neighbor update-source command, the link-local address of the neighbor interface is included as 
next hop in the BGP updates. Therefore, only one route map that sets the global IPv6 next hop ad
in BGP updates is required for multiple BGP peers that use link-local addresses.

Related Commands Command Description

ip policy route-map Identifies a route map to use for policy routing on an interface.

match ipv6 address Distributes IPv6 routes that have a prefix permitted by a prefix list.

match ipv6 next-hop Distributes IPv6 routes that have a next hop prefix permitted by a prefix list

match ipv6
route-source

Distributes IPv6 routes that have been advertised by routers at an addre
specified by a prefix list.

neighbor next-hop-self Disables next-hop processing of BGP updates on the router.

neighbor
update-source

Specifies that the Cisco IOS software allow BGP sessions to use any
operational interface for TCP connections

route-map (IP) Defines the conditions for redistributing routes from one routing protocol
into another, or enables policy routing.
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show atm map
To display the list of all configured ATM static maps to remote hosts on an ATM network and on AT
bundle maps, use theshow atm map command in privileged EXEC mode.

show atm map

Syntax Description This command has no arguments or keywords.

Command Modes Privileged EXEC

Command History

Examples The following is sample output from theshow atm mapcommand for a bundle called san-jose (0/122
0/123, 0/124, and 0/126 are the virtual path and virtual channel identifiers of the bundle member

Router# show atm map

Map list san-jose_B_ATM1/0.52 : PERMANENT
ip 10.1.1.1. maps to bundle san-jose, 0/122, 0/123, 0/124, 0/126, ATM1/0.52, broadcast

The following is sample output from theshow atm mapcommand for an ATM-CES PA on the
Cisco 7200 series router:

Router# show atm map

Map list alien: PERMANENT
ip 10.1.1.1 maps to VC 6
ip 10.1.1.2 maps to VC 6

The following is sample output from theshow atm mapcommand that displays information for a bundle
called new-york:

Router# show atm map

Map list atm:
vines 3004B310:0001 maps to VC 4, broadcast
ip 172.21.168.110 maps to VC 1, broadcast
clns 47.0004.0001.0000.0c00.6e26.00 maps to VC 6, broadcast
appletalk 10.1 maps to VC 7, broadcast

Release Modification

10.0 This command was introduced.

11.1 CA This command was modified to include an example for the ATM-CES por
adapter (PA).

12.0(3)T This command was modified to include display for ATM bundle maps. An
ATM bundle map identifies a bundle and all of its related virtual circuits
(VCs).

12.2(2)T, 12.0(21)ST The display output for this command was modified to include the IPv6
address mappings of remote nodes to ATM permanent virtual circuits
(PVCs).
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decnet 10.1 maps to VC 2, broadcast
Map list new-york: PERMANENT
ip 10.0.0.2 maps to bundle new-york, 0/200, 0/205, 0/210, ATM1/0.1

The following is sample output from theshow atm map command for a multipoint connection:

Router# show atm map

Map list atm_pri: PERMANENT
ip 10.4.4.4 maps to NSAP CD.CDEF.01.234567.890A.BCDE.F012.3456.7890.1234.12, broadcast,
aal5mux, multipoint connection up, VC 6
ip 10.4.4.6 maps to NSAP DE.CDEF.01.234567.890A.BCDE.F012.3456.7890.1234.12, broadcast,
aal5mux, connection up, VC 15, multipoint connection up, VC 6

Map list atm_ipx: PERMANENT
ipx 1004.dddd.dddd.dddd maps to NSAP DE.CDEF.01.234567.890A.BCDE.F012.3456.7890.1234.12,
broadcast, aal5mux, multipoint connection up, VC 8
ipx 1004.cccc.cccc.cccc maps to NSAP CD.CDEF.01.234567.890A.BCDE.F012.3456.7890.1234.12,
broadcast, aal5mux, multipoint connection up, VC 8

Map list atm_apple: PERMANENT
appletalk 62000.5 maps to NSAP CD.CDEF.01.234567.890A.BCDE.F012.3456.7890.1234.12,
broadcast, aal5mux, multipoint connection up, VC 4
appletalk 62000.6 maps to NSAP DE.CDEF.01.234567.890A.BCDE.F012.3456.7890.1234.12,
broadcast, aal5mux, multipoint connection up, VC 4

The following is sample output from theshow atm mapcommand if you configure an ATM PVC using
thepvc command:

Router# show atm map

Map list endA: PERMANENT
ip 10.11.11.1 maps to VC 4, VPI 0, VCI 60, ATM0.2

The following sample output from theshow atm map command shows the link-local and global IPv6
addresses (FE80::60:3E47:AC8:C and 3ffe:1111:2222:1003::72, respectively) of a remote node th
explicitly mapped to PVC 1/32 of ATM interface 0.

Router# show atm map

Map list ATM0pvc1 : PERMANENT
ipv6 FE80::60:3E47:AC8:C maps to VC 1, VPI 1, VCI 32, ATM0
        , broadcast
ipv6 3ffe:1111:2222:1003::72 maps to VC 1, VPI 1, VCI 32, ATM0

Table 18 describes the significant fields shown in the displays.

Table 18 show atm map Field Descriptions

Field Description

Map list Name of map list.

PERMANENT This map entry was entered from configuration;
it was not entered automatically by a process.

protocol address maps to VC x
or
protocol address maps to NSAPaddress

Name of protocol, the protocol address, and the
virtual circuit descriptor (VCD) or network
service access point (NSAP) to which the
address is mapped (for ATM VCs configured
with theatm pvc command).

broadcast Indicates pseudobroadcasting.
145



IPv6 for Cisco IOS Software, File 3 of 3: Commands
show atm map

r

e

pe

the
Related Commands

protocol addressmaps to VPIx, VCI x, ATM
x.x

or

protocol addressmaps to NSAPaddress

Name of protocol, the protocol address, the
virtual path identifier (VPI) number, the virtual
channel identifier (VCI) number, and the ATM
interface or subinterface (for ATM PVCs
configured using thepvc command).

or

Name of the protocol, the protocol address, and
the NSAP to which the address is mapped (for
ATM switched virtual circuits (SVCs)
configured using thesvc command).

aal5mux Indicates the encapsulation used, a multipoint or
point-to-point VC, and the number of the virtual
circuit.

multipoint connection up Indicates that this is a multipoint VC.

VC 6 Number of the VC.

connection up Indicates a point-to-point VC.

VPI VPI for the VC.

VCI VCI for the VC.

ATMx.x ATM interface or subinterface number.

Map list Name of the bundle whose mapping information
follows.

ip address maps to bundlebundle-name
vc-members

IP address of the bundle and VC members that
belong to the bundle.

Table 18 show atm map Field Descriptions (continued)

Field Description

Command Description

protocol (ATM) Configures a static map for an ATM PVC, SVC, VC class, or VC bundle.
Enables Inverse ARP or Inverse ARP broadcasts on an ATM PVC by eithe
configuring Inverse ARP directly on the PVC, on the VC bundle, or in a VC
class (applies to IP and IPX protocols only).

protocol ipv6 (ATM) Maps the IPv6 address of a remote node to the ATM PVC used to reach th
address.

pvc Creates or assigns a name to an ATM PVC, specifies the encapsulation ty
on an ATM PVC, or enters interface-ATM-VC configuration mode.

show atm bundle Displays the bundle attributes assigned to each bundle VC member and 
current working status of the VC members.

show atm bundle
statistics

Displays statistics on the specified bundle.

svc Creates an ATM SVC and specifies destination NSAP address on an
interface or subinterface.
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To display entries in the IPv6 Border Gateway Protocol (BGP) routing table, use theshow bgp ipv6
command in privileged EXEC mode or user EXEC mode.

show bgp ipv6[ ipv6-prefix/prefix-length] [ longer-prefixes]

Syntax Description

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow bgp ipv6command provides output similar to theshow ip bgpcommand, except that it is
IPv6-specific.

Examples The following is sample output from theshow bgp ipv6command:

Router# show bgp ipv6

BGP table version is 12612, local router ID is 172.16.7.225
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop            Metric LocPrf Weight Path
*                   3FFE:C00:E:C::2                        0 3748 4697 1752 i
*                   3FFE:1100:0:CC00::1
                                                           0 1849 1273 1752 i
*  2001:618:3::/48  3FFE:C00:E:4::2          1             0 4554 1849 65002 i
*>                  3FFE:1100:0:CC00::1
                                                           0 1849 65002 i
*  2001:620::/35    3FFE:80A0:0:F004::1
                                                           0 3320 1275 559 i
*                   3FFE:C00:E:9::2                        0 1251 1930 559 i
*                   3FFE:3600::A                           0 3462 10566 1930 559 i

ipv6-prefix (Optional) IPv6 network number, entered to display a particular network in
the IPv6 BGP routing table.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

/prefix-length (Optional) The length of the IPv6 prefix. A decimal value that indicates how
many of the high-order contiguous bits of the address comprise the prefix (th
network portion of the address). A slash mark must precede the decimal valu

longer-prefixes (Optional) Displays route and more specific routes.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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*                   3FFE:700:20:1::11
                                                           0 293 1275 559 i
*                   3FFE:C00:E:4::2          1             0 4554 1849 1273 559 i
*                   3FFE:C00:E:B::2                        0 237 3748 1275 559 i

Table 19 describes the significant fields shown in the display.

Table 19 show bgp ipv6 Field Descriptions

Field Description

BGP table version Internal version number of the table. This number is incremented
whenever the table changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted
decimal format).

Status codes Status of the table entry. The status is displayed at the beginning
each line in the table. It can be one of the following values:

s—The table entry is suppressed.

d—The table entry is dampened.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the en
of each line in the table. It can be one of the following values:

i—Entry originated from the Interior Gateway Protocol (IGP) and
was advertised with anetwork router configuration command.

e—Entry originated from the Exterior Gateway Protocol (EGP).

?—Origin of the path is not clear. Usually, this is a router that is
redistributed into BGP from an IGP.

Network IPv6 address of a network entity.

Next Hop IPv6 address of the next system that is used when forwarding a
packet to the destination network. An entry of two colons (::)
indicates that the router has some non-BGP routes to this network

Metric If shown, this is the value of the interautonomous system metric.

LocPrf Local preference value as set with theset local-preference
route-map configuration command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can b
one entry in this field for each autonomous system in the path.
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The following is sample output from theshow bgp ipv6command, showing information for prefix
3FFE:500::/24.

Router# show bgp ipv6 3FFE:500::/24

BGP routing table entry for 3FFE:500::/24, version 19421
Paths: (6 available, best #1)
  Advertised to peer-groups:
     6BONE
  293 3425 2500
    3FFE:700:20:1::11 from 3FFE:700:20:1::11 (192.168.2.27)
      Origin IGP, localpref 100, valid, external, best
  4554 293 3425 2500
    3FFE:C00:E:4::2 from 3FFE:C00:E:4::2 (192.168.1.1)
      Origin IGP, metric 1, localpref 100, valid, external
  33 293 3425 2500
    3FFE:C00:E:5::2 from 3FFE:C00:E:5::2 (209.165.18.254)
      Origin IGP, localpref 100, valid, external
      Dampinfo: penalty 673, flapped 429 times in 10:47:45
  6175 7580 2500
    3FFE:C00:E:1::2 from 3FFE:C00:E:1::2 (209.165.223.204)
      Origin IGP, localpref 100, valid, external
1849 4697 2500, (suppressed due to dampening)
    3FFE:1100:0:CC00::1 from 3FFE:1100:0:CC00::1 (172.31.38.102)
      Origin IGP, localpref 100, valid, external
      Dampinfo: penalty 3938, flapped 596 times in 13:03:06, reuse in 00:59:10
237 10566 4697 2500
    3FFE:C00:E:B::2 from 3FFE:C00:E:B::2 (172.31.0.3)
      Origin IGP, localpref 100, valid, external

Note If a prefix has not been advertised to any peer, the display shows “Not advertised to any peer.”

Related Commands Command Description

clear bgp ipv6 Resets an IPv6 BGP connection or session.

neighbor soft-reconfiguration Configures the Cisco IOS software to start storing updates.
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show bgp ipv6 community
To display routes that belong to specified IPv6 Border Gateway Protocol (BGP) communities, us
show bgp ipv6 communitycommand in privileged EXEC mode or user EXEC mode.

show bgp ipv6 community[community-number] [ local-as| no-advertise| no-export]

Syntax Description

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow bgp ipv6 communitycommand provides output similar to theshow ip bgp community
command, except that it is IPv6-specific.

Communities are set with theset community route-map configuration command. You must enter the
numerical communities before the well-known communities. For example, the following string is 
valid:

Router>  show ipv6 bgp community local-as 111:12345

Use the following string instead:

Router>  show ipv6 bgp community 111:12345 local-as

community-number (Optional) Valid value is a community number in the range from 1 to
4294967295 or AA:NN (autonomous system-community number/2-byte
number).

local-as (Optional) Displays only routes that are not sent outside of the local
autonomous system (well-known community).

no-advertise (Optional) Displays only routes that are not advertised to any peer
(well-known community).

no-export (Optional) Displays only routes that are not exported outside of the local
autonomous system (well-known community).

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
150



IPv6 for Cisco IOS Software, File 3 of 3: Commands
show bgp ipv6 community

 of

d

Examples The following is sample output from theshow bgp ipv6 communitycommand:

router# show bgp ipv6 community 111:12345

BGP table version is 69, local router ID is 10.2.64.5
Status codes:s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

    Network Next Hop Metric LocPrf Weight Path
*> 2000:0:0:1::1/64 :: 0 32768 i
*> 2000:0:0:1:1::/80 :: 0 32768 ?
*> 2000:0:0:2::/64 2000:0:0:3::2 0 2 i
*> 2000:0:0:2:1::/80 2000:0:0:3::2 0 2 ?
*  2000:0:0:3::1/64 2000:0:0:3::2 0 2 ?
*> :: 0 32768 ?
*> 2000:0:0:4::/64 2000:0:0:3::2 0 2 ?
*> 2000:0:0:5::1/64 :: 0 32768 ?
*> 2000:0:0:6::/64 2000:0:0:3::2 0 2 3 i
*> 2010::/64 :: 0 32768 ?
*> 2020::/64 :: 0 32768 ?
*> 2030::/64 :: 0 32768 ?
*> 2040::/64 :: 0 32768 ?
*> 2050::/64 :: 0 32768 ?

Table 20 describes the significant fields shown in the display.

Table 20 show bgp ipv6 community Field Descriptions

Field Description

BGP table version Internal version number of the table. This number is incremented
whenever the table changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted
decimal format).

Status codes Status of the table entry. The status is displayed at the beginning
each line in the table. It can be one of the following values:

s—The table entry is suppressed.

d—The table entry is dampened.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the en
of each line in the table. It can be one of the following values:

i—Entry originated from the Interior Gateway Protocol (IGP) and
was advertised with anetwork router configuration command.

e—Entry originated from the Exterior Gateway Protocol (EGP).

?—Origin of the path is not clear. Usually, this is a router that is
redistributed into BGP from an IGP.

Network IPv6 address of a network entity.
151



IPv6 for Cisco IOS Software, File 3 of 3: Commands
show bgp ipv6 community

.

e

Related Commands

Next Hop IPv6 address of the next system that is used when forwarding a
packet to the destination network. An entry of two colons (::)
indicates that the router has some non-BGP routes to this network

Metric If shown, this is the value of the interautonomous system metric. This
field is frequently not used.

LocPrf Local preference value as set with theset local-preference
route-map configuration command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can b
one entry in this field for each autonomous system in the path.

Table 20 show bgp ipv6 community Field Descriptions (continued)

Field Description

Command Description

clear bgp ipv6 Resets an IPv6 BGP connection or session.

ip bgp-community new-format Displays BGP communities in the format AA:NN (autonomous
system-community number/2-byte number).

neighbor soft-reconfiguration Configures the Cisco IOS software to start storing updates.
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show bgp ipv6 community-list
To display routes that are permitted by the IPv6 Border Gateway Protocol (BGP) community list, us
show bgp ipv6 community-listcommand in privileged EXEC mode or user EXEC mode.

show bgp ipv6 community-listcommunity-list-number [exact-match]

Syntax Description

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow bgp ipv6 community-listcommand provides output similar to theshow ip bgp
community-list command, except that it is IPv6-specific.

Examples The following is sample output of theshow bgp ipv6 community-listcommand for community list
number 3:

Router# show bgp ipv6 community-list 3

BGP table version is 14, local router ID is 10.2.64.6
Status codes:s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

    Network Next Hop Metric LocPrf Weight Path
*> 2000:0:0:1::/64 2000:0:0:3::1 0 1 i
*> 2000:0:0:1:1::/80 2000:0:0:3::1 0 1 i
*> 2000:0:0:2::1/64 :: 0 32768 i
*> 2000:0:0:2:1::/80 :: 0 32768 ?
*  2000:0:0:3::2/64 2000:0:0:3::1 0 1 ?
*>  :: 0 32768 ?
*> 2000:0:0:4::2/64 :: 0 32768 ?
*> 2000:0:0:5::/64 2000:0:0:3::1 0 1 ?
*> 2010::/64 2000:0:0:3::1 0 1 ?
*> 2020::/64 2000:0:0:3::1 0 1 ?
*> 2030::/64 2000:0:0:3::1 0 1 ?
*> 2040::/64 2000:0:0:3::1 0 1 ?
*> 2050::/64 2000:0:0:3::1 0 1 ?

Table 21 describes the significant fields shown in the display.

community-list-number Community list number in the range from 1 to 199.

exact-match (Optional) Displays only routes that have an exact match.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST
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Related Commands

Table 21 show bgp ipv6 community-list Field Descriptions

Field Description

BGP table version Internal version number of the table. This number is incremented
whenever the table changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted
decimal format).

Status codes Status of the table entry. The status is displayed at the beginning
each line in the table. It can be one of the following values:

s—The table entry is suppressed.

d—The table entry is dampened.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the en
of each line in the table. It can be one of the following values:

i—Entry originated from the Interior Gateway Protocol (IGP) and
was advertised with anetwork router configuration command.

e—Entry originated from the Exterior Gateway Protocol (EGP).

?—Origin of the path is not clear. Usually, this is a router that is
redistributed into BGP from an IGP.

Network IPv6 address of a network entity.

Next Hop IPv6 address of the next system that is used when forwarding a
packet to the destination network. An entry of two colons (::)
indicates that the router has some non-BGP routes to this network

Metric If shown, this is the value of the interautonomous system metric. This
field is frequently not used.

LocPrf Local preference value as set with theset local-preference
route-map configuration command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can b
one entry in this field for each autonomous system in the path.

Command Description

clear bgp ipv6 Resets an IPv6 BGP connection or session.

neighbor soft-reconfiguration Configures the Cisco IOS software to start storing updates.
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show bgp ipv6 dampened-paths
To display IPv6 Border Gateway Protocol (BGP) dampened routes, use the show bgp ipv6
dampened-pathscommand in privileged EXEC mode or user EXEC mode.

show bgp ipv6 dampened-paths

Syntax Description This command has no arguments or keywords.

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow bgp ipv6 dampened-pathscommand provides output similar to theshow ip bgp
dampened-pathscommand, except that it is IPv6-specific.

Examples The following is sample output from theshow bgp ipv6 dampened-paths command:

Router# show bgp ipv6 dampened-paths

BGP table version is 12610, local router ID is 192.168.7.225
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          From             Reuse    Path
*d 3FFE:1000::/24   3FFE:C00:E:B::2  00:00:10 237 2839 5609 i
*d 2001:228::/35    3FFE:C00:E:B::2  00:23:30 237 2839 5609 2713 i

Table 22 describes the significant fields shown in the display.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Table 22 show bgp ipv6 dampened-paths Field Descriptions

Field Description

BGP table version Internal version number of the table. This number is incremented
whenever the table changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted
decimal format).
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Related Commands

Status codes Status of the table entry. The status is displayed at the beginning
each line in the table. It can be one of the following values:

s—The table entry is suppressed.

d—The table entry is dampened.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the en
of each line in the table. It can be one of the following values:

i—Entry originated from the Interior Gateway Protocol (IGP) and
was advertised with anetwork router configuration command.

e—Entry originated from the Exterior Gateway Protocol (EGP).

?—Origin of the path is not clear Usually, this is a router that is
redistributed into BGP from an IGP.

Network Indicates the network to which the route is dampened.

From IPv6 address of the peer that advertised this path.

Reuse Time (in hours:minutes:seconds) after which the path will be mad
available.

Path Autonomous system path of the route that is being dampened.

Table 22 show bgp ipv6 dampened-paths Field Descriptions (continued)

Field Description

Command Description

bgp dampening Enables BGP route dampening or changes various BGP route
dampening factors.

clear bgp ipv6 dampening Clears IPv6 BGP route dampening information and unsuppresses th
suppressed routes.
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To display routes that conform to a specified IPv6 filter list, use theshow bgp ipv6 filter-list command
in privileged EXEC mode or user EXEC mode.

show bgp ipv6 filter-list access-list-number

Syntax Description

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow bgp ipv6 filter-list command provides output similar to theshow ip bgp filter-list command,
except that it is IPv6-specific.

Examples The following is sample output from theshow bgp ipv6 filter-list command for IPv6 autonomous
system path access list number 1:

Router# show bgp ipv6 filter-list 1

BGP table version is 26, local router ID is 192.168.0.2
Status codes:s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

    Network Next Hop Metric LocPrf Weight Path
*> 2000:0:0:1::/64 2000:0:0:4::2 0 2 1 i
*> 2000:0:0:1:1::/80 2000:0:0:4::2 0 2 1 i
*> 2000:0:0:2:1::/80 2000:0:0:4::2 0 2 ?
*> 2000:0:0:3::/64 2000:0:0:4::2 0 2 ?
*> 2000:0:0:4::/64 :: 32768 ?
* 2000:0:0:4::2 0 2 ?
*> 2000:0:0:5::/64 :: 32768 ?
* 2000:0:0:4::2 0 2 1 ?
*> 2000:0:0:6::1/64 :: 32768 i
*> 2030::/64 2000:0:0:4::2 0 1
*> 2040::/64 2000:0:0:4::2 0 2 1 ?
*> 2050::/64 2000:0:0:4::2 0 2 1 ?

Table 23 describes the significant fields shown in the display.

access-list-number Number of an IPv6 autonomous system path access list. It can be a numb
from 1 to 199.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Table 23 show bgp ipv6 filter-list Field Descriptions

Field Description

BGP table version Internal version number for the table. This number is incremented
any time the table changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted
decimal format).

Status codes Status of the table entry. The status is displayed at the beginning
each line in the table. It can be one of the following values:

s—The table entry is suppressed.

d—The table entry is dampened.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the en
of each line in the table. It can be one of the following values:

i—Entry originated from Interior Gateway Protocol (IGP) and was
advertised with anetwork router configuration command.

e—Entry originated from Exterior Gateway Protocol (EGP).

?—Origin of the path is not clear. Usually, this is a router that is
redistributed into BGP from an IGP.

Network IPv6 address of the network the entry describes.

Next Hop IPv6 address of the next system that is used when forwarding a pack
to the destination network. An entry of two colons (::) indicates that
the router has some non-BGP routes to this network.

Metric If shown, this is the value of the interautonomous system metric. This
field is frequently not used.

LocPrf Local preference value as set with theset local-preference
route-map configuration command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can b
one entry in this field for each autonomous system in the path. At the
end of the path is the origin code for the path. It can be one of the
following values:

i—The entry was originated with the IGP and advertised with a
network router configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is
redistributed into BGP from an IGP.
158



IPv6 for Cisco IOS Software, File 3 of 3: Commands
show bgp ipv6 filter-list
Related Commands Command Description

ip as-path access-list Defines a BGP autonomous system path access list.
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show bgp ipv6 flap-statistics
To display IPv6 Border Gateway Protocol (BGP) flap statistics, use the show bgp ipv6 flap-statistics
command in privileged EXEC mode or user EXEC mode.

show bgp ipv6 flap-statistics[{ regexp regexp} | { quote-regexpregexp} | { filter-list list} |
{ ipv6-prefix/prefix-length[ longer-prefix]}]

Syntax Description

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow bgp ipv6 flap-statisticscommand provides output similar to theshow ip bgp flap-statistics
command, except that it is IPv6-specific.

If no arguments or keywords are specified, the router displays flap statistics for all routes.

regexp regexp (Optional) Displays flap statistics for all the paths that match the regular
expression.

quote-regexpregexp (Optional) Displays flap statistics for all the paths that match the regular
expression as a quoted string of characters.

filter-list  list (Optional) Displays flap statistics for all the paths that pass the access list.

ipv6-prefix (Optional) Displays flap statistics for a single entry at this IPv6 network
number.

This argument must be in the form documented in RFC 2373 where the addre
is specified in hexadecimal using 16-bit values between colons.

/prefix-length (Optional) The length of the IPv6 prefix. A decimal value that indicates how
many of the high-order contiguous bits of the address comprise the prefix (th
network portion of the address). A slash mark must precede the decimal valu

longer-prefix (Optional) Displays flap statistics for more specific entries.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following is sample output from theshow bgp ipv6 flap-statisticscommand without arguments or
keywords:

Router# show bgp ipv6 flap-statistics

BGP table version is 12612, local router ID is 192.168.7.225
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          From            Flaps Duration Reuse    Path
*d 2001:200::/35    3FFE:1100:0:CC0 12145 1w2d     00:57:10 1849 2914 4697 2500
*  2001:218::/35    3FFE:3600::A    2     00:03:44          3462 4697

Table 24 describes the significant fields shown in the display.

Table 24 show bgp ipv6 flap-statistics Field Descriptions

Field Description

BGP table version Internal version number of the table. This number is incremented
whenever the table changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted
decimal format).

Status codes Status of the table entry. The status is displayed at the beginning
each line in the table. It can be one of the following values:

s—The table entry is suppressed.

d—The table entry is dampened.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the en
of each line in the table. It can be one of the following values:

i—Entry originated from the Interior Gateway Protocol (IGP) and
was advertised with anetwork router configuration command.

e—Entry originated from the Exterior Gateway Protocol (EGP).

?—Origin of the path is not clear. Usually, this is a router that is
redistributed into BGP from an IGP.

Network Route to the network indicated is dampened.

From IPv6 address of the peer that advertised this path.

Flaps Number of times the route has flapped.

Duration Time (hours:minutes:seconds) since the router noticed the first fla

Reuse Time (in hours:minutes:seconds) after which the path will be mad
available.

Path Autonomous system path of the route that is being dampened.
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Related Commands Command Description

bgp dampening Enables BGP route dampening or changes various BGP route
dampening factors.

clear bgp ipv6 flap-statistics Clears IPv6 BGP flap statistics.

ip as-path access-list Defines a BGP autonomous system path access list.
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show bgp ipv6 inconsistent-as
To display IPv6 Border Gateway Protocol (BGP) routes with inconsistent originating autonomous
systems, use the show bgp ipv6 inconsistent-ascommand in privileged EXEC mode or user EXEC
mode.

show bgp ipv6 inconsistent-as

Syntax Description This command has no arguments or keywords.

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow bgp ipv6 inconsistent-ascommand provides output similar to theshow ip bgp
inconsistent-ascommand, except that it is IPv6-specific.

Examples The following is sample output from theshow bgp ipv6 inconsistent-as command:

Router# show bgp ipv6 inconsistent-as

BGP table version is 12612, local router ID is 192.168.7.225
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop            Metric LocPrf Weight Path
*  3FFE:1300::/24   3FFE:80A0:0:F004::1 0 3320 293 6175 ?
*                   3FFE:C00:E:9::2 0 1251 4270 10318 ?
*                   3FFE:3600::A 0 3462 6175 ?
*                   3FFE:700:20:1::11 0 293 6175 ?

Table 25 describes the significant fields shown in the display.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Table 25 show bgp ipv6 inconsistent-as Field Descriptions

Field Description

BGP table version Internal version number of the table. This number is incremented
whenever the table changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted
decimal format).
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Status codes Status of the table entry. The status is displayed at the beginning
each line in the table. It can be one of the following values:

s—The table entry is suppressed.

d—The table entry is dampened.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the en
of each line in the table. It can be one of the following values:

i—Entry originated from the Interior Gateway Protocol (IGP) and
was advertised with anetwork router configuration command.

e—Entry originated from the Exterior Gateway Protocol (EGP).

?—Origin of the path is not clear. Usually, this is a router that is
redistributed into BGP from an IGP.

Network IPv6 address of the network the entry describes.

Next Hop IPv6 address of the next system that is used when forwarding a
packet to the destination network. An entry of two colons (::)
indicates that the router has some non-BGP routes to this network

Metric If shown, this is the value of the interautonomous system metric. This
field is frequently not used.

LocPrf Local preference value as set with theset local-preference
route-map configuration command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can b
one entry in this field for each autonomous system in the path.

Table 25 show bgp ipv6 inconsistent-as Field Descriptions (continued)

Field Description
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show bgp ipv6 neighbors
To display information about IPv6 Border Gateway Protocol (BGP) connections to neighbors, use
show bgp ipv6 neighbors command in privileged EXEC mode or user EXEC mode.

show bgp ipv6 neighbors[ ipv6-address] [ received-routes | routes | flap-statistics |
advertised-routes | paths regular-expression | dampened-routes]

Syntax Description

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow bgp ipv6 neighborscommand provides output similar to theshow ip bgp neighbors
command, except that it is IPv6-specific.

ipv6-address (Optional) Address of the IPv6 BGP-speaking neighbor. If you omit this
argument, all IPv6 neighbors are displayed.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons

received-routes (Optional) Displays all received routes (both accepted and rejected) from
the specified neighbor.

routes (Optional) Displays all routes received and accepted. This is a subset o
the output from thereceived-routes keyword.

flap-statistics (Optional) Displays flap statistics for the routes learned from the neighbor

advertised-routes (Optional) Displays all the routes the networking device advertised to the
neighbor.

paths regular-expression (Optional) Regular expression used to match the paths received.

dampened-routes (Optional) Displays the dampened routes to the neighbor at the IP addre
specified.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following is sample output from theshow bgp ipv6 neighbors command:

Router# show bgp ipv6 neighbors

BGP neighbor is 3FFE:700:20:1::11,  remote AS 293, external link
 Member of peer-group 6BONE for session parameters
  BGP version 4, remote router ID 192.168.2.27
  BGP state = Established, up for 13:40:17
  Last read 00:00:09, hold time is 180, keepalive interval is 60 seconds
  Neighbor capabilities:
    Route refresh: advertised and received
    Address family IPv6 Unicast: advertised and received
  Received 31306 messages, 20 notifications, 0 in queue
  Sent 14298 messages, 1 notifications, 0 in queue
  Route refresh request: received 0, sent 0
  Default minimum time between advertisement runs is 30 seconds

 For address family: IPv6 Unicast
  BGP table version 21880, neighbor version 21880
  Index 1, Offset 0, Mask 0x2
  6BONE peer-group member
  Community attribute sent to this neighbor
  Outbound path policy configured
  Incoming update prefix filter list is bgp-in
  Outgoing update prefix filter list is aggregate
  Route map for outgoing advertisements is uni-out
  77 accepted prefixes consume 4928 bytes

Prefix advertised 4303, suppressed 0, withdrawn 1328
  1 history paths consume 64 bytes

  Connections established 22; dropped 21
  Last reset 13:47:05, due to BGP Notification sent, hold time expired
Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Local host: 3FFE:700:20:1::12, Local port: 55345
Foreign host: 3FFE:700:20:1::11, Foreign port: 179

Enqueued packets for retransmit: 0, input: 0  mis-ordered: 0 (0 bytes)

Event Timers (current time is 0x1A0D543C):
Timer          Starts    Wakeups            Next
Retrans          1218          5             0x0
TimeWait            0          0             0x0
AckHold          3327       3051             0x0
SendWnd             0          0             0x0
KeepAlive           0          0             0x0
GiveUp              0          0             0x0
PmtuAger            0          0             0x0
DeadWait            0          0             0x0

iss: 1805423033  snduna: 1805489354  sndnxt: 1805489354     sndwnd:  15531
irs:  821333727  rcvnxt:  821591465  rcvwnd:      15547  delrcvwnd:    837

SRTT: 300 ms, RTTO: 303 ms, RTV: 3 ms, KRTT: 0 ms
minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: higher precedence, nagle

Datagrams (max data segment is 1420 bytes):
Rcvd: 4252 (out of order: 0), with data: 3328, total data bytes: 257737
Sent: 4445 (retransmit: 5), with data: 4445, total data bytes: 244128
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Table 26 describes the significant fields shown in the display.

Table 26 show bgp ipv6 neighbors Field Descriptions

Field Description

BGP neighbor IP address of the BGP neighbor and its autonomous system number. If th
neighbor is in the same autonomous system as the router, then the link
between them is internal; otherwise, it is considered external.

remote AS Autonomous system of the neighbor.

external link Indicates that this peer is an Exterior Border Gateway Protocol (EBGP) pe

BGP version BGP version being used to communicate with the remote router; the router
(an IP address) of the neighbor is also specified.

remote router ID A 32-bit number written as 4 octets separated by periods (dotted decimal
format).

BGP state Internal state of this BGP connection.

up for Amount of time that the underlying TCP connection has been in existence

Last read Time that BGP last read a message from this neighbor.

hold time Maximum amount of time that can elapse between messages from the pe

keepalive interval Time period between sending keepalive packets, which help ensure that 
TCP connection is up.

Neighbor capabilities BGP capabilities advertised and received from this neighbor.

Route refresh Indicates that the neighbor supports dynamic soft reset using the route refr
capability.

Address family IPv6
Unicast

IPv6 unicast-specific properties of this neighbor.

Received Number of total BGP messages received from this peer, including keepalive

notifications Number of error messages received from the peer.

Sent Total number of BGP messages that have been sent to this peer, includin
keepalives.

notifications Number of error messages the router has sent to this peer.

Route refresh request Number of route refresh requests sent and received from this neighbor.

advertisement runs Value of minimum advertisement interval.

For address family Address family to which the following fields refer.

BGP table version Indicates that the neighbor has been updated with this version of the prim
BGP routing table.

neighbor version Number used by the software to track the prefixes that have been sent an
those that must be sent to this neighbor.

Community attribute Appears if theneighbor send-community command is configured for this
neighbor.

Inbound path policy
(not shown in sample
output)

Indicates whether an inbound filter list or route map is configured.
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Outbound path policy
(not shown in sample
output)

Indicates whether an outbound filter list, route map, or unsuppress map is
configured.

bgp-in Name of the inbound update prefix filter list for the IPv6 unicast address
family.

aggregate Name of the outbound update prefix filter list for the IPv6 unicast address
family.

uni-out Name of the outbound route map for the IPv6 unicast address family.

accepted prefixes Number of prefixes accepted.

Prefix advertised Number of prefixes advertised.

suppressed Number of prefixes suppressed.

withdrawn Number of prefixes withdrawn.

history paths Number of path entries held to remember history.

Connections
established

Number of times the router has established a TCP connection and the two
peers have agreed to speak BGP with each other.

dropped Number of times that a good connection has failed or been taken down.

Last reset Elapsed time since this peering session was last reset.

Connection state State of BGP peer.

unread input bytes Number of bytes of packets still to be processed.

Local host, Local port Peering address of local router, plus port.

Foreign host, Foreign
port

Peering address of the neighbor.

Event Timers Table displays the number of starts and wakeups for each timer.

iss Initial send sequence number.

snduna Last send sequence number for which the local host sent but has not recei
an acknowledgment.

sndnxt Sequence number the local host will send next.

sndwnd TCP window size of the remote host.

irs Initial receive sequence number.

rcvnxt Last receive sequence number the local host has acknowledged.

rcvwnd TCP window size of the local host.

delrecvwnd Delayed receive window—data the local host has read from the connectio
but has not yet subtracted from the receive window the host has advertised
the remote host. The value in this field gradually increases until it is larger
than a full-sized packet, at which point it is applied to the rcvwnd field.

SRTT A calculated smoothed round-trip timeout.

RTTO Round-trip timeout.

RTV Variance of the round-trip time.

Table 26 show bgp ipv6 neighbors Field Descriptions (continued)

Field Description
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The following is sample output from the show bgp ipv6 neighbors command with the
advertised-routes keyword:

Router# show bgp ipv6 neighbors 3FFE:700:20:1::11 advertised-routes

BGP table version is 21880, local router ID is 192.168.7.225
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop            Metric LocPrf Weight Path
*> 2001:200::/35    3FFE:700:20:1::11 0 293 3425 2500 i
*> 2001:208::/35    3FFE:C00:E:B::2 0 237 7610 i
*> 2001:218::/35    3FFE:C00:E:C::2 0 3748 4697 i

The following is sample output from theshow bgp ipv6 neighborscommand with theroutes keyword:

Router# show bgp ipv6 neighbors 3FFE:700:20:1::11 routes

BGP table version is 21885, local router ID is 192.168.7.225
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop            Metric LocPrf Weight Path
*> 2001:200::/35    3FFE:700:20:1::11 0 293 3425 2500 i
*  2001:208::/35    3FFE:700:20:1::11 0 293 7610 i
*  2001:218::/35    3FFE:700:20:1::11 0 293 3425 4697 i
*  2001:230::/35    3FFE:700:20:1::11 0 293 1275 3748 i

Table 27 describes the significant fields shown in the display.

KRTT New round-trip timeout (using the Karn algorithm). This field separately
tracks the round-trip time of packets that have been re-sent.

minRTT Smallest recorded round-trip timeout (hard wire value used for calculation

maxRTT Largest recorded round-trip timeout.

ACK hold Time the local host will delay an acknowledgment in order to “piggyback”
data on it.

Flags IP precedence of the BGP packets.

Datagrams: Rcvd Number of update packets received from neighbor.

with data Number of update packets received with data.

total data bytes Total number of bytes of data.

Sent Number of update packets sent.

with data Number of update packets with data sent.

total data bytes Total number of data bytes.

Table 26 show bgp ipv6 neighbors Field Descriptions (continued)

Field Description
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Table 27 show bgp ipv6 neighbors advertised-routes, routes, and received-routes Field
Descriptions

Field Description

BGP table version Internal version number of the table. This number is incremented
whenever the table changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted
decimal format).

Status codes Status of the table entry. The status is displayed at the beginning
each line in the table. It can be one of the following values:

s—The table entry is suppressed.

d—The table entry is dampened.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the en
of each line in the table. It can be one of the following values:

i—Entry originated from the Interior Gateway Protocol (IGP) and
was advertised with anetwork router configuration command.

e—Entry originated from the Exterior Gateway Protocol (EGP).

?—Origin of the path is not clear. Usually, this is a router that is
redistributed into BGP from an IGP.

Network IPv6 address of the network the entry describes.

Next Hop IPv6 address of the next system that is used when forwarding a
packet to the destination network. An entry of two colons (::)
indicates that the router has some non-BGP routes to this network

Metric If shown, this is the value of the interautonomous system metric. This
field is frequently not used.

LocPrf Local preference value as set with theset local-preference
route-map configuration command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can b
one entry in this field for each autonomous system in the path.
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The following is sample output from theshow bgp ipv6 neighbors command with thepaths keyword:

Router# show bgp ipv6 neighbors 3FFE:700:20:1::11 paths ^293

Address    Refcount Metric Path
0x6131D7DC        2      0 293 3425 2500 i
0x6132861C        2      0 293 7610 i
0x6131AD18        2      0 293 3425 4697 i
0x61324084        2      0 293 1275 3748 i
0x61320E0C        1      0 293 3425 2500 2497 i
0x61326928        1      0 293 3425 2513 i
0x61327BC0        2      0 293 i
0x61321758        1      0 293 145 i
0x61320BEC        1      0 293 3425 6509 i
0x6131AAF8        2      0 293 1849 2914 ?
0x61320FE8        1      0 293 1849 1273 209 i
0x613260A8        2      0 293 1849 i
0x6132586C        1      0 293 1849 5539 i
0x6131BBF8        2      0 293 1849 1103 i
0x6132344C        1      0 293 4554 1103 1849 1752 i
0x61324150        2      0 293 1275 559 i
0x6131E5AC        2      0 293 1849 786 i
0x613235E4        1      0 293 1849 1273 i
0x6131D028        1      0 293 4554 5539 8627 i
0x613279E4        1      0 293 1275 3748 4697 3257 i
0x61320328        1      0 293 1849 1273 790 i
0x6131EC0C        2      0 293 1275 5409 i

Note The caret (^) symbol in the example is a regular expression that is entered by pressing the Shift 
keys on your keyboard. A caret (^) symbol at the beginning of a regular expression matches the st
a line.

Table 28 describes the significant fields shown in the display.

The following sample output from theshow bgp ipv6 neighborscommand shows the dampened route
for IPv6 address 3FFE:700:20:1::11.

Router#  show bgp ipv6 neighbors 3FFE:700:20:1::11 dampened-routes

BGP table version is 32084, local router ID is 192.168.7.225
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          From             Reuse    Path
*d 3FFE:8030::/28   3FFE:700:20:1::11 00:24:20 293 1275 559 8933 i

Table 28 show bgp ipv6 neighbors paths Field Descriptions

Field Description

Address Internal address where the path is stored.

Refcount Number of routes using that path.

Metric The multiple exit discriminator (MED) metric for the path. (The
name of this metric for BGP versions 2 and 3 is INTER_AS.)

Path The autonomous system-path for that route, followed by the origin
code for that route.
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The following sample output from theshow bgp ipv6 neighborscommand shows the flap statistics for
IPv6 address 3FFE:700:20:1::11.

Router#  show bgp ipv6 neighbors 3FFE:700:20:1::11 flap-statistics

BGP table version is 32084, local router ID is 192.168.7.225
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          From            Flaps Duration Reuse    Path
*d 2001:668::/35    3FFE:700:20:1:: 4923  2d12h    00:59:50 293 1849 3257
*d 3FFE::/24        3FFE:700:20:1:: 4799  2d12h    00:59:30 293 1849 5609 4554
*d 3FFE:8030::/28   3FFE:700:20:1:: 95    11:48:24 00:23:20 293 1275 559 8933

The following sample output from theshow bgp ipv6 neighbors command that shows the received
routes for IPv6 address 2000:0:0:4::2.

Router#  show bgp ipv6 neighbors 2000:0:0:4::2 received-routes

BGP table version is 2443, local router ID is 192.168.0.2
Status codes:s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2000:0:0:1::/64 2000:0:0:4::2 0 2 1 i
*> 2000:0:0:2::/64 2000:0:0:4::2 0 2 i
*> 2000:0:0:2:1::/80 2000:0:0:4::2 0 2 ?
*> 2000:0:0:3::/64 2000:0:0:4::2 0 2 ?
*  2000:0:0:4::1/64 2000:0:0:4::2 0 2 ?

Related Commands Command Description

neighbor activate Enables the exchange of information with a neighboring router.
172



IPv6 for Cisco IOS Software, File 3 of 3: Commands
show bgp ipv6 paths

se.
show bgp ipv6 paths
To display all the IPv6 Border Gateway Protocol (BGP) paths in the database, use theshow bgp ipv6
paths command in privileged EXEC mode or user EXEC mode.

show bgp ipv6 pathsregular-expression

Syntax Description

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow bgp ipv6 pathscommand provides output similar to theshow ip bgp pathscommand, except
that it is IPv6-specific.

Examples The following is sample output from theshow bgp ipv6 pathscommand without a specified regular
expression:

Router# show bgp ipv6 paths

Address    Hash Refcount Metric Path
0x61322A78    0        2      0 i
0x6131C214    3        2      0 6346 8664 786 i
0x6131D600   13        1      0 3748 1275 8319 1273 209 i
0x613229F0   17        1      0 3748 1275 8319 12853 i
0x61324AE0   18        1      1 4554 3748 4697 5408 i
0x61326818   32        1      1 4554 5609 i
0x61324728   34        1      0 6346 8664 9009 ?
0x61323804   35        1      0 3748 1275 8319 i
0x61327918   35        1      0 237 2839 8664 ?
0x61320504   38        2      0 3748 4697 1752 i
0x61320988   41        2      0 1849 786 i
0x6132245C   46        1      0 6346 8664 4927 i

Table 29 describes the significant fields shown in the display.

regular-expression Regular expression that is used to match the received paths in the databa

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Table 29 show ip bgp paths Field Descriptions

Field Description

Address Internal address where the path is stored.

Hash Hash bucket where the path is stored.

Refcount Number of routes using that path.

Metric The multiple exit discriminator (MED) metric for the path. (The
name of this metric for BGP versions 2 and 3 is INTER_AS.)

Path The autonomous system path for that route, followed by the origin
code for that route.
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show bgp ipv6 quote-regexp
To display IPv6 Border Gateway Protocol (BGP) routes matching the autonomous system path r
expression as a quoted string of characters, use theshow bgp ipv6 quote-regexpcommand in privileged
EXEC mode.

show bgp ipv6 quote-regexpregular-expression

Syntax Description

Command Modes Privileged EXEC

Command History

Usage Guidelines Theshow bgp ipv6 quote-regexpcommand provides output similar to theshow ip bgp quote-regexp
command, except that it is IPv6-specific.

Examples The following is sample output from theshow bgp ipv6 quote-regexp command that shows paths
beginning with 33 or containing 293:

Router# show bgp ipv6 quote-regexp ^33|293

BGP table version is 69964, local router ID is 192.31.7.225
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop            Metric LocPrf Weight Path
*  2001:200::/35    3FFE:C00:E:4::2          1             0 4554 293 3425 2500 i
*                   3FFE:80A0:0:F004::1
                                                           0 3320 293 3425 2500 i
*  2001:208::/35    3FFE:C00:E:4::2          1             0 4554 293 7610 i
*  2001:228::/35    3FFE:C00:E:F::2                        0 6389 1849 293 2713 i
*  3FFE::/24        3FFE:C00:E:5::2                        0 33 1849 4554 i
*  3FFE:100::/24    3FFE:C00:E:5::2                        0 33 1849 3263 i
*  3FFE:300::/24    3FFE:C00:E:5::2                        0 33 293 1275 1717 i
*                   3FFE:C00:E:F::2                        0 6389 1849 293 1275

Note The caret (^) symbol in the example is a regular expression that is entered by pressing the Shift 
keys on your keyboard. A caret (^) symbol at the beginning of a regular expression matches the st
a line.

Table 30 describes the significant fields shown in the display.

regular-expression Regular expression that is used to match the BGP autonomous syste
paths.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
175



IPv6 for Cisco IOS Software, File 3 of 3: Commands
show bgp ipv6 quote-regexp

 of

d

.

e

Related Commands

Table 30 show bgp ipv6 quote-regexp Field Descriptions

Field Description

BGP table version Internal version number of the table. This number is incremented
whenever the table changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted
decimal format).

Status codes Status of the table entry. The status is displayed at the beginning
each line in the table. It can be one of the following values:

s—The table entry is suppressed.

d—The table entry is dampened.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the en
of each line in the table. It can be one of the following values:

i—Entry originated from the Interior Gateway Protocol (IGP) and
was advertised with anetwork router configuration command.

e—Entry originated from the Exterior Gateway Protocol (EGP).

?—Origin of the path is not clear. Usually, this is a router that is
redistributed into BGP from an IGP.

Network IPv6 address of the network the entry describes.

Next Hop IPv6 address of the next system that is used when forwarding a
packet to the destination network. An entry of two colons (::)
indicates that the router has some non-BGP routes to this network

Metric If shown, this is the value of the interautonomous system metric. This
field is frequently not used.

LocPrf Local preference value as set with theset local-preference
route-map configuration command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can b
one entry in this field for each autonomous system in the path.

Command Description

show bgp ipv6 regexp Displays IPv6 BGP routes matching the autonomous system path
regular expression.

show ip bgp regexp Displays routes matching the regular expression.
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show bgp ipv6 regexp
To display IPv6 Border Gateway Protocol (BGP) routes matching the autonomous system path r
expression, use the show bgp ipv6 regexpcommand in privileged EXEC mode.

show bgp ipv6 regexpregular-expression

Syntax Description

Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History

Usage Guidelines Theshow bgp ipv6 regexpcommand provides output similar to theshow ip bgp regexpcommand,
except that it is IPv6-specific.

Examples The following is sample output from theshow bgp ipv6 regexp command that shows paths beginning
with 33 or containing 293:

Router# show bgp ipv6 regexp ^33|293

BGP table version is 69964, local router ID is 192.168.7.225
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop            Metric LocPrf Weight Path
*  2001:200::/35    3FFE:C00:E:4::2          1             0 4554 293 3425 2500 i
*                   3FFE:80A0:0:F004::1
                                                           0 3320 293 3425 2500 i
*  2001:208::/35    3FFE:C00:E:4::2          1             0 4554 293 7610 i
*  2001:228::/35    3FFE:C00:E:F::2                        0 6389 1849 293 2713 i
*  3FFE::/24        3FFE:C00:E:5::2                        0 33 1849 4554 i
*  3FFE:100::/24    3FFE:C00:E:5::2                        0 33 1849 3263 i
*  3FFE:300::/24    3FFE:C00:E:5::2                        0 33 293 1275 1717 i
*                   3FFE:C00:E:F::2                        0 6389 1849 293 1275

Note The caret (^) symbol in the example is a regular expression that is entered by pressing the Shift 
keys on your keyboard. A caret (^) symbol at the beginning of a regular expression matches the st
a line.

regular-expression Regular expression that is used to match the BGP autonomous syste
paths.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Table 31 describes the significant fields shown in the display.

Related Commands

Table 31 show bgp ipv6 regexp Field Descriptions

Field Description

BGP table version Internal version number of the table. This number is incremented
whenever the table changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted
decimal format).

Status codes Status of the table entry. The status is displayed at the beginning
each line in the table. It can be one of the following values:

s—The table entry is suppressed.

d—The table entry is dampened.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the en
of each line in the table. It can be one of the following values:

i—Entry originated from the Interior Gateway Protocol (IGP) and
was advertised with anetwork router configuration command.

e—Entry originated from the Exterior Gateway Protocol (EGP).

?—Origin of the path is not clear. Usually, this is a router that is
redistributed into BGP from an IGP.

Network IPv6 address of the network the entry describes.

Next Hop IPv6 address of the next system that is used when forwarding a
packet to the destination network. An entry of two colons (::)
indicates that the router has some non-BGP routes to this network

Metric If shown, this is the value of the interautonomous system metric. This
field is frequently not used.

LocPrf Local preference value as set with theset local-preference
route-map configuration command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can b
one entry in this field for each autonomous system in the path.

Command Description

show bgp ipv6 quote-regexp Displays IPv6 BGP routes matching the autonomous system path
regular expression.
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show bgp ipv6 summary
To display the status of all IPv6 Border Gateway Protocol (BGP) connections, use theshow bgp ipv6
summary command in privileged EXEC mode or user EXEC mode.

show bgp ipv6 summary

Syntax Description This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow bgp ipv6 summarycommand provides output similar to theshow ip bgp summary
command, except that it is IPv6-specific.

Examples The following is sample output from theshow bgp ipv6 summary command:

Router# show bgp ipv6 summary

BGP router identifier 192.168.7.225, local AS number 109
BGP table version is 21898, main routing table version 21898
175 network entries and 693 paths using 66927 bytes of memory
555 BGP path attribute entries using 29224 bytes of memory
539 BGP AS-PATH entries using 13620 bytes of memory
0 BGP route-map cache entries using 0 bytes of memory
0 BGP filter-list cache entries using 0 bytes of memory
Dampening enabled. 10 history paths, 31 dampened paths
BGP activity 2672/8496 prefixes, 21621/20928 paths, scan interval 15 secs

Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ Up/Down  State/PfxRcd
3FFE:700:20:1::11 4 293 31525 14358 21898 0 0 14:29:34 77
3FFE:C00:E:0:1::1 4 4768 0 0 0 0 0 never Active
3FFE:C00:E:0:1::3 4 714 7411 14268 21898 0 0 1d13h 1
3FFE:C00:E:1::2 4  6175   28567   14297    21898    0    0 1d13h          48
3FFE:C00:E:2::2 4  8176       0       0        0    0    0 never    Active
3FFE:C00:E:4::2 4  4554   22494   14136    21898    0    0 1d13h         109
3FFE:C00:E:5::2 4    33   25351   14315    21898    0    0 1d13h          49
3FFE:C00:E:6::2 4   302    7393   14085    21898    0    0 1d13h           0
3FFE:C00:E:7::2 4  4534       0       0        0    0    0 never    Active

Table 32 describes the significant fields shown in the display.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Related Commands

Table 32 show bgp ipv6 summary Field Descriptions

Field Description

BGP router identifier IP address of the networking device.

BGP table version Internal version number of the BGP database.

main routing table version Last version of BGP database that was injected into the main rout
table.

Neighbor IPv6 address of a neighbor.

V BGP version number spoken to that neighbor.

AS Autonomous system.

MsgRcvd BGP messages received from that neighbor.

MsgSent BGP messages sent to that neighbor.

TblVer Last version of the BGP database that was sent to that neighbor.

InQ Number of messages from that neighbor waiting to be processed.

OutQ Number of messages waiting to be sent to that neighbor.

Up/Down The length of time that the BGP session has been in state Establishe
or the current state if it is not Established.

State/PfxRcd Current state of the BGP session/the number of prefixes the route
has received from a neighbor or peer group. When the maximum
number (as set by the neighbor maximum-prefix command) is
reached, the string “PfxRcd” appears in the entry, the neighbor is shu
down, and the connection is Idle.

An (Admin) entry with Idle status indicates that the connection has
been shut down using the neighbor shutdown command.

Command Description

clear bgp ipv6 Resets an IPv6 BGP TCP connection using BGP soft
reconfiguration.

neighbor maximum-prefix Controls how many prefixes can be received from a neighbor.

neighbor shutdown Disables a neighbor or peer group.
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show cdp entry
To display information about a specific neighboring device discovered using Cisco Discovery Prot
(CDP), use theshow cdp entrycommand in privileged EXEC mode.

show cdp entry { * | device-name[* ]} [ version] [protocol]

Syntax Description

Command Modes Privileged EXEC

Command History

Examples The following is sample output from the show cdp entrycommand. Information about the neighbor
device.cisco.com is displayed, including device ID, protocols and addresses, platform, interface,
time, and version.

Router# show cdp entry device.cisco.com

-------------------------
Device ID: device.cisco.com
Entry address(es):
  IP address: 10.1.17.24
  IPv6 address: FE80::203:E3FF:FE6A:BF81  (link-local)
  IPv6 address: 4000::BC:0:0:C0A8:BC06  (global unicast)
  CLNS address: 490001.1111.1111.1111.00
Platform: cisco 3640,  Capabilities: Router
Interface: Ethernet0/1,  Port ID (outgoing port): Ethernet0/1
Holdtime : 160 sec

Version :
Cisco Internetwork Operating System Software
IOS (tm) 3600 Software (C3640-A2IS-M), Experimental Version 12.2
Copyright (c) 1986-2001 by cisco Systems, Inc.
Compiled Wed 08-Aug-01 12:39 by joeuser

* Displays all of the CDP neighbors.

device-name[* ] Name of the neighbor about which you want information. You can enter an
optional asterisk (*) at the end of anentry-name as a wildcard. For example,
enteringshow cdp entry dev* will match all entries which begin withdev.

version (Optional) Limits the display to information about the version of software
running on the router.

protocol (Optional) Limits the display to information about the protocols enabled on a
router.

Release Modification

10.3 This command was introduced.

12.2(8)T Support for IPv6 address and address type information was added.
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The following is sample output from theshow cdp entry versioncommand. Only information about the
version of software running on device.cisco.com is displayed.

Router# show cdp entry device.cisco.com version

Version information for device.cisco.com:
 Cisco Internetwork Operating System Software
IOS (tm) 3600 Software (C3640-A2IS-M), Experimental Version 12.2
Copyright (c) 1986-2001 by cisco Systems, Inc.
Compiled Wed 08-Aug-01 12:39 by joeuser

The following is sample output from theshow cdp entry protocol command. Only information about
the protocols enabled on device.cisco.com is displayed.

Router# show cdp entry device.cisco.com protocol

Protocol information for device.cisco.com:
  IP address: 10.1.17.24
  IPv6 address: FE80::203:E3FF:FE6A:BF81  (link-local)
  IPv6 address: 4000::BC:0:0:C0A8:BC06  (global unicast)
  CLNS address: 490001.1111.1111.1111.00

Related Commands Command Description

show cdp Displays global CDP information, including timer and hold-time
information.

show cdp interface Displays information about the interfaces on which CDP is enabled.

show cdp neighbors Displays detailed information about neighboring devices discovered using
CDP.

show cdp traffic Displays traffic information from the CDP table.
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show cdp neighbors
To display detailed information about neighboring devices discovered using Cisco Discovery Pro
(CDP), use theshow cdp neighbors command in privileged EXEC mode.

show cdp neighbors [type number] [detail]

Syntax Description

Command Modes Privileged EXEC

Command History

Examples The following example specifies information related to theshow cdp neighbors command:

router# show cdp neighbors

Capability Codes:R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch,
H - Host, I - IGMP, r - Repeater
Device ID  Local Intrfce  Holdtme  Capability  Platform  Port ID
joe        Eth 0          133      R           4500      Eth 0
sam        Eth 0          152      R           AS5200    Eth 0
terri      Eth 0          144      R           3640      Eth0/0
maine      Eth 0          141                  RP1       Eth 0/0
sancho     Eth 0          164                  7206      Eth 1/0

type (Optional) Type of the interface connected to the neighbors about which yo
want information.

number (Optional) Number of the interface connected to the neighbors about which
you want information.

detail (Optional) Displays detailed information about a neighbor (or neighbors)
including network address, enabled protocols, hold time, and software
version.

Release Modification

10.3 This command was introduced.

12.0(3)T The output for thedetail form of this command was expanded to include
CDP Version 2 information.

12.2(8)T Support for IPv6 address and address type information was added.
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Table 33 describes the significant fields shown in the example.

The following is sample output for one neighbor from theshow cdp neighbors detailcommand.
Additional detail is shown about neighbors, including network addresses, enabled protocols, and
software version.

router# show cdp neighbors detail

Device ID: device.cisco.com
Entry address(es):
  IPv6 address: FE80::203:E3FF:FE6A:BF81  (link-local)
  IPv6 address: 4000::BC:0:0:C0A8:BC06  (global unicast)
Platform: cisco 3640,  Capabilities: Router
Interface: Ethernet0/1,  Port ID (outgoing port): Ethernet0/1
Holdtime : 160 sec

Version :
Cisco Internetwork Operating System Software
IOS (tm) 3600 Software (C3640-A2IS-M), Experimental Version 12.2
Duplex Mode: half
Native VLAN: 42
VTP Management Domain: ‘Accounting Group’

Table 33 show cdp neighbors Field Descriptions

Field Definition

Capability Codes The type of device that can be discovered.

Device ID The name of the neighbor device and either the MAC address o
the serial number of this device.

Local Intrfce The local interface through which this neighbor is connected.

Holdtme The remaining amount of time (in seconds) the current device
will hold the CDP advertisement from a sending router before
discarding it.

Capability The type of the device listed in the CDP Neighbors table.
Possible values are as follows:

R—Router

T—Transparent bridge

B—Source-routing bridge

S—Switch

H—Host

I—IGMP device

r—Repeater

Platform The product number of the device.

Port ID The interface and port number of the neighboring device.
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Table 34 describes the significant fields shown in the display.

Related Commands

Table 34 show cdp neighbors detail Field Descriptions

Field Definition

Device ID The name of the neighbor device and either the MAC address o
the serial number of this device.

Entry address(es) A list of network addresses of neighbor devices.

IPv6 address:
FE80::203:E3FF:FE6A:BF81
(link-local)

The network address of the neighbor device. The address can b
in IP, IPv6, IPX, AppleTalk, DECnet, or Connectionless
Network Service (CLNS) protocol conventions.

IPv6 addresses are followed by one of the following IPv6
address types:

• global unicast

• link-local

• multicast

• site-local

• V4 compatible

Platform The product name and number of the neighbor device.

Capabilities The device type of the neighbor. This device can be a router,
bridge, a transparent bridge, a source-routing bridge, a switch,
host, an IGMP device, or a repeater.

Interface The local interface through which this neighbor is connected.

Port ID The interface and port number of the neighboring device.

Holdtime The remaining amount of time (in seconds) the current device
will hold the CDP advertisement from a sending router before
discarding it.

Version The software version of the neighbor device.

Duplex Mode The duplex state of connection between the current device a
the neighbor device.

Native VLAN The ID number of the VLAN on the neighbor device.

VTP Management Domain A string that is the name of the collective group of VLANs
associated with the neighbor device.

Command Description

show cdp Displays global CDP information, including timer and hold-time
information.

show cdp entry Displays information about a specific neighbor device listed in the CDP
table.

show cdp interface Displays information about the interfaces on which CDP is enabled.

show cdp traffic Displays information about traffic between devices gathered using CDP.
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show frame-relay map
To display the current map entries and information about the connections, use theshow frame-relay
map command in EXEC mode.

show frame-relay map

Syntax Description This command has no arguments or keywords.

Command Modes EXEC

Command History

Examples The following is sample output from the show frame-relay mapcommand:

Router# show frame-relay map

Serial 1 (administratively down): ip 10.108.177.177 dlci 177 (0xB1,0x2C10), static,
broadcast, CISCO, TCP/IP Header Compression (inherited), passive (inherited)

The following sample output from theshow frame-relay map command shows that the link-local and
global IPv6 addresses (FE80::E0:F727:E400:A and 3ffe:1111:2222:1044::73; FE80::60:3E47:AC
and 3ffe:1111:2222:1044::72) of two remote nodes are explicitly mapped to data-link connection
identifier (DLCI) 17 and DLCI 19, respectively. Both DLCI 17 and DLCI 19 are terminated on interfa
serial 3 of this node; therefore, interface serial 3 of this node is a point-to-multipoint interface.

Router# show frame-relay map

Serial3 (up): ipv6 FE80::E0:F727:E400:A dlci 17(0x11,0x410), static,
              broadcast, CISCO, status defined, active
Serial3 (up): ipv6 3ffe:1111:2222:1044::72 dlci 19(0x13,0x430), static,
              CISCO, status defined, active
Serial3 (up): ipv6 3ffe:1111:2222:1044::73 dlci 17(0x11,0x410), static,
              CISCO, status defined, active
Serial3 (up): ipv6 FE80::60:3E47:AC8:8 dlci 19(0x13,0x430), static,
              broadcast, CISCO, status defined, active

Table 35 describes the significant fields shown in the displays.

Release Modification

10.0 This command was introduced.

12.2(2)T, 12.0(21)ST The display output for this command was modified to include the IPv6
address mappings of remote nodes to Frame Relay permanent virtual circu
(PVCs).
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Table 35 show frame-relay map Field Descriptions

Field Description

Serial 1 (administratively down) Identifies a Frame Relay interface and its status
(up or down).

ip 10.108.177.177 Destination IP address.

dlci 177 (0xB1,0x2C10) DLCI that identifies the logical connection being
used to reach this interface. This value is
displayed in three ways: its decimal value (177),
its hexadecimal value (0xB1), and its value as it
would appear on the wire (0x2C10).

static Indicates whether this is a static or dynamic
entry.

broadcast Indicates pseudobroadcasting.

CISCO Indicates the encapsulation type for this map;
either CISCO or IETF.

status defined, active Indicates that the mapping between the
destination address and the data-link connection
identifier (DLCI) used to connect to the
destination address is active.

TCP/IP Header Compression (inherited),
passive (inherited)

Indicates whether the TCP/IP header
compression characteristics were inherited from
the interface or were explicitly configured for the
IP map.

Command Description

show frame-relay pvc Displays statistics about PVCs for Frame Relay interfaces.
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show ip sockets
To display IP socket information, use theshow ip socketscommand in privileged EXEC mode or user
EXEC mode.

show ip sockets

Syntax Description This command has no keywords or arguments.

Defaults No default behavior or values.

Command Modes Privileged EXEC
User EXEC

Command History

Examples The following is sample output from theshow ip socketscommand:

Router# show ip sockets

Proto    Remote      Port      Local       Port  In Out Stat TTY OutputIF
 17 0.0.0.0 0 9.2.64.5 67 0 0 489 0
 17 --listen-- --any-- 521 0 0 401 0

Table 36 describes the significant fields shown in the display.

Release Modification

10.0 T This command was introduced.

12.2(2)T, 12.0(21)ST Support for IPv6 socket information in the display output of the comman
was added.
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Table 36 show ip sockets Field Descriptions

Field Description

Proto Protocol type, for example, User Datagram Protocol (UDP) or TCP.

Remote Remote address connected to this networking device. If the remote addres
considered illegal, “--listen--” is displayed.

Port Remote port. If the remote address is considered illegal, “--listen--” is
displayed.

Local Local address. If the local address is considered illegal or is the address 0.0.0
“--any--” displays.

Port Local port.

In Input queue size.

Out Output queue size.

Stat Various statistics for a socket.

TTY The tty number for the creator of this socket.

OutputIF Output IF string, if one exists.
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show ipv6 access-list
To display the contents of all current IPv6 access lists, use theshow ipv6 access-listcommand in
privileged EXEC mode or user EXEC mode.

show ipv6 access-list

Syntax Description This command has no arguments or keywords.

Defaults Displays all IPv6 access lists.

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow ipv6 access-listcommand provides output similar to theshow ip access-listcommand, except
that it is IPv6-specific.

Examples The following output from theshow ipv6 access-listcommand shows IPv6 access lists named cisco
and cisco2:

Router# show ipv6 access-list

ipv6 access-list cisco1
        deny 2000::/64 2000::/64 priority 10
        permit any 2000::/64 priority 20
        permit any 4000::/64 priority 30
        permit any 5000::/64 priority 40
  ipv6 access-list cisco2
        deny any 6000::/64 priority 10
        permit 7000::/64 any priority 20
        permit any 3000::/64 priority 30
        permit 8000::/64 any priority 40

Table 37 describes the significant fields shown in the display.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Related Commands

Table 37 show ipv6 access-list Field Descriptions

Field Description

ipv6 access-list cisco1 Name of the IPv6 access list, for example, cisco1.

deny Denies any packet that matches the given prefixes.

2000::/64 Prefix that the source address of the packet must match.

2000::/64 Prefix that the destination address of the packet must match.

priority 10 Sequence in which an incoming packet is compared to lines in an acce
list. Lines in an access list are ordered from first priority (lowest number,
for example, 10) to last priority (highest number, for example, 80).

permit Permits any packet that matches the given prefixes.

any Equal to ::/0.

Command Description

show ip access-list Displays the contents of all current IP access lists.

show ip prefix-list Displays information about a prefix list or prefix list entries.

show ipv6 prefix-list Displays information about an IPv6 prefix list or IPv6 prefix list entries.
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show ipv6 cef
To display forwarding information base (FIB) entries based on IPv6 address information, use theshow
ipv6 cef command in EXEC mode:

show ipv6 cef [ipv6-prefix] [summary]

Syntax Description

Defaults No default behavior or values.

Command Modes EXEC

Command History

Usage Guidelines Use of theshow ipv6 cef command without any keywords or arguments displays all FIB entries.

Use theshow ipv6 cefcommand with thesummary keyword to learn how many IPv6 prefixes are in the
FIB table.

The show ipv6 cef command is similar to theshow ip cef command, except that it is IPv6-specific.

Examples The following is sample output from the show ipv6 cef summarycommand listing three prefixes:

Router# show ipv6 cef summary

Global IPv6 CEF Table
3 prefixes

The following is sample output from the show ipv6 cefcommand:

Router# show ipv6 cef

Global IPv6 CEF Table
12 prefixes

2FFE::3/128
  Receive
2FFE::/64
  attached to POS3/1
3FFE::/64
  nexthop FE80::2B0:4AFF:FE6D:B980 POS3/1
  nexthop FE80::202:7DFF:FE8D:A840 FastEthernet1/0

ipv6-prefix (Optional) Displays FIB entries for a specific IPv6 network.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

summary (Optional) Displays a summary of the IPv6 FIB.

Release Modification

12.0(21)ST This command was introduced.
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3FFE:11::3/128
  Receive
3FFE:11::/64
  attached to FastEthernet1/0
3FFE:22::3/128
  Receive
3FFE:22::/64
  attached to FastEthernet1/1
3FFE:33::3/128
  Receive
3FFE:33::/64
  attached to FastEthernet1/2
3FFE:1111:2222::/64
  nexthop::POS3/1
3FFE:5555::/64
  recursive via 2FFE::2 POS3/1
FE80::/64
  Receive

Table 38 describes the significant fields shown in the display.

Related Commands

Table 38 show ipv6 cef Field Descriptions

Field Description

12 prefixes Indicates the total number of IPv6 prefixes in the
CEF table.

2FFE::3/128 Indicates the IPv6 prefix of the remote network.

Receive Indicates that this IPv6 prefix is local to the router.

3FFE::/64

nexthop FE80::2B0:4AFF:FE6D:B980 POS3/1

nexthop FE80::202:7DFF:FE8D:A840
FastEthernet1/0

Indicates that IPv6 prefix 3FFE::/64 is reachable
through these next hop addresses and interfaces.

Multiple next hop entries are shown for IPv6
prefixes that have load sharing.

attached to FastEthernet1/2 Indicates that this IPv6 prefix is a connected
network on Fast Ethernet interface 1/2.

recursive via 2FFE::2 POS3/1 Indicates that this IPv6 prefix uses the same
forwarding information as 2FFE::2 POS3/1.

Command Description

show adjacency Displays CEF adjacency table information.

show cef interface Displays CEF-related interface information.

show ipv6 route Displays IPv6 router advertisement information received from onlink
routers.
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show ipv6 interface
To display the usability status of interfaces configured for IPv6, use theshow ipv6 interfacecommand
in privileged EXEC mode or user EXEC mode.

show ipv6 interface[brief ] [ interface-type interface-number]

Syntax Description

Defaults Displays all IPv6 interfaces.

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow ipv6 interfacecommand provides output similar to theshow ip interfacecommand, except
that it is IPv6-specific.

The Cisco IOS software automatically enters a directly connected route in the routing table if the
interface is usable. A usable interface is one through which the software can send and receive p
If the software determines that an interface is not usable, it removes the directly connected routing
from the routing table. Removing the entry allows the software to use dynamic routing protocols 
determine backup routes to the network (if any).

If the interface hardware is usable, the interface is marked “up.” If the interface can provide two-w
communication, the line protocol is marked “up.”

If you specify an optional interface type and number, you will see information only about that spe
interface.

brief (Optional) Displays a brief summary of IPv6 status and configuration for
each interface.

interface-type (Optional) Displays information about only this interface type.

interface-number (Optional) Displays information about only this interface number.

Release Modification

12.2(2)T This command was introduced.

12.0(4)T The OK, TENTATIVE, DUPLICATE, ICMP redirects, and ND DAD fields
were added to the command output.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples When you do not specify an interface type and number, information on all IPv6 interfaces is displa
Specifying an interface type and number displays information about the specified interface. The
following is sample output from theshow ipv6 interfacecommand when entered with an IPv6 interfac
type and number:

Router# show ipv6 interface ethernet 0

Ethernet0 is up, line protocol is up
  IPv6 is enabled, link-local address is FE80::260:3EFF:FE11:6770 [TENTATIVE]
  Global unicast address(es):

2000::2, subnet is 2000::/64
  Joined group address(es):
    FF02::1
    FF02::2
    FF02::1:FF11:6770

MTU is 1500 bytes
  ICMP error messages limited to one every 500 milliseconds

ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1

  ND reachable time is 30000 milliseconds
  ND advertised reachable time is 0 milliseconds
  ND advertised retransmit interval is 0 milliseconds
  ND router advertisements are sent every 200 seconds
  ND router advertisements live for 1800 seconds
  Hosts use stateless autoconfig for addresses.

Table 39 describes the significant fields shown in the display.

Table 39 show ipv6 interface Field Descriptions

Field Description

Ethernet 0 is up, down,
administratively down
(down and
administratively down
are not shown in sample
output)

Indicates whether the interface hardware is currently active (whether line
signal is present) and whether it has been taken down by an administrator
the interface hardware is usable, the interface is marked “up.” For an
interface to be usable, both the interface hardware and line protocol must
up.

line protocol is up,
down
(down is not shown in
sample output)

Indicates whether the software processes that handle the line protocol
consider the line usable (that is, whether keepalives are successful). If th
interface can provide two-way communication, the line protocol is marke
“up.” For an interface to be usable, both the interface hardware and line
protocol must be up.

IPv6 is enabled, stalled,
disabled (stalled and
disabled are not shown
in sample output)

Indicates that IPv6 is enabled, stalled, or disabled on the interface. If IPv6
enabled, the interface is marked “enabled.” If duplicate address detectio
processing identified the link-local address of the interface as being a
duplicate address, the processing of IPv6 packets is disabled on the interf
and the interface is marked “stalled.” If IPv6 is not enabled, the interface
marked “disabled.”

link-local address Displays the link-local address assigned to the interface.
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TENTATIVE The state of the address in relation to duplicate address detection. States
be any of the following:

• DUPLICATE—The address is not unique and is not being used. If the
duplicate address is the link-local address of an interface, the process
of IPv6 packets is disabled on that interface.

• OK—The address is unique and is being used.

• TENTATIVE—Duplicate address detection is either pending or under
way on this interface.

Note If an address does not have one of these states (the state for the
address is blank), the address is unique and is being used.

Global unicast
address(es):

Displays the global unicast addresses assigned to the interface.

Joined group
address(es):

Indicates the multicast groups to which this interface belongs.

MTU Maximum transmission unit of the interface.

ICMP error messages Specifies the minimum interval (in milliseconds) between error messag
sent on this interface.

ICMP redirects The state of Internet Control Message Protocol (ICMP) IPv6 redirect
messages on the interface (the sending of the messages is enabled or
disabled).

ND DAD The state of duplicate address detection on the interface (enabled or
disabled).

number of DAD
attempts:

Number of consecutive neighbor solicitation messages that are sent on t
interface while duplicate address detection is performed.

ND reachable time Displays the neighbor discovery reachable time (in milliseconds) assigne
this interface.

ND advertised
reachable time

Displays the neighbor discovery reachable time (in milliseconds) that is
advertised on this interface.

ND advertised
retransmit interval

Displays the neighbor discovery retransmit interval (in milliseconds) that i
advertised on this interface.

ND router
advertisements

Specifies the interval (in seconds) for neighbor discovery router
advertisements sent on this interface and the amount of time before the
advertisements expire.

Table 39 show ipv6 interface Field Descriptions (continued)

Field Description
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The following is sample output from theshow ipv6 interfacecommand when entered with thebrief
keyword:

Router# show ipv6 interface brief

Ethernet0 is up, line protocol is up
Ethernet0                  [up/up]
    unassigned
Ethernet1                  [up/up]
    2001:45A:1000::45A
Ethernet2                  [up/up]
    2001:45A:2000::45A
Ethernet3                  [up/up]
    2001:45A:3000::45A
Ethernet4                  [up/down]
    2001:45A:4000::45A
Ethernet5                  [administratively down/down]
    2001:123::210:7BFF:FEC2:ACD8

Interface         Status                IPv6 Address
Ethernet0         up                    3FFE:C00:0:1:260:3EFF:FE11:6770
Ethernet1         up                    unassigned
Fddi0             up                    3FFE:C00:0:2:260:3EFF:FE11:6772
Serial0           administratively down unassigned
Serial1           administratively down unassigned
Serial2           administratively down unassigned
Serial3           administratively down unassigned
Tunnel0           up                    unnumbered (Ethernet0)
Tunnel1           up                    3FFE:700:20:1::12
197



IPv6 for Cisco IOS Software, File 3 of 3: Commands
show ipv6 mtu

n

show ipv6 mtu
To display maximum transmission unit (MTU) cache information for IPv6 interfaces, use theshow ipv6
mtu command in privileged EXEC mode or user EXEC mode.

show ipv6 mtu

Syntax Description This command has no keywords or arguments

Command Modes Privileged EXEC
User EXEC

Command History

Examples The following is sample output from theshow ipv6 mtucommand:

Router# show ipv6 mtu

MTU     Since    Destination Address
1400    00:04:21  5000:1::3
1280    00:04:50  FE80::203:A0FF:FED6:141D

Table 40 describes the significant fields shown in the display.

Related Commands

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Table 40 show ipv6 mtu Field Descriptions

Field Description

MTU MTU, which was contained in the Internet Control Message Protocol (ICMP)
packet-too-big message, used for the path to the destination address.

Since Age of the entry since the ICMP packet-too-big message was received.

Destination Address Address contained in the received ICMP packet-too-big message. Packets
originating from this router to this address should be no bigger than the give
MTU.

Command Description

ipv6 mtu Sets the MTU size of IPv6 packets sent on an interface.
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show ipv6 neighbors
To display IPv6 neighbor discovery cache information, use theshow ipv6 neighborscommand in
privileged EXEC mode or user EXEC mode.

show ipv6 neighbors[ interface-type interface-number | ipv6-address]

Syntax Description

Defaults All IPv6 neighbor discovery cache information is displayed.

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines When theinterface-type andinterface-numberarguments are not specified, cache information for all
IPv6 neighbors is displayed. Specifying theinterface-type andinterface-numberarguments displays
only cache information about the specified interface.

Examples The following is sample output from theshow ipv6 neighborscommand when entered with an interface
type and number:

Router# show ipv6 neighbors ethernet 2

IPv6 Address                              Age Link-layer Addr State Interface
2000:0:0:4::2                               0 0003.a0d6.141e  REACH Ethernet2
FE80::203:A0FF:FED6:141E                    0 0003.a0d6.141e  REACH Ethernet2
3001:1::45a - 0002.7d1a.9472 REACH Ethernet2

The following is sample output from theshow ipv6 neighborscommand when entered with an IPv6
address:

Router# show ipv6 neighbors 2000:0:0:4::2

IPv6 Address                              Age Link-layer Addr State Interface
2000:0:0:4::2                               0 0003.a0d6.141e  REACH Ethernet2

interface-type (Optional) Specifies the type of the interface from which IPv6 neighbor
information is to be displayed.

interface-number (Optional) Specifies the number of the interface from which IPv6 neighbor
information is to be displayed.

ipv6-address (Optional) Specifies the IPv6 address of the neighbor.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

Release Modification

12.2(2)T This command was introduced.

12.2(8)T Support for static entries in the IPv6 neighbor discovery cache was added
the command output.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Table 41 describes the significant fields shown in the displays.

Table 41 show ipv6 neighbors Field Descriptions

Field Description

IPv6 Address IPv6 address of neighbor or interface.

Age Time (in minutes) since the address was confirmed to be reachable. A hyph
(-) indicates a static entry.

Link-layer Addr MAC address. If the address is unknown, a hyphen (-) is displayed.

State The state of the neighbor cache entry. Following are the states for dynamic
entries in the IPv6 neighbor discovery cache:

• INCMP (Incomplete)—Address resolution is being performed on the entry
A neighbor solicitation message has been sent to the solicited-node
multicast address of the target, but the corresponding neighbor
advertisement message has not yet been received.

• REACH (Reachable)—Positive confirmation was received within the last
ReachableTime milliseconds that the forward path to the neighbor was
functioning properly. While in REACH state, the device takes no special
action as packets are sent.

• STALE—More than ReachableTime milliseconds have elapsed since the
last positive confirmation was received that the forward path was
functioning properly. While in STALE state, the device takes no action
until a packet is sent.

• DELAY—More than ReachableTime milliseconds have elapsed since th
last positive confirmation was received that the forward path was
functioning properly. A packet was sent within the last
DELAY_FIRST_PROBE_TIME seconds. If no reachability confirmation
is received within DELAY_FIRST_PROBE_TIME seconds of entering the
DELAY state, send a neighbor solicitation message and change the state
PROBE.

• PROBE—A reachability confirmation is actively sought by resending
neighbor solicitation messages every RetransTimer milliseconds until a
reachability confirmation is received.

• ????—Unknown state.

Following are the possible states for static entries in the IPv6 neighbor
discovery cache:

• INCMP (Incomplete)—The interface for this entry is down.

• REACH (Reachable)—The interface for this entry is up.

Note Reachability detection is not applied to static entries in the IPv6
neighbor discovery cache; therefore, the descriptions for the INCMP
(Incomplete) and REACH (Reachable) states are different for dynamic
and static cache entries.

Interface Interface from which the address was reachable.
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show ipv6 prefix-list
To display information about an IPv6 prefix list or IPv6 prefix list entries, use the show ipv6 prefix-list
command in privileged EXEC mode or user EXEC mode.

show ipv6 prefix-list [detail | summary] [ list-name]

show ipv6 prefix-list list-name ipv6-prefix/prefix-length[ longer | first-match ]

show ipv6 prefix-list list-name seqseq-num

Syntax Description

Defaults Displays information about all IPv6 prefix lists.

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow ipv6 prefix-list command provides output similar to theshow ip prefix-list command, except
that it is IPv6-specific.

detail | summary (Optional) Displays detailed or summarized information about all
IPv6 prefix lists.

list-name (Optional) The name of a specific IPv6 prefix list.

ipv6-prefix (Optional) All prefix list entries for the specified IPv6 network.

This argument must be in the form documented in RFC 2373 wher
the address is specified in hexadecimal using 16-bit values betwee
colons.

/prefix-length (Optional) The length of the IPv6 prefix. A decimal value that
indicates how many of the high-order contiguous bits of the address
comprise the prefix (the network portion of the address). A slash
mark must precede the decimal value.

longer (Optional) Displays all entries of an IPv6 prefix list that are more
specific than the givenipv6-prefix/prefix-lengthvalues.

first-match (Optional) Displays the entry of an IPv6 prefix list that matches the
given ipv6-prefix/prefix-lengthvalues.

seqseq-num (Optional) The sequence number of the IPv6 prefix list entry.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example shows the output of theshow ipv6 prefix-list command with thedetail keyword:

Router# show ipv6 prefix-list detail

Prefix-list with the last deletion/insertion: bgp-in
ip prefix-list 6to4:
   count: 1, range entries: 0, sequences: 5 - 5, refcount: 2
   seq 5 permit 2002::/16 (hit count: 313, refcount: 1)
ip prefix-list aggregate:
   count: 2, range entries: 2, sequences: 5 - 10, refcount: 30
   seq 5 deny 3FFE:C00::/24 ge 25 (hit count: 568, refcount: 1)
   seq 10 permit ::/0 le 48 (hit count: 31310, refcount: 1)
ip prefix-list bgp-in:
   count: 6, range entries: 3, sequences: 5 - 30, refcount: 31
   seq 5 deny 5F00::/8 le 128 (hit count: 0, refcount: 1)
   seq 10 deny ::/0 (hit count: 0, refcount: 1)
   seq 15 deny ::/1 (hit count: 0, refcount: 1)
   seq 20 deny ::/2 (hit count: 0, refcount: 1)
   seq 25 deny ::/3 ge 4 (hit count: 0, refcount: 1)
   seq 30 permit ::/0 le 128 (hit count: 240664, refcount: 0)

Table 42 describes the significant fields shown in the display.

The following example shows the output of theshow ipv6 prefix-list command with thesummary
keyword.

Router# show ipv6 prefix-list summary

Prefix-list with the last deletion/insertion: bgp-in
ip prefix-list 6to4:
   count: 1, range entries: 0, sequences: 5 - 5, refcount: 2
ip prefix-list aggregate:
   count: 2, range entries: 2, sequences: 5 - 10, refcount: 30
ip prefix-list bgp-in:
   count: 6, range entries: 3, sequences: 5 - 30, refcount: 31

Table 42 show ipv6 prefix-list Field Descriptions

Field Description

Prefix list with the latest
deletion/insertion:

Prefix list that was last modified.

count Number of entries in the list.

range entries Number of entries with matching range.

sequences Sequence number for the prefix entry.

refcount Number of objects currently using this prefix list.

seq Entry number in the list.

permit, deny Granting status.

hit count Number of matches for the prefix entry.
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Related Commands Command Description

clear ipv6 prefix-list Resets the hit count of the prefix list entries.

distribute-list in Filters networks received in updates.

distribute-list out Suppresses networks from being advertised in updates.

ipv6 prefix-list Creates an entry in an IPv6 prefix list.

ipv6 prefix-list description Adds a text description of an IPv6 prefix list.

match ipv6 address Distributes IPv6 routes that have a prefix permitted by a prefix list.

neighbor prefix-list Distributes BGP neighbor information as specified in a prefix list.

remark (prefix-list) Adds a comment for an entry in a prefix list.
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show ipv6 protocols
To display the parameters and current state of the active IPv6 routing protocol processes, use theshow
ipv6 protocols command in EXEC mode.

show ipv6 protocols[summary]

Syntax Description

Command Modes EXEC

Command History

Usage Guidelines The information displayed by theshow ipv6 protocols command is useful in debugging routing
operations.

Examples The following is sample output from theshow ipv6 protocols command, showing Intermediate
System-to-Intermediate System (IS-IS) routing protocol information:

Router# show ipv6 protocols

IPv6 Routing Protocol is "connected"
IPv6 Routing Protocol is "static"
IPv6 Routing Protocol is "isis"
  Interfaces:
    Ethernet0/0/3
    Ethernet0/0/1
    Serial1/0/1
    Loopback1 (Passive)
    Loopback2 (Passive)
    Loopback3 (Passive)
    Loopback4 (Passive)
    Loopback5 (Passive)
  Redistribution:
    Redistributing protocol static at level 1
  Inter-area redistribution
    Redistributing L1 into L2 using prefix-list word
  Address Summarization:
    L2: 33::/16  advertised with metric 0
    L2: 44::/16  advertised with metric 20
    L2: 66::/16  advertised with metric 10
    L2: 77::/16  advertised with metric 10

summary (Optional) Displays the configured routing protocol process names

Release Modification

12.2(8)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Table 43 describes the significant fields shown in the display.

The following is sample output from theshow ipv6 protocols command, showing Border Gateway
Protocol (BGP) routing protocol information for autonomous system 30:

Router# show ipv6 protocols

IPv6 Routing Protocol is "bgp 30"
  IGP synchronization is disabled
  Redistribution:
    Redistributing protocol connected
  Neighbor(s):
    Address                    FiltIn FiltOut Weight RoutemapIn RoutemapOut
    2002:3000::36C                  5       7    200
    5000::1                                          rmap-in    rmap-out
    7000::36C                                        rmap-in    rmap-out

Table 44 describes the significant fields shown in the display.

Table 43 show ipv6 protocols Field Descriptions for IS-IS Processes

Field Description

IPv6 Routing Protocol is Specifies the IPv6 routing protocol used.

Interfaces Specifies the interfaces on which the IPv6 IS-IS protocol is
configured.

Redistribution Lists the protocol that is being redistributed.

Inter-area redistribution Lists the IS-IS levels that are being redistributed into other
levels.

using prefix-list Names the prefix list used in the interarea redistribution.

Address Summarization Lists all the summary prefixes. If the summary prefix is bein
advertised then “advertised with metricx” will be displayed
after the prefix.

Table 44 show ipv6 protocols Field Descriptions for BGP Process

Field Description

IPv6 Routing Protocol is Specifies the IPv6 routing protocol used.

Redistribution Lists the protocol that is being redistributed.

Address Neighbor IPv6 address.

FiltIn AS-path filter list applied to input.

FiltOut AS-path filter list applied to output.

Weight Neighbor weight value used in BGP bestpath selection.

RoutemapIn Neighbor route map applied to input.

RoutemapOut Neighbor route map applied to output.
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The following is sample output from theshow ipv6 protocols command with thesummary keyword:

Router# show ipv6 protocols summary

Index Process Name
0     connected
1     static
2     rip myrip
3     bgp 30
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show ipv6 rip
To display information about current IPv6 Routing Information Protocol (RIP) processes, use theshow
ipv6 rip command in privileged EXEC mode or user EXEC mode.

show ipv6 rip

Syntax Description This command has no keywords or arguments

Defaults Information about all current IPv6 RIP processes is displayed.

Command Modes Privileged EXEC
User EXEC

Command History

Examples The following is sample output from theshow ipv6 rip command:

Router# show ipv6 rip

RIP process "6bone", port 521, multicast-group FF02::9, pid 70
     Administrative distance is 120.  Routing table is 0
     Updates every 30 seconds, expire after 180
     Holddown lasts 180 seconds, garbage collect after 120
     Split horizon is on; poison reverse is off
     Default routes are not generated
     Periodic updates 16136, trigger updates 0

Table 45 describes the significant fields shown in the display.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Table 45 show ipv6 rip Field Descriptions

Field Description

RIP process The name of the RIP process.

port The port that the RIP process is using.

multicast-group The IPv6 multicast group of which the RIP process is a member.

pid The process identification number (pid) assigned to the RIP process.

Administrative
distance

Used to rank the preference of sources of routing information. Connected
routes have an administrative distance of 1 and are preferred over the same
route learned by a protocol with a larger administrative distance value.

Updates The value (in seconds) of the update timer.

expire The interval (in seconds) in which updates expire.
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Holddown The value (in seconds) of the hold-down timer.

garbage collect The value (in seconds) of the garbage-collect timer.

Split horizon The split horizon state is either on or off.

poison reverse The poison reverse state is either on or off.

Default routes The origination of a default route into RIP. Default routes are either generat
or not generated.

Periodic updates The number of RIP update packets sent on an update timer.

trigger updates The number of RIP update packets sent as triggered updates.

Table 45 show ipv6 rip Field Descriptions (continued)

Field Description
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show ipv6 route
To display the current contents of the IPv6 routing table, use theshow ipv6 routecommand in privileged
EXEC mode or user EXEC mode.

show ipv6 route[ ipv6-address| ipv6-prefix/prefix-length | protocol]

Syntax Description

Defaults All IPv6 routing information for all active routing tables is displayed.

Command Modes Privileged EXEC

User EXEC

Command History

Usage Guidelines Theshow ipv6 routecommand provides output similar to theshow ip route command, except that it is
IPv6-specific.

When theipv6-address or ipv6-prefix/prefix-length argument is specified, a longest match lookup is
performed from the routing table and only route information for that address or network is displa
When a routing protocol is specified, only routes for that protocol are displayed. When theconnected,
local, or static keyword is specified, only that type of route is displayed.

ipv6-address (Optional) Displays routing information for a specific IPv6 address.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

ipv6-prefix (Optional) Displays routing information for a specific IPv6 network.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

/prefix-length (Optional) The length of the IPv6 prefix. A decimal value that indicates how
many of the high-order contiguous bits of the address comprise the prefi
(the network portion of the address). A slash mark must precede the decim
value.

protocol (Optional) Name of a routing protocol, or theconnected, local, or static
keyword. If you specify a routing protocol, use thebgp, isis, or rip
keyword.

Release Modification

12.2(2)T This command was introduced.

12.2(8)T Theisis protocol keyword was added to the command syntax, and the
I1 - ISIS L1, I2 - ISIS L2, and IA - ISIS interarea fields were added to the
command output.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following is sample output from theshow ipv6 routecommand when entered without an IPv6
address or prefix:

Router# show ipv6 route

IPv6 Routing Table - 255 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea
Timers: Uptime/Expires

B 2001:200::/35 [20/3]
  via FE80::60:5C59:9E00:16, Tunnel1, 15:23:32/never
B 2001:208::/35 [20/2]
  via 3FFE:C00:E:B::2, Tunnel38, 1d13h/never
B 2001:218::/35 [20/2]
  via FE80::D0:BBFB:10A9:9, Tunnel39, 13:11:49/never
LC 2002:C01F:768::1/128 [0/0]
  via 2002:C01F:768::1, Tunnel2002, 5d03h/never
S 2002::/16 [1/0]
  via ::, Tunnel2002, 5d03h/never
C 3FFE:700:20:1::12/126 [0/0]
  via 3FFE:700:20:1::12, Tunnel1, 1w3d/never
L 3FFE:700:20:1::12/128 [0/0]
  via 3FFE:700:20:1::12, Tunnel1, 1w3d/never

Table 46 describes the significant fields shown in the display.

Table 46 show ipv6 route Field Descriptions

Field Description

Codes: Indicates the protocol that derived the route. Values are as follows

C—Connected

L—Local

S—Static

R—RIP derived

B—BGP derived

I1—ISIS L1—Integrated IS-IS Level 1 derived

I2—ISIS L2—Integrated IS-IS Level 2 derived

IA—ISIS interarea—Integrated IS-IS interarea derived

2001:200::/35 Indicates the prefix of the remote network.

[20/3] The first number in the brackets is the administrative distance of the
information source; the second number is the metric for the route.

via FE80::60:5C59:9E00:16 Specifies the address of the next router to the remote network.
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When theipv6-addressor ipv6-prefix/prefix-lengthargument is specified, only route information for tha
address or network is displayed. The following is sample output from theshow ipv6 route command
when entered with the IPv6 prefix 2001:200::/35.

Router#  show ipv6 route 2001:200::/35

IPv6 Routing Table - 261 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea
Timers: Uptime/Expires

B 2001:200::/35 [20/3]
  via FE80::60:5C59:9E00:16, Tunnel1, 3d10h/never

When you specify a protocol, only routes for that particular routing protocol are shown. The follow
is sample output from theshow ipv6 route command when entered with thebgp keyword.

Router# show ipv6 route bgp

IPv6 Routing Table - 17 entries
Codes:C - Connected, L - Local, S - Static, R - RIP, B - BGP
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea
Timers:Uptime/Expires

B 2000:0:0:1:1::/80 [20/1]
   via FE80::203:E4FF:FE12:CC00, FastEthernet0/0, 00:05:07/never
B 2000:0:0:1::/64 [20/1]
   via FE80::203:E4FF:FE12:CC00, FastEthernet0/0, 00:05:07/never
B 2000:0:0:5::/64 [20/1]
   via FE80::203:E4FF:FE12:CC00, FastEthernet0/0, 00:05:07/never
B 2000:0:0:6::/64 [20/1]
   via FE80::201:42FF:FEC9:F127, Ethernet1/2, 00:05:03/never
B 2010::/64 [20/1]
   via FE80::203:E4FF:FE12:CC00, FastEthernet0/0, 00:05:07/never
B 2020::/64 [20/1]
   via FE80::203:E4FF:FE12:CC00, FastEthernet0/0, 00:05:07/never
B 2030::/64 [20/1]
   via FE80::203:E4FF:FE12:CC00, FastEthernet0/0, 00:05:07/never
B 2040::/64 [20/1]
   via FE80::203:E4FF:FE12:CC00, FastEthernet0/0, 00:05:07/never
B 2050::/64 [20/1]
   via FE80::203:E4FF:FE12:CC00, FastEthernet0/0, 00:05:07/never

Tunnel1 Specifies the interface through which the next router to the specifie
network can be reached.

15:23:32/never 15:23:32 specifies the last time the route was updated. In this outp
the time is expressed in hours:minutes:seconds. The time can also b
expressed in days, hours, or weeks, days; for example, 2d17h or 6w4
respectively.

“never” specifies when the route expires. Route expiration can also b
expressed in time (hours:minutes:seconds; days, hours; or weeks,
days). Connected and local routes never expire; routes discovered b
routing protocols can expire.

Table 46 show ipv6 route Field Descriptions (continued)

Field Description
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Related Commands Command Description

ipv6 route Establishes a static IPv6 route.

show ipv6 interface Displays IPv6 interface information.

show ipv6 route
summary

Displays the current contents of the IPv6 routing table in summary forma

show ipv6 tunnel Displays IPv6 tunnel information.
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show ipv6 route summary
To display the current contents of the IPv6 routing table in summary format, use theshow ipv6 route
summary command in privileged EXEC mode or user EXEC mode.

show ipv6 route summary

Syntax Description This command has no arguments or keywords.

Command Modes Privileged EXEC
User EXEC

Command History

Examples The following is sample output from the show ipv6 route summary command:

Router# show ipv6 route summary

IPv6 Routing Table Summary - 257 entries
  37 local, 35 connected, 25 static, 0 RIP, 160 BGP
  Number of prefixes:
    /16: 1, /24: 46, /28: 10, /32: 5, /35: 25, /40: 1, /48: 63, /64: 19
    /96: 15, /112: 1, /126: 31, /127: 4, /128: 36

Table 47 describes the significant fields shown in the display.

Related Commands

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Table 47 show ipv6 route summary Field Descriptions

Field Description

entries Number of entries in the IPv6 routing table.

Route source (includes
local, connected, static,
RIP, and BGP)

(not shown in sample
output)

Number of routes that are present in the routing table for each route sourc
which can be local routes, connected routes, static routes, or a routing
protocol.

Number of prefixes: Number of routing table entries for given prefix length.

Command Description

show ipv6 route Displays the current contents of the IPv6 routing table.
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show ipv6 routers
To display IPv6 router advertisement information received from onlink routers, use theshow ipv6
routers command in privileged EXEC mode or user EXEC mode.

show ipv6 routers[ interface-type interface-number] [conflicts]

Syntax Description

Defaults When an interface is not specified, onlink router advertisement information is displayed for all inter
types. (The termonlink refers to a locally reachable address on the link.)

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Routers advertising parameters that differ from the advertisement parameters configured for the
interface on which the advertisements are received are marked as conflicting.

Examples The following is sample output from theshow ipv6 routerscommand when entered without an IPv6
interface type and number:

Router# show ipv6 routers

Router FE80::83B3:60A4 on Tunnel5, last update 3 min
  Hops 0, Lifetime 6000 sec, AddrFlag=0, OtherFlag=0
  Reachable time 0 msec, Retransmit time 0 msec
  Prefix 3FFE:C00:8007::800:207C:4E37/96 autoconfig
    Valid lifetime -1, preferred lifetime -1
Router FE80::290:27FF:FE8C:B709 on Tunnel57, last update 0 min
  Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
  Reachable time 0 msec, Retransmit time 0 msec

Table 48 describes the significant fields shown in the display.

interface-type (Optional) Specifies the interface type.

interface-number (Optional) Specifies the interface number.

conflicts (Optional) Displays router advertisements that differ from the
advertisements configured for a specified interface.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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When theinterface-type andinterface-number arguments are specified, router advertisement details
about that specific interface are displayed. The following is sample output from theshow ipv6 routers
command when entered with an interface type and number:

Router#  show ipv6 routers tunnel 5

Router FE80::83B3:60A4 on Tunnel5, last update 5 min
  Hops 0, Lifetime 6000 sec, AddrFlag=0, OtherFlag=0
  Reachable time 0 msec, Retransmit time 0 msec
  Prefix 3FFE:C00:8007::800:207C:4E37/96 autoconfig
    Valid lifetime -1, preferred lifetime -1

Table 48 show ipv6 routers Field Descriptions

Field Description

Hops The configured hop limit value for the router advertisement.

Lifetime The configured Router Lifetime value for the router advertisement. A value of 0
indicates that the router is not a default router. A value other than 0 indicate
that the router is a default router.

AddrFlag If the value is 0, the router advertisement received from the router indicates th
addresses are not configured using the stateful autoconfiguration mechanism
the value is 1, the addresses are configured using this mechanism.

OtherFlag If the value is 0, the router advertisement received from the router indicates th
information other than addresses is not obtained using the stateful
autoconfiguration mechanism. If the value is 1, other information is obtained
using this mechanism. (The value of OtherFlag can be 1 only if the value of
AddrFlag is 1.)

Reachable time The configured ReachableTimer value for the router advertisement. The ti
value to be used on this link for neighbor unreachability detection. A value o
0 indicates that it is not specified by the advertising router.

Retransmit time The configured RetransTimer value. The time value to be used on this link f
neighbor solicitation transmissions, which are used in address resolution an
neighbor unreachability detection. A value of 0 means the time value is not
specified by the advertising router.

Prefix A prefix advertised by the router. Also indicates if onlink or autoconfig bits
were set in the router advertisement message.

Valid lifetime The length of time (in seconds) relative to the time the advertisement is sent th
the prefix is valid for the purpose of onlink determination. A value of –1 (all
ones, 0xffffffff) represents infinity.

preferred lifetime The length of time (in seconds) relative to the time the advertisements is s
that addresses generated from the prefix via address autoconfiguration rem
valid. A value of –1 (all ones, 0xffffffff) represents infinity.
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Entering theconflicts keyword with theshow ipv6 routerscommand displays information for routers
that are advertising parameters different from the parameters configured for the interface on whi
advertisements are being received, as the following sample output shows:

Router#  show ipv6 routers conflicts

Router FE80::203:FDFF:FE34:7039 on Ethernet1, last update 1 min, CONFLICT
   Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
   Reachable time 0 msec, Retransmit time 0 msec
   Prefix 2003::/64 onlink autoconfig
     Valid lifetime -1, preferred lifetime -1
Router FE80::201:42FF:FECA:A5C on Ethernet1, last update 0 min, CONFLICT
   Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
   Reachable time 0 msec, Retransmit time 0 msec
   Prefix 2001::/64 onlink autoconfig
     Valid lifetime -1, preferred lifetime -1
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show ipv6 traffic
To display statistics about IPv6 traffic, use theshow ipv6 traffic command in privileged EXEC mode or
user EXEC mode.

show ipv6 traffic

Syntax Description This command has no keywords or arguments.

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Theshow ipv6 traffic command provides output similar to theshow ip traffic command, except that it
is IPv6-specific.

Examples The following is sample output from theshow ipv6 traffic command:

Router# show ipv6 traffic

IPv6 statistics:
  Rcvd:  6972146 total, 519951 local destination
         0 format errors, 8035 hop count exceeded
         0 bad header, 0 unknown option, 3 bad source
         0 unknown protocol, 0 not a router
         0 fragments, 0 total reassembled
         0 reassembly timeouts, 0 reassembly failures
  Sent:  3634599 generated, 2928524 forwarded
         0 fragmented into 0 fragments
         11 encapsulation failed, 29560 no route, 0 too big
  Mcast: 0 received, 0 sent

ICMP statistics:
  Rcvd: 19142 input, 0 checksum errors
        0 unknown info type, 0 unknown error type
        unreach: 0 routing, 0 admin, 0 neighbor, 308 address, 0 port
        parameter: 0 error, 0 header, 0 option
        45 hopcount expired, 0 reassembly timeout,0 too big
        12588 echo request, 5 echo reply
        0 group query, 0 group report, 0 group reduce
        0 router solicit, 1119 router advert, 0 redirects
        5077 neighbor solicit, 0 neighbor advert

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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  Sent: 30927 output
        unreach: 46 routing, 0 admin, 0 neighbor, 221 address, 4 port
        parameter: 0 error, 0 header, 0 option
        7992 hopcount expired, 0 reassembly timeout,0 too big
        5 echo request, 12588 echo reply
        0 group query, 0 group report, 0 group reduce
        0 router solicit, 4957 router advert, 0 redirects
        0 neighbor solicit, 5115 neighbor advert

UDP statistics:
  Rcvd: 4 input, 0 checksum errors, 0 length errors
        4 no port, 0 dropped
  Sent: 32130 output

Table 49 describes the significant fields shown in the display.

Table 49 show ipv6 traffic Field Descriptions

Field Description

format errors Errors that can result from checks performed on header fields, the version
number, and packet length.

not a router Message sent when IPv6 unicast routing is not enabled.

bad hop count

(not shown in
sample output)

Occurs when a packet is discarded because its time-to-live (TTL) field was
decremented to zero.

encapsulation failed Failure that can result from an unresolved address or try-and-queue packe

no route Counted when the software discards a datagram it did not know how to rou

unreach Unreachable messages received are as follows:

• routing—Indicates no route to the destination.

• admin—Indicates that communication with the destination is
administratively prohibited.

• neighbor—Indicates that the destination is beyond the scope of the sourc
address. For example, the source may be a local site or the destination m
not have a route back to the source.

• address—Indicates that the address is unreachable.

• port—Indicates that the port is unreachable.
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show ipv6 tunnel
To display IPv6 tunnel information, use theshow ipv6 tunnelcommand in privileged EXEC mode or
user EXEC mode.

show ipv6 tunnel

Syntax Description This command has no keywords or arguments

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines For each tunnel running IPv6, use theshow ipv6 tunnelcommand to display the tunnel unit number, th
name of the dynamic routing protocol used by the tunnel, the time of last input, the number of pa
in the last input, and the description string as set by thedescription command.

Examples The following is sample output from theshow ipv6 tunnelcommand:

Router# show ipv6 tunnel

Tun Route  LastInp  Packets
  0 RIPng    never        0
  1   -   00:00:13    55495
  2   -      never        0
  3   -   00:00:21    14755
  4   -      never        0
  5   -   00:00:00    15840
  6   -      never        0
  7   -   00:00:18    16008
  8   -      never        0
  9   -      never        0
 10   -      never        0
 11   -   00:00:03    94801
 12   -      1d02h        2
 13   -      never        0
 14   -   00:00:08   312190
 15   -      never        0
 16   -      never        0
 17   -      never        0
 18   -   00:00:05  1034954
 19   -      never        0
 20   -   00:00:01  1171114
 21   -      never        0

Table 50 describes the significant fields shown in the display.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Table 50 show ipv6 tunnel Field Descriptions

Field Description

Tun Tunnel number.

Route Indicates whether IPv6 RIP is enabled (RIPng) on this tunnel interface or is n
enabled (-).

Last Inp Time of last input into the tunnel.

Packets Number of packets in this tunnel.

Description
(not shown in
sample output)

Description of the tunnel as entered in interface configuration mode.
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split-horizon (IPv6 RIP)
To configure split horizon processing of IPv6 Routing Information Protocol (RIP) router updates, 
thesplit-horizon command in router configuration mode. To disable the split horizon processing of IP
RIP updates, use theno form of this command.

split-horizon

no split-horizon

Syntax Description This command has no keywords or arguments.

Defaults Split horizon is configured.

Command Modes Router configuration

Command History

Usage Guidelines Thesplit-horizon (IPv6 RIP) command is similar to theip split-horizon command, except that it is
IPv6-specific.

This command configures split horizon processing of IPv6 RIP router updates. When split horizo
configured, the advertisement of networks out the interfaces from which the networks are learne
suppressed.

If both split horizon and poison reverse are configured, then split horizon behavior is replaced by po
reverse behavior (routes learned via RIP are advertised out the interface over which they were lea
but with an unreachable metric).

Note In general, changing the state of the default for thesplit-horizon command is not recommended, unles
you are certain that your application requires a change in order to properly advertise routes. If sp
horizon is disabled on a serial interface (and that interface is attached to a packet-switched netw
you mustdisable split horizon for all routers and access servers in any relevant multicast groups on
network.

Examples The following example configures split horizon processing for the IPv6 RIP routing process name
cisco:

Router(config)# ipv6 router rip cisco
Router(config-rtr-rip)# split-horizon

Related Commands

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

Command Description

neighbor (RIP) Defines a neighboring router with which to exchange routing information
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To start an encrypted session with a remote networking device, use thessh command in user EXEC
mode.

ssh[-l userid] [ -c { des| 3des}] [ -o numberofpasswdpromptsn] [ -p portnum] { address| hostname}
[command]

Syntax Description

Defaults Disabled

Command Modes User EXEC

Command History

-l userid (Optional) Specifies the user ID to use when logging in as on the
remote networking device running the SSH server. If no user ID is
specified, the default is the current user ID.

-c { des | 3des} (Optional) Specifies the crypto algorithm, DES or 3DES, to use for
encrypting data. To use SSH, you must have an encryption image
running on the router. Cisco software images that include
encryption have the designator “k8” (DES) or “k9” (3DES).

-o numberofpasswdpromptsn (Optional) Specifies the number of password prompts that the
software generates before ending the session. The SSH server m
also apply a limit to the number of attempts. If the limit set by the
server is less than the value specified by the
-o numberofpasswdprompts keyword, the limit set by the server
takes precedence. The default is three attempts, which is also the
Cisco IOS SSH server default. The range of values is from 1 to 5.

-p portnum (Optional) Indicates the desired port number for the remote host.
The default port number is 22.

address | hostname Specifies the IPv4 or IPv6 address, or host name of the remote
networking device.

command (Optional) Specifies the Cisco IOS command that you want to run
on the remote networking device. If the remote host is not running
Cisco IOS software, this may be any command recognized by the
remote host. If the command includes spaces, you must enclose th
command in quotation marks.

Release Modification

12.1(3)T This command was introduced.

12.2(8)T, 12.0(21)ST Support for IPv6 addresses was added.
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Usage Guidelines Thesshcommand enables a Cisco router to make a secure, encrypted connection to another Cisco
or device running an SSH Version 1 server. This connection provides functionality that is similar to
of an outbound Telnet connection except that the connection is encrypted. With authentication a
encryption, the SSH client allows for a secure communication over an insecure network.

Note SSH is supported on DES (56-bit) and 3DES (168-bit) data encryption software images only. In DE
software images, DES is the only encryption algorithm available. In 3DES software images, both
DES and 3DES encryption algorithms are available.

Thesshcommand requires that you first enable the SSH server on the router. The SSH client is ava
only when the SSH server is enabled.

Examples The following example illustrates initiating a secure session between the local router and the remot
HQhost to run theshow userscommand. The result of theshow userscommand is a list of valid users
that are logged in to HQhost. The remote host will prompt for the adminHQ password to authent
the user adminHQ. If the authentication step is successful, the remote host will return the result 
show users command to the local router and will then close the session.

ssh -l adminHQ HQhost “show users”

The following example illustrates initiating a secure session between the local router and the edge
HQedge to run theshow ip route command. In this example, the edge router prompts for the adminH
password to authenticate the user. If the authentication step is successful, the edge router will retu
result of theshow ip route command to the local router and will then close the session.

ssh -l adminHQ HQedge "show ip route"

The following example shows the SSH client using 3DES to initiate a secure remote command
connection with the HQedge router. The SSH server running on HQedge authenticates the sessi
the admin7 user on the HQedge router using standard authentication methods. The HQedge route
have SSH enabled for authentication to work.

ssh -l admin7 -c 3des -o numberofpasswdprompts 5 HQedge

The following example shows a secure session between the local router and a remote IPv6 route
the address 3ffe:1111:2222:1044::72 to run theshow running-config command. In this example, the
remote IPv6 router prompts for the adminHQ password to authenticate the user. If the authenticatio
is successful, the remote IPv6 router will return the result of theshow running-config command to the
local router and will then close the session.

ssh -l adminHQ 3ffe:1111:2222:1044::72 "show running-config"

Note A host name that maps to the IPv6 address 3ffe:1111:2222:1044::72 could have been used in the l
example.

Related Commands Command Description

ip ssh Configures SSH server control parameters on the router.

show ip ssh Displays the version and configuration data for SSH.

show ssh Displays the status of SSH server connections.
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summary-prefix (IPv6 IS-IS)
To create aggregate IPv6 prefixes for Intermediate System-to-Intermediate System (IS-IS), use t
summary-prefix command in address family configuration mode. To restore the default, use theno form
of this command.

summary-prefix ipv6-prefix/prefix-length{ level-1 | level-1-2 | level-2}

no summary-prefix ipv6-prefix/prefix-length{ level-1 | level-1-2 | level-2}

Syntax Description

Defaults All redistributed routes are advertised individually.

Command Modes Address family configuration

Command History

Usage Guidelines Multiple groups of prefixes can be summarized for a given level. Routes learned from other routin
protocols can also be summarized. The metric used to advertise the summary is the smallest me
all the more specific routes. This command helps reduce the size of the routing updates generated
router, resulting in smaller routing tables on neighbor routers.

This command also reduces the size of the link-state packets (LSPs) and thus the link-state data
(LSDB). It also helps ensure stability because a summary advertisement is depending on many m
specific routes. If one more specific route flaps, in most cases this flapping does not cause a flap
summary advertisement.

ipv6-prefix Summary prefix designated for a range of IPv6 prefixes.

Theipv6-prefixargument must be in the form documented in RFC 2373 where
the address is specified in hexadecimal using 16-bit values between colon

/prefix-length The length of the IPv6 prefix. A decimal value that indicates how many of the
high-order contiguous bits of the address comprise the prefix (the network
portion of the address). A slash mark must precede the decimal value.

level-1 Only routes redistributed into Level 1 are summarized with the configured
prefix value.

level-1-2 Summary routes are applied when redistributing routes into Level 1 and
Level 2 IS-IS, and when Level 2 IS-IS advertises Level 1 routes reachable i
its area.

level-2 Routes learned by Level 1 routing are summarized into the Level 2 backbon
with the configured prefix value. Redistributed routes into Level 2 IS-IS will
be summarized also.

Release Modification

12.2(8)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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The drawback of summary prefixes is that other routes might have less information with which to
calculate the most optimal routing table for all individual destinations.

Note When IS-IS advertises a summary prefix, it automatically inserts the summary prefix into the IPv
routing table but labels it as a “discard” route entry. Any packet that matches the entry will be disca
to prevent routing loops. When IS-IS stops advertising the summary prefix, the routing table entr
removed.

Examples The following example redistributes Routing Information Protocol (RIP) routes into IS-IS. In
the RIP routing table, there are IPv6 routes for 3ffe:f000:0001:0000::/64, 3ffe:f000:0002:0000::/6
3ffe:f000:0003:0000::/64, and so on. This example advertises only 3ffe:f000::/24 into IPv6
IS-IS Level 1.

Router(config)# router isis area01
Router(config-router)# address-family ipv6
Router(config-router-af)# redistribute rip level-1 metric 40
Router(config-router-af)# summary-prefix 3ffe:f000::/24 level-1
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telnet
To log in to a host that supports Telnet, use thetelnet command in privileged EXEC mode or user EXEC
mode.

telnet host[port] [keyword]

Syntax Description

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines Table 51 lists the optionaltelnet command keywords.

host A host name or an IP address.

port (Optional) A decimal TCP port number, or port name; the default is the Telnet
router port (decimal 23) on the host.

keyword (Optional) One of the keywords listed inTable 51.

Release Modification

10.0 This command was introduced.

12.1 The/quiet keyword was added.

12.2(2)T, 12.0(21)ST The/ipv6 keyword was added.

Table 51 telnet Keyword Options

Option Description

/debug Enables Telnet debugging mode.

/encrypt
kerberos

Enables an encrypted Telnet session. This keyword is available only if you hav
the Kerberized Telnet subsystem.

If you authenticate using Kerberos Credentials, the use of this keyword initiate
an encryption negotiation with the remote server. If the encryption negotiation
fails, the Telnet connection will be reset. If the encryption negotiation is
successful, the Telnet connection will be established, and the Telnet session w
continue in encrypted mode (all Telnet traffic for the session will be encrypted

/ipv4 Specifies version 4 of the IP protocol. If a version of the IP protocol is not
specified in a network that supports both the IPv4 and IPv6 protocol stacks, IPv
is attempted first and is followed by IPv4.

/ipv6 Specifies version 6 of the IP protocol. If a version of the IP protocol is not
specified in a network that supports both the IPv4 and IPv6 protocol stacks, IPv
is attempted first and is followed by IPv4.
226



IPv6 for Cisco IOS Software, File 3 of 3: Commands
telnet

to

an
/line Enables Telnet line mode. In this mode, the Cisco IOS software sends no data
the host until you press theEnter key. You can edit the line using the standard
Cisco IOS software command-editing characters. The/line keyword is a local
switch; the remote router is not notified of the mode change.

/noecho Disables local echo.

/quiet Prevents onscreen display of all messages from the Cisco IOS software.

/route: path Specifies loose source routing. Thepathargument is a list of host names or IP
addresses that specify network nodes and ends with the final destination.

/source-interface Specifies the source interface.

/stream Turns onstream processing, which enables a raw TCP stream with no Telnet
control sequences. A stream connection does not process Telnet options and c
be appropriate for connections to ports running UNIX-to-UNIX Copy Program
(UUCP) and other non-Telnet protocols.

port-number Port number.

bgp Border Gateway Protocol.

chargen Character generator.

cmd rcmd Remote commands.

daytime Daytime.

discard Discard.

domain Domain Name Service.

echo Echo.

exec EXEC.

finger Finger.

ftp File Transfer Protocol.

ftp-data FTP data connections (used infrequently).

gopher Gopher.

hostname Host name server.

ident Ident Protocol.

irc Internet Relay Chat.

klogin Kerberos login.

kshell Kerberos shell.

login Login (rlogin).

lpd Printer service.

nntp Network News Transport Protocol.

pim-auto-rp Protocol Independent Multicast (PIM) auto-rendezvous point (RP).

node Connect to a specific Local-Area Transport (LAT) node.

pop2 Post Office Protocol v2.

pop3 Post Office Protocol v3.

Table 51 telnet Keyword Options (continued)

Option Description
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With the Cisco IOS implementation of TCP/IP, you are not required to enter theconnect or telnet
command to establish a terminal connection. You can enter only the learned host name—as long
following conditions are met:

• The host name is different from a command word for the router.

• The preferred transport protocol is set totelnet.

To display a list of the available hosts, use theshow hosts command. To display the status of all TCP
connections, use theshow tcpcommand.

The Cisco IOS software assigns a logical name to each connection, and several commands use
names to identify connections. The logical name is the same as the host name, unless that name is
in use, or you change the connection name with thename-connectionEXEC command. If the name is
already in use, the Cisco IOS software assigns a null name to the connection.

The Telnet software supports special Telnet commands in the form of Telnet sequences that map g
terminal control functions to operating system-specific functions. To issue a special Telnet comm
enter the escape sequence and then a command character. The default escape sequence is Ctr
and hold the Ctrl and Shift keys and the 6 key). You can enter the command character as you hold
Ctrl or with Ctrl released; you can use either uppercase or lowercase letters.Table 52 lists the special
Telnet escape sequences.

port Destination local-area transport (LAT) port name.

smtp Simple Mail Transfer Protocol.

sunrpc Sun Remote Procedure Call.

syslog Syslog.

tacacs Specifies TACACS security.

talk Talk (517).

telnet Telnet (23).

time Time (37).

uucp UNIX-to-UNIX Copy Program (540).

whois Nickname (43).

www World Wide Web (HTTP, 80).

Table 51 telnet Keyword Options (continued)

Option Description

Table 52 Special Telnet Escape Sequences

Escape Sequence1

1. The caret (^) symbol refers to Shift-6 on your keyboard.

Purpose

Ctrl-^ b Break

Ctrl-^ c Interrupt Process (IP and IPv6)

Ctrl-^ h Erase Character (EC)

Ctrl-^ o Abort Output (AO)

Ctrl-^ t Are You There? (AYT)

Ctrl-^ u Erase Line (EL)
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At any time during an active Telnet session, you can list the Telnet commands by pressing the e
sequence keys followed by a question mark at the system prompt:

Ctrl-^ ?

A sample of this list follows. In this sample output, the first caret (^) symbol represents the Ctrl key,
the second caret represents Shift-6 on your keyboard:

router> ^^?
[Special telnet escape help]
^^B  sends telnet BREAK
^^C  sends telnet IP
^^H  sends telnet EC
^^O  sends telnet AO
^^T  sends telnet AYT
^^U  sends telnet EL

You can have several concurrent Telnet sessions open and switch between them. To open a sub
session, first suspend the current connection by pressing the escape sequence (Ctrl-Shift-6 then
[Ctrl^x] by default) to return to the system command prompt. Then open a new connection with t
telnet command.

To terminate an active Telnet session, enter any of the following commands at the prompt of the d
to which you are connecting:

• close

• disconnect

• exit

• logout

• quit

Examples The following example establishes an encrypted Telnet session from a router to a remote host n
host1:

router> telnet host1 /encrypt kerberos

The following example routes packets from the source system host1 to kl.sri.com, then to 10.1.0.11
finally back to host1:

router> telnet host1 /route:kl.sri.com 10.1.0.11 host1

The following example connects to a host with the logical name host1:

router> host1

The following example suppresses all onscreen messages from the Cisco IOS software during log
logout:

router> telnet host2 /quiet
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optional/quiet keyword:

login: User2
Password:
         Welcome to OpenVMS VAX version V6.1 on node CRAW
     Last interactive login on Tuesday, 15-DEC-1998 11:01
     Last non-interactive login on Sunday,  3-JAN-1999 22:32

Server3) logout
    User2        logged out at  16-FEB-2000 09:38:27.85

Related Commands Command Description

connect Logs in to a host that supports Telnet, rlogin, or LAT.

kerberos clients
mandatory

Causes thersh, rcp, rlogin , andtelnet commands to fail if they cannot
negotiate the Kerberos Protocol with the remote server.

rlogin Logs in to a UNIX host using rlogin.
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timers (IPv6 RIP)
To configure update, expire, hold-down, and garbage-collect timers for an IPv6 RIP routing process
the timers command in router configuration mode. To return the timers to their default values, use
no form of this command.

timers update invalid holddown garbage-collect

no timers

Syntax Description

Defaults Update timer: 30 seconds
Invalid timer: 180 seconds
Hold-down timer: 180 seconds
Garbage-collect timer: 120 seconds

Command Modes Router configuration

Command History

update Interval of time (in seconds) at which updates are sent. This is the fundamenta
timing parameter of the routing protocol.

invalid Interval of time (in seconds) after which a route is declared invalid; it should be a
least three times the value of theupdateargument. A route becomes invalid when
there is an absence of updates that refresh the route. The route then enters a
hold-down state. The route is marked inaccessible and advertised as unreacha
However, the route is still used for forwarding packets.

holddown Interval (in seconds) during which routing information regarding better paths is
suppressed. A route enters a hold-down state when it becomes unreachable and
hold-down timer is a value other than zero. (A learned RIP route becomes
unreachable when the route is not refreshed or the route is advertised with a met
of 16.) While in hold-down state, the system ignores any new information about th
route from RIP or from any protocols that have a worse administrative distance tha
RIP. A route with a better administrative distance will replace the unreachable
route, even if the route is still in a hold-down state.

garbage-collect Amount of time (in seconds) that must pass from when a route becomes invalid
until the route is removed from the routing table.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Usage Guidelines The timers (IPv6 RIP) command is similar to thetimers basic(RIP) command, except that it is
IPv6-specific.

Periodic route updates are sent every 30 seconds. Routes that are not heard from in 180 second
considered unreachable. Information about unreachable networks is ignored for 180 seconds aft
networks become invalid. (If you do not want holddowns, use 0 seconds.) Routes are purged 120 se
after they become invalid.

The basic timing parameters for IPv6 RIP are adjustable. Because IPv6 RIP is executing a distri
asynchronous routing algorithm, it is important that these timers be the same for all routers and a
servers in the network.

Note The current and default timer values are displayed in the output of theshow ipv6 rip EXEC command.
The relationships of the various timers should be preserved as described previously.

Examples The following example sets updates to be broadcast every 5 seconds. If a route is not heard from
15 seconds, the route is declared unusable. Further information is suppressed for an additional
15 seconds. At the end of the suppression period, the route is flushed from the routing table.

Router(config)# ipv6 router rip cisco
Router(config-rtr-rip)# timers 5 15 15 30

Caution By setting a short update period, you run the risk of congesting slow-speed serial lines. Also, if you
many routes in your updates, you can cause the routers to spend an excessive amount of time proc
updates.

Related Commands Command Description

show ipv6 rip Displays information about current IPv6 RIP processes.
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To discover the routes that packets will actually take when traveling to their destination, use the
traceroute command in privileged EXEC mode or user EXEC mode.

traceroute [protocol] destination

Syntax Description

Defaults When not specified, the protocol argument is determined based on examination of the format of 
destination argument. For example, if the software finds adestination argument in IP format, the
protocol value defaults to IP.

Command Modes Privileged EXEC
User EXEC

Command History

Usage Guidelines The traceroute command works by taking advantage of the error messages generated by routers
a datagram exceeds its hop limit value.

The traceroute command starts by sending probe datagrams with a hop limit of one. Including a h
limit of one with a probe datagram causes the neighboring routers to discard the probe datagram
send back an error message. Thetraceroute command sends several probes with increasing hop lim
and displays the round-trip time for each.

Thetraceroute command sends out one probe at a time. Each outgoing packet may result in one or
error messages. A time exceeded error message indicates that an intermediate router has seen 
discarded the probe. A destination unreachable error message indicates that the destination nod
received and discarded the probe because the hop limit of the packet reached a value of zero. If the
goes off before a response comes in, thetraceroute command prints an asterisk (*).

The traceroute command terminates when the destination responds, when the hop limit is exceede
when the user interrupts the trace with the escape sequence. By default, to invoke the escape seq
type Ctrl-^ X—by simultaneously pressing and releasing the Ctrl, Shift, and 6 keys, and then pre
the X key.

protocol (Optional) Protocol keyword, eitherappletalk, clns, ip, ipv6, ipx,
oldvines, or vines. When not specified, theprotocol argument is based on
an examination of the format of thedestination argument.

destination (Optional in privileged EXEC mode; required in user EXEC mode)
Destination address or host name of the system to trace. The default
parameters for the appropriate protocol are assumed and the tracing acti
begins.

Release Modification

10.0 This command was introduced.

12.2(2)T, 12.0(21)ST Support for IPv6 was added.
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To use nondefault parameters and invoke an extendedtraceroute test, enter the command without a
protocol or destination argument in privileged EXEC mode. You will be stepped through a dialog to
select the desired parameters. Extendedtraceroute tests are not supported in user EXEC mode. The
user-leveltraceroute feature provides a basic trace facility for users that do not have system privileg
Thedestination argument is required in user EXEC mode.

Common Traceroute Problems

Due to bugs in the IP implementation of various hosts and routers, the IPtraceroute command may
behave in an unexpected manner.

Not all destinations will respond correctly to a probe message by sending back an “ICMP port
unreachable” message. A long sequence of asterisks, terminating only when the maximum hop lim
been reached, may indicate this problem.

There is a known problem with the way some hosts handle an “ICMP TTL exceeded” message. S
hosts generate an “ICMP” message but they reuse the TTL of the incoming packet. Because the T
the incoming packet is zero, the Internet Control Message Protocol (ICMP) packets do not make it
When you trace the path to such a host, you may see a set of Time to Live (TTL) values with ast
(*). Eventually the hop limit gets high enough that the “ICMP” message can get back. For examp
the host is six hops away, traceroute will time out on responses 6 through 11.

Note In IPv4, the TTL value can be an amount of time (for example, 250 milliseconds) or a hop count. In IP
the equivalent of the TTL value is purely a hop count.

Examples The following user EXEC example shows IPv4traceroute output when a destination host name has bee
specified:

Router>  traceroute host77-name.domainZZ-name.com

Type escape sequence to abort.
Tracing the route to host77-name.domainZZ-name.com (10.0.0.73)

1 host1-name.domain1-name.com (192.168.1.6) 1000 msec 8 msec 4 msec
2 host33-name.serviceprovider8-name.com (192.168.16.2) 8 msec 8 msec 8 msec
3 host2-name.college2-name.edu (192.168.110.225) 8 msec 4 msec 4 msec
4 host44-name.domain2-name.NET (192.168.254.6) 8 msec 8 msec 8 msec
5 host22-name.serviceprovider99-name.com (192.168.3.8) 12 msec 12 msec 8 msec
6 host-name5.domain5-name.com (192.168.195.1) 216 msec 120 msec 132 msec
7 host77-name.domainZZ-name.com (10.0.0.73) 412 msec 628 msec 664 msec

Table 53 describes the significant fields shown in the display.

Table 53 traceroute Field Descriptions—IPv4

Field Description

1 Indicates the sequence number of the router in the path to the ho

host1-name.domain1-name.com Host name of this router.

192.168.1.6 Internet address of this router.

1000 msec 8 msec 4 msec Round-trip time for each of the three probes that is sent.
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The following user EXEC example shows IPv6traceroute output when a destination host name has bee
specified:

Router>  traceroute host8-name.domainBB-name.no

Type escape sequence to abort.
Tracing the route to host8-name.domainBB-name.no (3FFE:2A00:100:7FF9::2)

1 3FFE:C:00:E:13::2 28 msec 24 msec *
2 3FFE:2A00:100:7FF8::2 208 msec 204 msec
3 host32-name.domainHH-name.net (3FFE:2A00:100:7FF8::1) 276 msec * 276 msec
4 host8-name.domainBB-name.no (3FFE:2A00:100:7FF9::2) 292 msec 292 msec 296 msec

Note In the example, host8-name.domainBB-name.no has an IPv6 address, so the protocol for thetraceroute
command defaults to IPv6. IPv4 could have been used by specifyingip in the traceroute command; for
example,traceroute ip host8-name.domainBB-name.no.

Table 54 describes the significant fields shown in the display.

The following privileged EXEC example shows the extended dialog of thetraceroute command when
IPv4 is used:

Router#  traceroute

Protocol [ip]:
Target IP address: host77-name.domainZZ-name.com
Source address:
Numeric display [n]:
Timeout in seconds [3]:
Probe count [3]:
Minimum Time to Live [1]:
Maximum Time to Live [30]:
Port Number [33434]:
Loose, Strict, Record, Timestamp, Verbose[none]:
Type escape sequence to abort.
Tracing the route to host77-name.domainZZ-name.com (10.0.0.73)

1 host1-name.domain1-name.com (192.168.1.6) 1000 msec 8 msec 4 msec
2 host33-name.serviceprovider8-name.com (192.168.16.2) 8 msec 8 msec 8 msec
3 host2-name.college2-name.edu (192.168.110.225) 8 msec 4 msec 4 msec
4 host44-name.domain2-name.NET (192.168.254.6) 8 msec 8 msec 8 msec
5 host22-name.serviceprovider99-name.com (192.168.3.8) 12 msec 12 msec 8 msec
6 host-name5.domain5-name.com (192.168.195.1) 216 msec 120 msec 132 msec
7 host77-name.domainZZ-name.com (10.0.0.73) 412 msec 628 msec 664 msec

Table 54 traceroute Field Descriptions—IPv6

Field Description

4 Indicates the sequence number of the router in the path to the
host.

host8-name.domainBB-name.no Host name of the destination node.

3FFE:2A00:100:7FF9::2 IPv6 address of the destination node.

292 msec 292 msec 296 msec Round-trip time for each of the three probes that is sent.
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If an unknown host name is used in the Target IP address field, a Domain Name System (DNS) ser
queried to resolve the unknown host name. In the following example, a DNS server (IP address
192.168.7.93) is queried for the unknown host name college9-name.edu:

Router#  traceroute

Protocol [ip]:
Target IP address: college9-name.edu
Translating "college9-name.edu"...domain server (192.168.7.93) [OK]

Table 55describes the fields that are unique to the extended tracroute sequence, as shown in the d

Table 55 traceroute Field Descriptions—IPv4

Field Description

Target IP address You must enter an IPv4 host name or an IPv4 address. There is n
default.

Source address One of the interface addresses of the router to use as a source add
for the probes. The router will normally choose what it considers to be
the best source address to use.

Numeric display The default is to have both a symbolic and numeric display; howeve
you can suppress the symbolic display.

Timeout in seconds The number of seconds to wait for a response to a probe packet. T
default is 3 seconds.

Probe count The number of probes to be sent at each TTL level. The default cou
is 3.

Minimum Time to Live [1] The TTL value for the first probes. The default is 1, but it can be set to
a higher value to suppress the display of known hops.

Maximum Time to Live [30] The largest TTL value that can be used. The default is 30. The
command terminates when the destination is reached or when this
value is reached.

Port Number The destination port used by the User Datagram Protocol (UDP) prob
messages. The default is 33434.

Loose, Strict, Record,
Timestamp, Verbose

IP header options. You can specify any combination. The command
issues prompts for the required fields. Note that the command will
place the requested options in each probe; however, there is no
guarantee that all routers (or end nodes) will process the options.

Loose Allows you to specify a list of nodes that must be traversed to the
destination.

Strict Allows you to specify a list of nodes that must be the only nodes
traversed when going to the destination.

Record Allows you to specify the number of hops to leave room for.

Timestamp Allows you to specify the number of time stamps to leave room for.

Verbose If you select any option, the verbose mode is automatically selected
and the command prints the contents of the option field in any
incoming packets. You can prevent verbose mode by selecting it again
toggling its current setting.
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The following privileged EXEC example shows the extended dialog of thetraceroute command when
IPv6 is used:

Router#  traceroute

Protocol [ip]: ipv6
Target IP address: host8-name.domainBB-name.no
Source IPv6 address:
Numeric display [no]:
Timeout in seconds [3]:
Probe count [3]:
Minimum Time to Live [1]:
Maximum Time to Live [30]:
Priority [0]:
Port Number [33434]:
Type escape sequence to abort.
Tracing the route to host8-name.domainBB-name.no (3FFE:2A00:100:7FF9::2)

1 3FFE:C:00:E:13::2 28 msec 24 msec *
2 3FFE:2A00:100:7FF8::2 208 msec 204 msec
3 host32-name.domainHH-name.net (3FFE:2A00:100:7FF8::1) 276 msec * 276 msec
4 host8-name.domainBB-name.no (3FFE:2A00:100:7FF9::2) 292 msec 292 msec 296 msec

If an unknown host name is used in the Target IP address field, a DNS server is queried to resol
unknown host name. In the following example, a DNS server (IP address 192.168.7.93) is querie
the unknown host name host8-name.domainBB-name.no:

Router#  traceroute

Protocol [ip]: ipv6
Target IP address: host8-name.domainBB-name.no
Translating "host8-name.domainBB-name.no"...domain server (192.168.7.93) [OK]

Table 56 describes the fields that are unique to the extendedtraceroute sequence, as shown in the
display.

Table 56 traceroute Field Descriptions—IPv6

Field Description

Protocol [ip]: The protocol to use for the probes. The available protocols are
appletalk, clns, ip, ipv6, ipx, oldvines, andvines. The default isip.

Target IP address You must enter an IPv6 host name or an IPv6 address. There is n
default.

Source IPv6 address The IPv6 address of an interface in the router that is used as the so
address for the probes. If an address is not entered, the router choos
what it considers to be the best source address to use.

Note In Cisco IOS Release 12.2(8)T or later releases, an IPv6
address enclosed in square brackets ([ ]), such as
[FE80::260:3EFF:FE11:6770], is acceptable to the system.
Refer to RFC 2732,Format for Literal IPv6 Addresses in
URL’s, for more information on the use of square brackets with
literal IPv6 address in URLs.

Numeric display The default is to have both a symbolic and numeric display; howeve
you can suppress the symbolic display.

Timeout in seconds The number of seconds to wait for a response to a probe packet. T
default is 3 seconds.
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Table 57 describes the characters that can appear intraceroute command output when IPv4 is used.

Table 58describes the characters that can appear in thetraceroute command output when IPv6 is used

Probe count The number of probes to be sent at each TTL level. The default cou
is 3.

Minimum Time to Live [1] The HopCount (TTL) value or hop limit for the first probes. The
default is 1, but it can be set to a higher value to suppress the displa
of known hops.

Maximum Time to Live [30] The largest HopCount (TTL) value or hop limit that can be used. Th
default is 30. The command terminates when the destination is reache
or when this value is reached.

Port Number The destination port used by the UDP probe messages. The defaul
is 33434.

Table 56 traceroute Field Descriptions—IPv6 (continued)

Field Description

Table 57 traceroute Text Characters—IPv4

Character Description

nn msec For each node, the round-trip time (in milliseconds) for the specified number o
probes.

* The probe timed out. No response was received within the specified timeout.

? Unknown error.

A Administratively unreachable. Usually, this output indicates that an access li
is blocking traffic.

H Host unreachable.

N Network unreachable (beyond scope).

P Protocol unreachable.

Q Source quench.

P Port unreachable.

Table 58 traceroute Text Characters—IPv6

Character Description

nn msec For each node, the round-trip time (in milliseconds) for the specified number o
probes.

* The probe timed out. No response was received within the specified timeout.

? Unknown error.

A Administratively unreachable. Usually, this output indicates that an access li
is blocking traffic.

H Host unreachable.

N Network unreachable (beyond scope).
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P Port unreachable.

R No route to host.

@ Unreachable for unknown reason.

! Hop count exceeded.

Table 58 traceroute Text Characters—IPv6 (continued)

Character Description
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To configure a static IPv6 tunnel interface, use thetunnel mode ipv6ip command in interface
configuration mode. To remove an IPv6 tunnel interface, use theno form of this command.

tunnel mode ipv6ip [6to4 | auto-tunnel]

no tunnel mode ipv6ip

Syntax Description

Defaults IPv6 tunnel interfaces are not configured.

Command Modes Interface configuration

Command History

Usage Guidelines IPv6 tunneling consists of encapsulating IPv6 packets within IPv4 packets for transmission acros
IPv4 routing infrastructure.

Using thetunnel mode ipv6ip command without keywords specifies an IPv6 configured tunnel whe
a manually configured IPv6 address is configured on a tunnel interface and manually configured 
addresses are configured as the tunnel source and the tunnel destination. The host or router at ea
of an IPv6 configured tunnel must support both the IPv4 and IPv6 protocol stacks.

Using thetunnel mode ipv6ip command with theauto-tunnel keyword specifies an IPv6 automatic
tunnel where the tunnel destination is automatically determined by the IPv4 address in the low-o
32 bits of IPv4-compatible IPv6 addresses. An IPv4-compatible IPv6 addresses is a 128-bit IPv6 ad
that contains the IPv6 prefix 0:0:0:0:0:0 in the high-order 96 bits of the address and an IPv4 addre
the low-order 32 bits of the address. The host or router at each end of an automatic tunnel must su
both the IPv4 and IPv6 protocol stacks.

Using thetunnel mode ipv6ip command with the6to4 keyword specifies automatic 6to4 tunneling
where the tunnel endpoint is determined by the globally unique IPv4 address embedded in a 6to
address. A 6to4 address is a combination of the prefix 2002::/16 and a globally unique 32-bit IPv
address. (IPv4-compatible addresses are not used in 6to4 tunneling.) The unique IPv4 address is
the network-layer address in the 6to4 address prefix. The border router at each end of a 6to4 tunne
support both the IPv4 and IPv6 protocol stacks. The 6to4 tunnel must be configured with thetunnel
sourcecommand to use an interface with an IPv4 address as the source of the tunnel. Additionally
6to4 address prefix must be routed over the tunnel using theipv6 route command.

6to4 (Optional) Specifies IPv6 automatic tunneling using a 6to4 address.

auto-tunnel (Optional) Specifies IPv6 automatic tunneling using an IPv4-compatible
IPv6 address.

Release Modification

12.2(2)T This command was introduced.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
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Examples The following example configures a manual IPv6 tunnel. In the example, tunnel interface 0 is man
configured with a global IPv6 address. The tunnel source and destination are also manually confi

Router(config)# interface tunnel 0
Router(config-if)# ipv6 address 3ffe:b00:c18:1::3/127
Router(config-if)# tunnel source ethernet 0
Router(config-if)# tunnel destination 192.168.30.1
Router(config-if)# tunnel mode ipv6ip

The following example configures an automatic IPv6 tunnel that uses Ethernet interface 0 as the t
source. The tunnel destination is automatically determined by the IPv4 address in the low-order 3
of an IPv4-compatible IPv6 address.

Router(config)# interface tunnel 0
Router(config-if)# no ip address
Router(config-if)# tunnel source ethernet 0
Router(config-if)# tunnel mode ipv6ip auto-tunnel

The following example configures a 6to4 tunnel. In the example, Ethernet interface 0 is configured
a global IPv6 address from a top-level Internet service provider (ISP) and an IPv4 address. Tunn
interface 0 is configured without an IPv4 or IPv6 address because the IPv4 or IPv6 addresses on Et
interface 0 is used to construct a tunnel source address. A tunnel destination address is not spe
because the destination address is automatically constructed. An IPv6 static route for network 200
to tunnel interface 0 is configured (traffic destined for the prefix is routed over tunnel interface 0).

Router(config)# interface ethernet 0
Router(config-if)# ip address 192.168.99.1 255.255.255.0
Router(config-if)# ipv6 address 2002:c0a8:6301:1::/64 eui-64
Router(config-if)# exit
Router(config)# interface tunnel 0
Router(config-if)# no ip address
Router(config-if)# ipv6 unnumbered ethernet 0
Router(config-if)# tunnel source ethernet 0
Router(config-if)# tunnel mode ipv6ip 6to4
Router(config-if)# exit
Router(config)# ipv6 route 2002::/16 tunnel 0

When a tunnel interface is configured using theipv6 unnumberedcommand with thetunnel sourceand
tunnel mode ipv6ipcommands, the tunnel uses the first IPv6 address configured on the source inte
as its IPv6 address. For 6to4 tunnels, the first IPv6 address configured on the source interface mu
6to4 address. In the following example, the first IPv6 address configured for Ethernet interface 0 (
address 2002:c0a8:6301:1::/64) is used as the IPv6 address of tunnel 0:

Router(config)# interface tunnel 0
Router(config-if)# ipv6 unnumbered ethernet 0
Router(config-if)# tunnel source ethernet 0
Router(config-if)# tunnel mode ipv6ip 6to4
Router(config-if)# exit
Router(config)# interface ethernet 0
Router(config-if)# ipv6 address 2002:c0a8:6301:1::/64 eui-64
Router(config-if)# ipv6 address 3ffe:1234:5678::1/64

Related Commands Command Description

show ipv6 interface Displays the usability status of interfaces configured for IPv6.
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